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Legal Information

©2021 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website ( https://
www.hikvision.com/ ).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

HIK VISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND "WITH
ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR A PARTICULAR
PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO EVENT WILL HIKVISION
BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES,
INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILITY,
OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECURITY
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER-ATTACK, HACKER ATTACK, VIRUS
INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOU ARE
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE LAW.
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVACY RIGHTS.
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBITED END-USES, INCLUDING THE
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DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEL-CYCLE, OR IN SUPPORT OF HUMAN
RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE LATTER
PREVAILS.
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description
f Indicates a hazardous situation which, if not avoided, will or could
Danger result in death or serious injury.

f Indicates a potentially hazardous situation which, if not avoided, could
Caution result in equipment damage, data loss, performance degradation, or
unexpected results.

L““ﬂN t Provides additional information to emphasize or supplement
~—Note important points of the main text.




HikCentral Professional Web Client User Manual

Contents

Chapter 1 AboUt Web Client .........oieeiiiiirieccirtncrrenecereeeeerencssessnasessenassessnnssssesnsssssenssesasnanans 1
1.1 AbOUL THiS DOCUMENT ..ottt e st e s e e e bbe e e eaneee s 1

1) { oo [V u o o EOO TP PP O PPPPUPPPOPI 1

(6 T o1 (=T gy 2 oY { [ [P 3
2.1 Recommended RUNNING ENVIFONMENT ...t e e e 3
B 1 o 10 [T o =4 1o U U 3
2.2.1 Login for First Time for admin USEr ...ttt 3

2.2.2 First Time Login for Normal USEr ......ccooe ittt e e e e e e 4

2.3 Login Via WED ClIENT ....ueeiiiiiiiieeeeee e e r e e e e e e e e e s e e e e nnaarraeaaeeeeeas 5

2.4 Change Password for RESEL USEN ....ueeiiieiiieiie ettt re e e e e e e e e e e e e e annareeees 6

DR oo -Jo ]l o= T V1Yo T o [ SRR 7
Chapter 3 Download Mobile Client ... rree e reee e s s e neseseenesasnens 10
Chapter 4 Web Control ........occeiiiieiiiiiiiiiieincereneesreneeeseeasesreneseesennssssenassesssnssssssnssssssnssssssnnnans 11
Chapter 5 HOme Page OVEIVIEW .......ccciiiieeeiiiiimeiiiieneiiitineeerensseerensssesensssessnssssssnssssssnnssssenssssnsen 12
5.1 Customize and Switch Home Page Mode ...........uuimiiiiiiiiiieecce e 16
5.2 Customize NaVIgatioN Bar .....cccoiiiiiiiiieeeecerrrcie e e e e e e e e e e e aaee s 18
Chapter 6 Getting Started ..ot eereee e s ena e s ssnssssesnssessensssseenssasnen 19
Chapter 7 License Management .......ccccciieeiiiieeeiiiienieiieneniinenssertensseesenssessensssssensssssenssssssnssssssnnns 20
7.1 Activate LiCeNSe - ONIINE ...coouiiiiiiieiee et 20

7.2 Activate License - OffliNe ......oeeiiiiiiiiiie e 22

7.3 Update LICENSE = ONIINE .ooeeeeieeeeeeeeeeeteee et e e e e e e e e e e e e s e e e e e e e e eeaaaaeens 25
7.4 Update LIcense - OffliNe ..t e e e e e e e e e e e e e nnnnes 26

7.5 Deactivate LICenSe - ONIINE ......coiiiiiiiiiiieiiie e 28

7.6 Deactivate License - OffliNe .....occ.eiiiiiiiiiiiee e 29

7.7 View LICeNSE Details .......cooiiiiiiiiiiiiiieie e 31

7.8 Set SSP EXPIration PromPt ..o et e s s e e e e e e e e e e e e eaeeeaannes 34




HikCentral Professional Web Client User Manual

Chapter 8 Resource ManagemENt .......cccceeeeeeeneerennerrennncerensseereessesernssessesnssessssssesssnssesssnssesssnnnnns 35
8.1 Create Password for INactive DEVICE(S) ..ccceevcrrrrrrireiiiieeeeeeeeeeeccctrrreeeeee e e e e e e e eee s rereeeeeees 35
8.2 Edit Online Device's Network INformation ...........ccocverieriieniieeeeee e 36
8.3 MaNage ENCOUING DEVICE ....uuuvrririeiiiiieeeeeeieiiecicirrteeeeeeeeeeeeeeeseesessssssereeeeseeseseeessesssnssssreeneees 37

8.3.1 Add Detected Online ENCOdING DEVICES .......uuvvrriririeiiieeeeeieeiiciiirireeeeeeeeeeeeeeeeseesnnnnns 37
8.3.2 Add Encoding Device by IP Address/DOMain ......cc.eeeeeveeeeiveeeeiieeeeeieeeeeiteeeeeveeeeenveeens 44
8.3.3 Add Encoding Devices by IP SEEMENT .........coovvviiiiiiieieeeeeeee e e e 48
8.3.4 Add Encoding Devices by Port SEEMENT .......ccoovieeciiiiirieeeeeeeee e e e 51
8.3.5 Add Encoding Device by Hik-Connect DDNS .........coocoiiiiirieeiieeeeeeeeeeeccrrnrreeeeeee e 55
8.3.6 Add Encoding Device DY DEVICE ID .....uueeeeiiiiiieeiieiieiciitieeeeeeeee e eeeeeeseescsnrrrereeeeeeeeeee e 58
8.3.7 Add Encoding Devices by Device ID SEEMENT ......ccccvvirveeeiiiieeeeeeieeicirrreeeeee e e 61
8.3.8 Add Encoding Devices in @ BatCh .......cooooiiiiiiieiiieie e 63
8.3.9 Limit Bandwidth for Video DoOWNIOading .........vveeeeeieeeieiiiiiiiiciireeeeeeeeeeeeeeeeeeeeennanns 66
8.3.10 Set N+1 HOt SPAre fOr NVR ...t e e e e e e s e e seenarrrreereeeeeeseeeeees 66
8.4 Manage AcCesS CONLIOI DEVICE ....cccccuuriiriieiieiieeeee e ee et e e e e e e e e e s esnabarrerereeeeeeeeeeens 67
8.4.1 Add Detected Online Access CONtrol DeVICES .........ccceeevreeriiieriieeeiieeeeeee e 67
8.4.2 Add an Access Control Device by IP Address/Domain .......cceceeeueeeeeiveeeeniveeeesneeeennennn 73
8.4.3 Add Access Control Devices by IP SEEMENT ......coooeeiiiiiiiiiiiirieeeeeeeee e 75
8.4.4 Add an Access Control Device by DeViCe ID ........ccoovvvveeviinrreereeeieeeeee e 77
8.4.5 Add Access Control Devices by Device ID SEZMENT ........cooeeeccinrrrereeeeeeeeeeeeeeeeeennnnnns 79
8.4.6 Add Access Control Devices in @ BatCh .......cocceeieiiiiiiiiieceee e 81
8.4.7 Configure DEVICE ParameEters .....cccccccuvririeieeiiee e e eeececsectrrrreeeeeeeeeeeeeeeeseenassraeseeeeeess 83
R B o Y= ToA Y =1 1 =43 98
8.5 Manage Elevator CONrol DEVICE ........cooeevciiiiiiiieeieeeeee e e e e e e e e e e e s naarrraereeeeee s 99
8.5.1 Add Detected Online Elevator Control DeVICeS .........cccevveerieeneeeneeerieesee e 100
8.5.2 Add an Elevator Control Device by [P ADAress ........ueeeeeeeieieeeeieiiiiiciinrrereeeeeeeeeeeee e 104
8.5.3 Add Elevator Control Devices by [P SEZMENT ......vvveeeeiiieeiiiiieiiciirreeeeeeeeee e eeeeeeeens 106
8.5.4 Add Elevator Control Devices in @ Batch ..........ccooeeiiiiiiiiiiiin e 108




HikCentral Professional Web Client User Manual

8.6 Manage Video INTEIrCOM DEVICE ..uuvveeeeeiieeeiieieeicetiiereeeeeeeee et eeeeeseesbrrraeeeeeeeeeeeeeseesennnnsenes 109
8.6.1 Add a Detected Online Video INtercom DeViCe .........ccceevierieeniiienieenieeneeseeeeee 109
8.6.2 Add a Video Intercom Device by [P ADAress ......cccvvveeeeeeiieeeeeieeieeiccirreeeeeeeeeeeeeeeenn 113
8.6.3 Add Video Intercom Devices in @ Batch ........cooceiiieiiiiieeeee 116

8.7 Manage Visitor TEIMINGIS ...ccccceciirieeieieee e et e e e e e e e e e sesabrar e ereeeeeeeeeeeeesennnes 117
8.7.1 Add Detected Online Visitor Terminals ........coccerveerieerieeieenee e 117
8.7.2 Add Visitor Terminal by IP AdAreESS ...ceeeeeieeieiiieiirieeeeeeeeeee e e e e e e 121
8.7.3 Add Visitor Terminals by [P SEZMENT ......uvvvieiiiiieeiiiiieeiecrrreeeeeeeeee e 122
8.7.4 Add Visitor Terminals in @ BatCh .......coceieiiiiiiiiieee e 124

8.8 MaANAZE IMODIIE DEVICES .uvvveeeieiieeeeeeieiieeiciitrteeee e e e eeeeeeseesesatbrrreeeeeeteeeeeseeesessnssassasseeeeeeas 125
8.8.1 Add Detected Online Mobile DEVICES .......ccccueereiiiieeiieeiece e 125
8.8.2 Add a Mobile Device by DEVICE ID .......cccurrvireeeieeieeeeee et e e e e e e e e seeseaaareeaees 131
8.8.3 Add Mobile Devices by Device ID SEZMENT .......cccccuirririeiiieeeeeeeeeeecrreee e 133
8.8.4 Add Mobile Devices in @ BatCh .........ccocueiiiiiiieieeeeeeeeeee e 135

8.9 Add @ QUETY TEIMINGI ..uvvvirieiiieieeeie et e e e e ee e rereeeeeeeeeeesessnsbarrrarreeeeeeeens 137

8.10 Add an ENtranCe/EXit STatION oeeeeeieeeeeeeeeeeeeee e ettt e e e e e e e e e e e e e e e e e neeeeeeeeeas 138

8.11 Manage GUIdanNCe TEIMINGIS .......cceieiiiiiiciiirirreeeeee e eeeee s e e e e e e eeeeeesessnnnsrsereneeees 140
8.11.1 Add Detected Online Guidance Terminals ........ccccceeevieriieiieeeneeeeeee e 140
8.11.2 Add a Guidance Terminal by IP/DOMaiN ......cccouveeiiuieeiiiieeeeieee et eetee e 145
8.11.3 Batch Add Guidance Terminals by [P SEEMENt ......uvvvrveeriiiieeiiiiiiiiecreeeeeee e, 148
8.11.4 Batch Add Guidance Terminals by Port SEZMeNnt .......ceeevveeeiieiiiiiiiiiiirreeeeeeeeeeeeeeenn, 150
8.11.5 Batch Add Guidance Terminals by TeEMPIate .....cccccvvvvveeeeiiiiiieiiieireeeeee e 152

8.12 Add GUIANCE SCIEEN ...ttt s s e e 153

8.13 Add Under Vehicle SUrveillance SYSEEM ........vueeeeiiieiieiieeiccicreeeee e e eeeeee e 155

8.14 Manage Security CONTIOI DEVICE ...uuvveeiieiiieeieiieiieiirteeeeeee e e e eeeeeseeearrrrrereeeeeeeeeeesessenanes 156
8.14.1 Add Detected Online Security CONtrol DEVICES ......uvveeeeeeiieeeeeiiiiieiiiirrreeeeeeeeeeeee e 157
8.14.2 Add Security Control Device by IP ADAress ........eeeeieeeeeeieiieceiiinireeeeeeeeeeeeeeeeeeeeeennnns 161
8.14.3 Add Security Control Device by Hik-Connect DDNS ........cccovvveeeeeeeeeeeeeeiieicnnnreeeee, 162

Vi



HikCentral Professional Web Client User Manual

8.14.4 Add Security Control Devices by IP Segment ........coooevevvivrrrreeeieeeeeeeee e, 164
8.14.5 Add Security Control Devices by Port SEgment ........cccovvvveveeeeeeieeeeeiieccccnrreeeeeeee. 166
8.14.6 Add Security Control Device by DeVICe ID .......ccceeeeiieiiciiiiiiiieeeeeeeeee e e 167
8.14.7 Add Security Control Device by Device ID SegmMeENt ........ccoeeveevvrrreveereeeeeeeeeeeeeeeenns 169
8.14.8 Add Security Control Devices in @ BatCh ......cccovvveveeiiiieiiiiiiiicciireeeeeeeee e 170
8.15 Manage DOCK STAtiON .....uuiiiiiiiiiiiiieec e e e e e e e e e s e ar e e e e e e eeeeeeeeesessennnnsrnees 172
8.15.1 Add Dock Station DY [P AAreSss ........uuvrvreeeeeiieeeeeeieeieiicrinreeeeeee e e e e e e e e eeseennannraeeeees 172
8.15.2 Add Dock Stations by IP SEEMENT ......ccoovieiiiirreeeeeeeeee e e 174
8.15.3 Add Dock Stations by Port SEEMENT .........cooveviiiiirieeeeeeee e 175
8.15.4 Add Dock Stations in @ BatCh .......c.cceoviiiiiiiiiieeeeeee e 177
8.15.5 Add DOCK StationN GrOUP ....uvvriiiiieiiiiieeeeeeeeeieiiirrrreeeeeeeeeeeeeeeeseeensbasraeeeeeeeeseeeeeesenns 178
8.16 Manage Digital Signage TermMiNalS ....cccccvvveieeiiieieeeee e e e e e e e e 181
8.16.1 Add TErmiNal ..cceeeeieee e e 181
8.16.2 Enable General Authentication COde .........cocveriiiriiiiiiienee e 190
8.16.3 Configure Device Display SEtHNGS ....ccoovveeiiiiiiiiireeeieee e e e e e e ee e 191
8.16.4 Configure Device Parameters REMOtElY ......coccccuvirireeeeiiieeeeeeee e 193
8.16.5 Upgrade Old DEVICE FIrMWATIE ......uuveeeeeiieeeieeeeeieiieiiriiereeeeeeeeeeeeeeeesseanssssssereeseseseens 196
8.17 MaNage SMAMT WAl ...eeeiiiiiiiiiiiieeiee et e e e e e e e e e e e e e e e s eensnssrseaeees 197
8.17.1 Add DECOUING DEVICE ..coeeeeeeeeeeeititrtereeeeee e e e eeeeece et e e e e e e e e e e e e s e e naasrreaeeneees 197
8.17.2 CoNfIGUIE CASCAUE ..cceeeieeiiiiirreeeeeeeee e e e st e e e e e e e e e e e e s e saaarbaaaeeeeeesaeeeeesnnas 205
8.17.3 Add SMart Wall ..o 206
8.17.4 Link Decoding Output With WINAOW ..........coovviiiiiiiiieiiieec e 208
8.17.5 Set Default Stream Type for Cameras on Smart Wall ........cccoovvvvveeeeeeieeiiiiiiiiicinnns 209
8.18 MANAZE IP SPEAKENS ...uvvtrireeieeiieee e e ettt e et e e e e e e e e e se ettt bbb eeeeeeeeeeeeeeeeseesanssssrsraeeeeeens 210
8.18.1 Add IP Speaker by IP AdArESS .....cccceeeiiieieciiireeeeeeeeee e ee e e e e e e e e e e e sesnnaanns 210
8.18.2 Add IP Speakers in @ BatCh ..........cooiiiiieiiiiieeeeeee et e 212
8.19 Manage Security INSPECTION DEVICES ....ccvvviiiieieeeeeeiee e e et e e e e eeanee e e e 214
8.19.1 Add a Detected Online Security INSPection DEVICE .......cccvveveeeeeeeeeeeeeiiiicnrrrrereeeenn. 214

vii



HikCentral Professional Web Client User Manual

8.19.2 Add Security Inspection Device by DeVICe ID ......ccccvvvveeeeeieeeeeeeeeieeicciirrreeeeee e 217
8.19.3 Add Security Inspection Device by IP/DOMaiN .......ccoveeeeveeeeeiiieeeeieee e 219
8.20 Network Transmission Device ManagemeENnTt .......cococvceirrrereereieeeeeeeeeeeccerirrrereeeeeeeeeee e 221
8.20.1 Add Detected Online Network Transmission DeVICES .........cceccvverureniienneenieenieene 221
8.20.2 Add Network Transmission Device by [P AdAress .......ccovvveeeeeeieeeeeeeeeieiiciinrreeeeneenn. 226
8.20.3 Import Network Transmission Devices in @ BatCh .........cevvviiiiiiiiiiiiiciinnieeeeeeeeeeeeen, 227
8.21 UPZrade DEVICE FIMMWAIE ....cevieeiiieieeieecccitirtreeeeeeeeeeeeeeeseesrr e reereeeeeeeeeeesesnnsasssssaeneees 229
8.21.1 Upgrade Device Firmware via Current Web Client .......cccccceveeeeiiiiiiicciiiereeeeeeeeeeen, 230
8.21.2 Upgrade Device Firmware via Hik-CONNECT ......cevvvvieiiiiiiiiiiieeeeeeeeee e 231
8.21.3 Upgrade Device FIrmware Via FTP .......ueeevieiieeiieiccicirireeeeeeeeeee e eeesnnnnreeeeee e 231
8.22 Restore/ReSet DEVICE PASSWOIT ... e e e e e e e e e e e e e e e e eeeaeeeeans 233
8.22.1 Reset DeVICe PaSSWOI .......ccoiuiiiiiiiiiieeieeeeeeiee e e 233
8.22.2 Restore Device's Default Password ..........ccoceeeoieerieiniieenieenecnreeeee e 234
8.23 MaNaZe RECOITING SEIVET ..uvvvveiiiieieeeeeeiieiiciiitrrrreereeeeeeeeeeeeeteseebbasraeeeereeeeeeeseesessssnssssseeees 235
e T X [ o 1) oY SO PRPPUPT 235
8.23.2 Add Hybrid Storage Area NETWOIK .......ccceiiiiiiiiciireeeeeeeee e e 237
8.23.3 Add Network Video RECOIEN .......cccueiiiiieiieeiieeiie e 238
8.23.4 Manage CloUd STOMaZE SEIVEN .......ccoeeviiieecitirieeeeeeeee e e e e eeeeeesesarrreeeeeeeeeeeeeeeseesnnnnns 240
8.23.5 Add PSTOr CIUSTEI SEIVICE ..uuuvrviiiereeiiieeeeeeeeeeccccctirrreee e e e e e e e e e e s eeseaasbrerreeeeeeaeeeeseenns 243
8.23.6 Set N+1 Hot Spare for Hybrid SAN ......cceuviiiii i 245
8.24 MaANAEE STrEAMINEG SEIVEN ... et ree e e e e e et e e e e e e e aaa e e e e eereannaeeeeeeennans 246
8.24.1 Input Certificate Information to Streaming SErver ......ccoveeeeeeeeeeeeeeeeecccirreeeeeeeen. 246
8.24.2 Add STrEAMING SEIVEL ...uueiiiiriieeiiieeeeeeeeeeeececiitrrrrrereeeeeeeeeeseessesasssrarereeeeseeeesssesssnsnnes 247
8.25 Add DEEPINMING SEIVEN .veveeeeieeeieiieeiecetrteeeee e e e e e e eeeee s aeeeeeeseeeeessesssssssssssaeeeeeeeeas 248
8.26 Add SECUNITY AUIT SEIVEL ...cceiieieettteeeeeee e e e e e e e e e e e bbb eerereeeeeeeeeens 249
8.27 MaANAZE REMOTE SItE ..uuiiieeiiie et e e e e e et e e e e e e eaan e e e e e s eeannaeaaaes 251
8.27.1 Add Remote Site by IP Address or Domain Name .......ceeeeeeeeeeeiieiiciiiiinrreeeeeeeeeeeeeen, 252
8.27.2 Add Remote Site Registered to Central SyStem .......ccccvvvrrvveeiieiieeieeiiecreeeeeee. 256

viii



HikCentral Professional Web Client User Manual

8.27.3 Add Remote Sites in @ BatCh .......ceooiiiiiiieeeeee e 258
8.27.4 Back Up Remote Site's Database to Central System ......ccccvveeveeveeiieiiieiiciicnnrrenee, 260
8.27.5 Edit REMOTE SITE ....eeeiiieiieeee e e 261
8.27.6 View Remote Site's Changes .....coooocuiiiiieiiieieie et e e 262
Chapter 9 Area ManQZEMENT .....cc.uceieeueereeneeteenneerensseereesseerrnssseseensssssnsssesssnssssssnssesssnssesssnssnnes 265
T Vo Lo I Y - PSPPSR PRRRP 265
9.1.1 Add Area fOr CUIMTENT SIte ..cccueeiiieeiieeiie e 265
9.1.2 Add Area fOor REMOTE SIte .....ceiriiiiiieeieeeeeeeeee e 267
9.1.3 Customize Additional INfOrmation .........ccceeeiiiienieee e 268
9.2 Add EIEMENT TO AN ....eeiiiiieiiieciieeeee ettt ettt et e snee e 269
9.2.1 Add Camera to Area for CUrrent Site .......cccceerieeriiierieeee e 269
9.2.2 Add Camera to Area for REMOtE Site .......ccocviiriiiiiieiiieeeeeeeeeeee e 270
9.2.3 Add Door to Area for CUreNt SIte ......covviiriierieeieeeee e 272
9.2.4 Add Elevator to Area for CUrrent Site ........ccoceerieerieeiiie e 273
9.2.5 Add Vehicle to Area for CUrrent Site .......cocvervieeriieiiie e 274
9.2.6 Add Radar to Area for CUrent Site .......coceeeiieriieeee e 276
9.2.7 Add Alarm INPUL TO ArCa .eceeeeeeeiieiietiitteeeeee e eeeee e e e e e e e e e e e e sesaaasreeeeeeeeens 277
9.2.8 Add Alarm OULPUL 1O ANBa ..cceeeeeieeiieirieeeeeee e eeeeee s e e e e eeeeeeeeeeesseannsbseseneees 278
9.2.9 Add UVSS t0 Area for CUrrent Site .......eoeceeeiiieriieeiee e 279
9.2.10 Add Digital Signage Screen to Area for Current Site ......cccccveeeeeeeeeeeeiieeiiciiiinrreeeeeen. 280
9.2.11 Add Speaker Unit to Area for CUrrent Site ........ccoevveviiiiiirreeeeeieee e 281

9.3 Edit EI@MENT IN AT ettt 283
9.3.1 Edit Camera fOr CUMr@Nt SIte ......cooviiriieiieeeee e 283
9.3.2 Edit DOOK fOr CUITENT SITE ...eeeiiieiiieeiieeeeesee et 284
9.3.3 Edit Elevator for CUrrent Site .......cccoeeereieiieeeeeee e 286
9.3.4 Edit Vehicle for CUITENT SIte ......cccueiriiiiiieeieeeeeee e 289
9.3.5 Edit Radar for CUITENT SITE .....eeviieiiieieee e 289
9.3.6 Edit Alarm INpUt fOr CUITENT SITE ....uvviiiieiieeieeiee e 290




HikCentral Professional Web Client User Manual

9.3.7 Edit Alarm Output fOr CUITENT St .uvvveeeeiieieei i e e 291
9.3.8 Edit Under Vehicle Surveillance System for Current Site .......cccceeveeeeeeiieiieiicinnnnennen. 291
9.3.9 Edit Digital Signage Screen for CUrrent Sit€ .......eviveeeeeiiiiieciiiiereeeeeeeee e 292
9.3.10 Edit Speaker Unit for CUIrent Site .....ccccvcvvreeieeiiiiieeee e 292
9.3.11 Edit Third-Party Integrated Resource for Current Site .......cccceveeeeeeeeeiieeieciccinnnnnneen. 293
9.3.12 Edit Element for REMOTE Site ........covieiiiiiiieeiieeie e 293
9.4 Remove EIement from Area .......c.coiieeiiiiiieeeeee e e 294
9.4.1 Remove Element from Area for CUrrent Site .........cceceerieeiiienieeneeneeeeeeeeeee 294
9.4.2 Remove Element from Area for Remote Site ........ccoeceeriiiriiiniineeeeeeee 295
Chapter 10 Person ManagemeNnt .......cccceceereeeneeeeenneereenneereensereenseessasssesesnssesssnssesssnssesssssssssnnnes 296
10.1 Add PEISON GIOUPS ..oeeeeeeeieiieiitiirreeeeeeteeeeeeeeeieeseistsssseseereeesseeseeesessassssrsssenseseseseesssennnssnnes 296
10.2 Set PErson ID RUIE ....coouiieiiie e e e s s 297
10.3 Add PEISON ...ttt st s e s e s e s e s n e s n e s ne e s neenanees 298
10.3.1 Add @ Person ManUallY ........cooooiieiiiiiiireeeeeeeece e e e e e e 299
10.3.2 Batch Add Persons by TEMPIAte ....cccccvuvvrriieeiieieiecee e 307
10.3.3 IMPOIt Profile PICLUIES ....cooeiiirieeeeeeeee et e e e e e e e e s e abar s eeeeeeeeaeeeeeas 310
10.3.4 IMpPOrt DOMAIN PEISONS ....uiieeeiiiie e e et e e et e e e e e e et e e e e e e e eane e s e e e eaannae s 311
10.3.5 Import Persons from Access Control Devices or Video Intercom Devices .............. 314
10.3.6 Import Persons from Enrollment Station .......ccceveeeeiiieeiiiiiiiiciireeeeeeeeee e 317
10.4 Person Self-ReGIStration .....ccccccuiiiiieiiieieeee et e e e e e e e e ee st aereeeeeeeeeeeeesessennnnes 319
10.4.1 Set Self-Registration Parameters .........cciveeieeieccciiiireeeeeeeeee e e e e e e 320
10.4.2 Scan QR Code for Self-Registration ........cceeeeeeieeeiiiiiiiiciiiirrreeeeeeeeeeeee e 322
10.4.3 Review Self-Registered Person INformation ........ccceeeeevvvrrrieeeeeeeee e, 323
10.5 Batch Issue Cards t0 PEIrSONS ......cccueeiiiiiiieiiieeieeeieee et 324
10.5.1 Set Card ISSUING PAraMELErS ........uvrveeeeeiieeeeeeieiieiiiirrieeeeeeeeeeeeeeeeiessesssnssseseeseeeeeessees 325
10.6 REPOIT €At LOSS ..uuuuveriririeriieeeeeeeeeieiieeiiittrteereeeeeeeeeeeeesessssrsssreseeeeseeeesssesisssnsrsrsseeeeeeeeeees 328
10.6.1 REPOIT CaArd LOSS ..uvvvrrrriieiiieieeeeeiieiieiiiiitrrrereeeeeeeeeeseeesesssssssseeseeeseeeeessemsssssnssrsssesesens 328
10.6.2 Issue a Temporary Card t0 @ PEISON ....ccccccuvivriiieeieieeeeeeeeeeeeccnrrreeeeeeeeeeeeeeesesneannes 329




HikCentral Professional Web Client User Manual

10.6.3 Batch Cancel Card LOSS ......ooeveeriieiieeeieesieeee ettt 330

10.7 Customize Additional INfOrmation ........c.ceeeiiiieiiee e 330
L0.8 PriNT Cards .ec.eveeiueeeiieeeeieeeeee ettt e e e e e nnee e s 334
Chapter 11 Role and User ManagemeENt .......cccceveeereereenneereeeneereenseseenseseenssesssnssesssnssesssnssesssnnns 335
12,1 A ROIE ettt et st e e st e et e st e st e e e e areeennree s 335
11.2 Add NOIMAL USET ..ottt 339
I O T oY o T ] D T Yo g = 11 g LU K= N 341
11.4 Change Password Of CUIMTENT USEN ..ueueviieiiiiiiiiicicirriieeeeeeeeeeeeeeeeeeeearraereeeeeeeeeeeeeseesennnnes 343
11.5 Configure Permission SChEAUIE .........uuiviiiiiiiieiiiiee et e e e e e e 345
Chapter 12 System SecUrity SETHINGS ..ccccceiieenierieenierteenrertenneeeeenseerensseesrensesssnssesssnssesssnssesssnnns 347
Chapter 13 Event and Alarm Configuration ........ccccceeeeeeerieeniereennieerenneeeeennseeeenseseenssesesnssesssnnnes 349
13.1 About EVeNt @and AlGrm ......ooiieiieiieeeeee et 349
13.1.1 Supported EVents and AlGrms ......coccccviiriieeieeieeeeeeeeeieecirrreeeee e e e e e e e e s sesnarnrraeeees 350

13.1.2 Define Alarm Priority, Alarm Category, and Alarm ICON .......cevveeeeeeeeiieiiccinrrrereeneen.. 352

13.1.3 Add Event and AlQrm .....cooeeeiieeeeeceeeeeeee e 355

13.1.4 Add Combined AlQIm ....couiiiiieeeeee e 364

13.2 CoNFiGUIE GENEIIC EVENT . ...ttt et e e e e e e s e e bra e eeeeeeeeeeeeeeesennnes 368
13.3 Configure User-Defined EVENT .......ceeeeiiiiiiiiiieicccctteeeeeeee e e e e e e e e e e e e e s eenaanes 371
13.4 Configure Receiving Schedule TEMPIAE .....uvvveeieeiiieieeiieicceeeeeee e 372
13.5 Add Alarm RECIPIENT GIOUP ..ccueeriiiriireeeieeeeeeeeeeeeieenrrrreeeeeeeeeeeeeeeesessnsssrrerseeseeeeeeseessenns 374
13.6 Event and Alarm SEArch .....o..o oo 374
13.6.1 Alarmm OVEIVIEW ...cecueiiiiieiiieeiieeeiee ettt ettt e e me e e s e e seeeneeeeneeennneeas 374

13.6.2 Search EVent and AlGrm LOES ......uuvvreeeeeeieeeeeeiiiieiiiiiirieeeeeeeeeeeeeeesessennnssssseeseseeseseens 375

13.7 Send Event and Alarm Report REGUIATIY ......eeeeeieei e 377
Chapter 14 Video ManagemeNnt ......cccceeeerieeeeereenneeteenneerensseereesseessssseesessssesssnssesssnssesssnssesssnnnnns 379
14.1 Flow Chart of Video ManagemeENt ......ueveeeeeiieeieeiieiieiicciiirreeeeeeeeeeeeeeeeseennnnnrneeeereseeeeeeens 379
14.2 Configure Storage and RECOIAING .....ccccvuvriiiriiiiiiee e e e e e e e e eeeees 382
14.2.1 Configure Recording for Cameras on CUrrent Site ......cccccvvvveeeeeeeeeeeeeeeeiiciiinnnnreeeees. 383

Xi



HikCentral Professional Web Client User Manual

14.2.2 Configure Recording for Cameras on Remote Site ......ccccvvvvveereeeeieeeeeieeiicirrrreeneens. 386
14.2.3 Configure Storage for Imported Pictures and Files .......cccovvvveeeeeeeeieeeeieniiiicnnnreeeeen, 388
14.2.4 Configure Storage for Uploaded PiCtUIeS .........cooeeeuiirrieeeieiieeeee e 388
14.2.5 Configure Recording Schedule TemMPIate ......ccccovvrreeeeiiiei e 389
14.3 Configure Visual Tracking ......coooeoieeiiiiiiieeeeeeeee et e re e e e e e e e e 391
14.4 Set Network Parameters .........ccuiiiiiiiiieiieee ettt 393
14.5 Configure Panorama TraCKing ...ccccccciiveieeiiiiei et eeeee e e rrrreeeeeeeeeeeeeeenns 394
14.6 Intelligent RECOGNITION ..oci ittt e e e e e e e e e e e ereeeeeeeeeeeeesesnnnanes 397
14.6.1 Manage Face CoOmMPAriSON GrOUP ...uuuciieeeeiiuiieieeeeeiiiieeeeeeeetnieseeeseesnneseeesessneeeeeessnnns 397
14.6.2 Manage Intelligent Recognition TasK ......eeeeiieeiieiiiiiciiiirereeeeeeeeeeeee e 404
14.6.3 APPIYING CONETET ..ttt e e e e e e e e e et ee st reraeeeeeeeeaeeseeesansnnnssnns 413
14.6.4 Add Task Schedule TEMPIAE ....vveveeeieiieeiieeeeccceeee e e e e e e 415
/S A ViTo [<Te AN o o] [ or- | n [o) o IRV TR USROS 415
T14.7. 1 MANQAEE VIBW ..ottt e et e e e e e et e e e e e e et e e e e e s et it s e e eesataaseeeeeasanneeeeeeennnnnns 416
14.7.2 LIVE VIBW ..ottt 417
B N M b Y o ¥- o] PP PRSP 429
14.7.4 Set Video Parameters ......cccvoiiieiieeiieeeeeseeeste et 435
14.7.5 MANQAEE FAVOIITES ...cevvee i e e et e e e e e e e e e e e e e e taa e e e e e seeaaaeeeeennens 437
Chapter 15 Mobile MONItOFING ..cccuuciieeiiiiieniiiieenierieeneetenneeteenseeeeesseeseenssessenssesssnssssssnssesssnnnnns 440
TR B o 1o 1T Y 1 =T o PO PPR PP 440
15.2 Mobile MONITOFING OVEIVIEW ...vvvviieeiiiieeeieeieiiceiiiitreeeeeeeeeeeeeeeeseessssssseseeseeeeeeseeessesssssnnes 441
T T = T 1] (ol =1 u ] o F={ U 442
15,4 DIIVING RUIE coeeiieee et e e e e e e e e e s e e bbb aeeeeeeeaeeeesssesannssssrreseneees 443
15.4.1 ConfigUre @ FENCE RUIE .....uuiiiiiiieiieieeeee ettt e e reee e e e e e e e e e e s e e snannes 443
15.4.2 Configure a Deviation RUIE ........ceeeiiieiieceeeeeeeec et e e e e e e e e s e saanes 444
15.4.3 Configure a Rule Schedule TEMPIAE ......uvvveeieeiieeiieiieiccrreeeeeeee e 446
RS B T AT o = \V/ [ o T o] o oV =SS 447
15.6 Mobile MONITOFNG RECOIM ....uvvviriiiiiiiieiieiieeieciirrreeeee e e ee e e e eeesseab b reeeeeeeeeeeeeeeseesnnsnnes 451

Xii



HikCentral Professional Web Client User Manual

15.6.1 Search for Vehicle ROULES ........ccc.ooiiiiiiiiiiieceeeeeeeeee e 451
15.6.2 Search for Driving EVENTS .....cooiiiiiieeeeeeeee et e e 453
15.7 Statistics aNd REPOILS ..ccoieiieeiiitieteeeeeee et e e e e e e e e e e ee s s aabbrrareeeeeeaeeeeessessennnnes 454
15.7.1 OVEIVIEW ooiiiiiiiiiiiiiiiticc ettt bbb s e e s s aaa s 454
15.7.2 Generate a GPS INformation REPOIT .......ceeeviiiiiciiireeeeeeeee e e e 456
15.7.3 Generate a Driving Distance REPOIT .....ccovvvvuieiiiieiicce e e e e e 459
15.7.4 Generate a Driving DUration REPOIt ....coevvieiiiiiieicee et e e 462
15.7.5 Generate an OVerspeed REPOIT .....uuviiieeeeiieiieeieeicccccrrrreee e ee e e eee e eee e 465
15.7.6 Generate a Driving EVENT REPOIT ....ceeeiiiei et 468
15.7.7 Generate a Passenger Counting REPOrt ....covvuiiiiiiiiiiie e 471
15.7.8 Generate a Device Onling Rate REPOIT ......ccoevvieiiiiriireeeeeeeeeee e ee e 474
Chapter 16 Access and Elevator Control Management .......cccceeeeeeeereencereenneceeennecreensecsenseeseennes 477
16.1 FIOW CRANT ..ttt e n e s n e s e s neeenees 477
16.2 MANAEE ACCESS LEVEI ..ottt e e e e e e e e e e et a e eeeeeeeeeeeeeeesnnnnns 479
16.2.1 Add ACCESS LEVEI ... 479
16.2.2 ASSIZN ACCESS LEVEI ..uvvvieeeiiiiiei ettt e e e e e e e e e e s s naanrreeeees 480
16.2.3 Apply Persons' Access LeVElS 10 DEVICE .......uuvvveeeeeiieeeeeieeiieiiciirirereeeeeeeeeeeeeeeeseennns 487
16.2.4 Clear Persons' ACCESS LEVEIS .......oocueeriiiiiieiiieeee e 489
16.2.5 Set Access Schedule TEMPIAte ....ooccviiiiieeiiiiee e 489
16.2.6 Enable Authentication via Password ...........ccoceeeiieriieniienieeeeeeee e 490
16.3 ACCESS CONTIOI TESE .neiiiiiiiiiiecte ettt e e e nne e 491
16.4 AAVanNCed FUNCHIONS ...c..eiiiiiiiiie ettt sne e s s e 494
16.4.1 Configure Free Access and Access Forbidden Rules ..........ccccvvvvvvreeeieeeeeiieeiiiicnnns 494
16.4.2 Configure First Person IN RUIE .....ccccuuiiiiiieiiiiiecc et 496
16.4.3 Add Emergency OPeration GIOUP .......veeeeeeeeeeeeeeeeeeiieiiiiinrrereereeeeeeeeeeeeesssssssssssssseess 498
16.4.4 Configure Anti-Passback RUIES .........uuvivvveeiiiiiiiiiieecccceeee e 499
16.4.5 Configure Multi-Door INTErlOCKING .....vvvveeeiieiieieeeieeccccreeeee e e 501
16.4.6 Manage Multi-Factor Authentication .......ccccuvveeieeiiiiiiiieeececeeeeee e 502

Xiii



HikCentral Professional Web Client User Manual

16.4.7 Configure Authentication MOAE ........uvveeeeeiiiiieiiiiiiiccreeeeee e 504
16.4.8 Add Entry and Exit COUNTING GrOUP ....uuvrrveereeiieeieeiieeieiiiinrreeeeeeeeeeeeeeeesesnennrreeeees 507
16.5 Door and Elevator CONTIOl ........c.eeiiiiiiieeiieeiecee e 507
16.5.1 View Real-Time ACCESS EVENT ......ooiiiiiiiiriieeeeeeeeeeeee e 508
16.5.2 DOOF CONTIOl ..ttt 509
16.5.3 EleVator CONTIOl .....ooeieieiieeiie ettt 510
16.6 Subscribe for Device and ACCESS EVENTS ........oovviiiiiiriiiieeee e 511
16.7 Set User to Receive Access CONtrol Calls .........ccoevvieieiiniieniieeeeeeeeee e 512
16.8 Synchronize Access Records to System Regularly .....cccccovvvvvreeeeieieeiiiiiieiirrreeeeeeeeeeeenn 513
16.9 SEArch ACCESS RECOTTS ....coiuiiiiiieiiie ettt ettt st n e s s e e ens 513
16.10 Search Data Recorded 0N DEVICE .......coceirieiiiiiiriieeiie e e 515
Chapter 17 EMergency MUSEEIING ...cccceereeeierteeneerenneeteenseerensseeseassessenssessssssessssssssssssssssssnssssees 517
17.1 EMergency SOIUTION SETHNES ....uuvriiiiiieiiieieeeee ittt et e e e e e e s eessear e reereeeeeeeeeessessnnnnes 518
17.2 SEart @ ROIIN Call e 522
Chapter 18 Vehicle and Parking Management ........ccccceereeneerreencereenneeeenssceseessessensseessnssessennnenns 524
18.1 Flow Chart of Vehicle and Parking Management ........cccccvvveeeeeeieeeeeeieeiiecinrreeeeeeeeeeeee e 524
18.2 Parking LOt OVEIVIEW ....uvvvvveeiiieieeiieeieeieccitirrreeeeeeeeeeeeeeesesssnaasrraeeereeeeeeeeeeesessenssssssssseseeens 525
18.3 MaNage Parking LOt c..cceiiiiiiieiiireeeeeeeee e ee e e e e e e e e e e e s eaa b bs b e ereeeeaeeeeeeeesennnnns 526
18.3.1 Add PArking LOt .uuvveeeeeeiieiieeieeieiieiciiiiiieeeeeeeee e et e e eeseesanrbrrreereeeeeeeeeeeeesennnssssssaeeeneeess 528
18.3.2 Add Entrance and EXIt .....cceevuiiiiiiiiiecieeseeere e 531
18.3.3 A0 LANE et 532
18.3.4 Set Contents Displayed on GUIAANCE SCrEEN ......ueeeeeeeeeeeeeieiiiiiiirrreeeeeeeeeeeeeeeesenanns 536
18.3.5 Set Parking Fee Mode for Parking LOtS ......cccccvvveereeeieeeeeeiiiiiciirrrreeeeeeeeeeeeeeeesennnns 539
18.4 Manage Entry & Exit Rules for Parking LOtS .......ccooevveeiiiiniiieieeeieee e 540
18.4.1 Set Entry & Exit and Deduction MOdEe .........ococcimiiieieeiiieieeeeeeeeecrrreeeeee e e 540
18.4.2 Set Entry & Exit Rule for Registered Vehicles .........cccooevvvvmmvrereeeiieeiiieieenrveeeee, 542
18.4.3 Set Entry & Exit Rule for Temporary VEhicles .........ccoocevmrvvvreeiieieeeeeeieeceeirrveeeeeee, 544
18.4.4 Set Entry & Exit Rule for Visitor VENICIES .......uvvveeeeiiieiieiiiiieciccirreeeeeeceee e 546

Xiv



HikCentral Professional Web Client User Manual

18.4.5 Add Entry & Exit Rule for Vehicles in LiSt .........ccooevvviieciiiinireeeeeeeeee e, 548
18.4.6 Add Entry & Exit Rule for HOlIdays .......uvveeveeiieiiiiiieiiciiiireeeeeeeeeee e 550
18.5 Manage Parking Fee Rules for Parking LOtS ........ccooevveciiiiirieeiieeeeecee e 554
18.5.1 Add Parking Fee Rule for Temporary VEhicles ........cccccvvvrreereeeieeieeieeeeecccnrrveeeeeenn. 554
18.5.2 Add Parking Fee Rule for VEhiIcles in LiSt .........ccoovvieeiiiiiiireeeeeeeeee e 556
18.5.3 Add Parking Pass RUIE .........uuuriiiiiiiiiiiieeeeeiecicccirtrreeeee e e e e e e eesee s raerereeeeeeeeeeesenns 558
18.5.4 Add DiSCOUNT RUIE ...t 560
18.5.5 Add Parking Fee Rule for Abnormal Entry & EXit ......cccovvvvvrieeeeeieeeeeiieeiccninrrveeeee, 561
18.5.6 Additional CoNFIZUIAtION .....cieeiieiieeiitteeeeeeee e e e e e e e e s e 561
18.6 MANAEE VENICIE coveveeeieeeeieiee ettt ee et e e e e e e e e e e s e e s s saasbbraeereeeeaeeeeessessnnnnes 562
18.6.1 Add RegiStered VENICIES ...ceuveeiieiieeiecceeeeeee e e e 562
18.6.2 Add VENICIE LISt ....eeeiiieeieeeeee e 569
18.6.3 Add Vehicle t0 BIOCKIISt ......coouviiiiieieeeeeeeeeee e 571
18.6.4 1sSUE TEMPOTAry Cards ......ccoeeeeiuriririeeeeeeeeeeeeeeeieieeirrrrereeeeeeeeeeeessesssensssrsrereeeeeeeees 573
18.6.5 Customize Vehicle INformation ..........coceeeiieiie e 575
18.7 TOP UP fOr VENICIES ...ttt e e e e e e e s e et areeeeeeeeeeeeeessennnsrnnes 578
18.8 PAY iN TOI CONTEN eveeeeeeeeei ettt et e e e e e e e e e e e e s e s bbasbaeaeeeeeeeeeeeeesesnnnnsenes 580
18.9 Parking Guidance CONFIZUIAtioN ..........ceeiiiiieiiciiiierieeeeee e e e e e e e e e e e e e e e eennannes 582
18.9.1 Add a FIoOr t0 the Parking LOt ....ceeieiiiiiiiiiiiiiereeeeeeeee e eececrrrreeeee e e e e e e e e e e e 582
18.9.2 Relate Devices to the FIOOT .........cooiiiriieiiieee e 584
18.9.3 Configure a Map fOr the FIOOT .....cccuuviiiiiiieeieecce e 587
18.9.4 Mark Guidance Screens 0N the Map .......ceeevvieiicciiiiiieeeeeeeeeeeee e e e 589
18.9.5 Set Types for Parking Spaces on the Map ........ccoovvveiiciiiireeeeeieeeeeeeeeeeeeccnreeeeeee 592
18.10 Parking SPpace MONITOIING ...ccoeeeuiiiiriieeieieee e e eececccrrrrrre e e e e e e e e e e eeseaaaarreaeeeeeeeeeeeeeesens 595
18.11 Vehicle and ReCOrd SEarch ..........oooiiiiiiiieeee e e 596
18.11.1 Add Fuzzy Matching Rules for License Plate Search ........cccovvveeeeeeeeeeieeiiiicciinnnnnee, 596
18.11.2 Search for Visitor VEhICles ........coceeriiiiiieeeeeee e 597
18.11.3 Search for Vehicle Passing RECOIAS .........oooveevuirrrierieiiieeeee e ececcnrrreeeee e e e e e e e e 598

Xv



HikCentral Professional Web Client User Manual

18.11.4 Search for Parking RECOIAS .......cceeviieiicciiiireieeeeee e eeecccrrrer e e e e e e e e e e e e sennannnes 600
18.11.5 Search for Parked VEhICIES ...........cooiiiiiiiieeeee e 602
18.11.6 Search for Payment RECOIAS ......ccccuvvvrreeeiiiiiee e e e e e e e reeeees 604
18.11.7 Search for Vehicle Top-Up and Refund Records ........ccccvvvereeeeeeieeeeiiieiiccnrnnreeeeen, 605
18.11.8 Search for Transaction Records of Vehicle Owner Account .......c.cccceceerveeriieennee. 606
18.11.9 Search for the Work Records of Operators ........ccceeeeevurvrvreereeeeeeeeeeeeeeeccennreeeeen, 607
18.11.10 Search for COUPON RECOIAS .......ccoeiveiiiiiirieeeeeeee e et ree e e e e e e e e e eeseeannnnes 608
18.12 Set User to Receive Entry & EXit Calls ....cccovvvereeeiieieeeiiiiiiiiirreeeeeeeeee e eeeeenvnrn e 609
18.13 Export Operation Reports of Parking LOtS ........ccovvvviiiiciiiiiieeeeieececc e 609
18.14 Export Transaction Reports of Parking LOtS .......cccccvvvrrieeiieiieeeeeeeecceiirreeeeeeee e ee e e e 610
18.15 Send Overtime Parking Report REGUIATIY ......uvvveeeeiiieeiiiiieiiecieeeeeeeeee e 611
18.16 Self-Service Vehicle FINAING CHENT ...uvvveveeiiiiiieeieeeeecetteeeeeeee e e 612
Chapter 19 Visitor ManagemENt ......ce.ceeeeereereeeniereenneereeencereesseereensesessssesssssessessssesssnssssssnssesesns 614
19.1 Flow Chart of Visitor ManagemeENnt .........uveeeeeiieiieeiieiiiiiiireeeeeeee e eeeeeeseenrrnreeeeeeeeeeeeens 615
19.2 Configurations Before Visitor Management .........eeeeeeeeeeieiieeiiciiniieeeeeeeeeeeeeeeeeeennnseeeeee 617
19.2.1 Add @ VISItOr GrOUP .eeeeeeieeiciiitinriieeeeeeee e et e eeeeeecatrrreeeeeeeeeeeeeeeessesansssssaesereeeeaeasenns 617
19.2.2 Set Self-Service Check-OUt POINT .......coooiiiiiiiiiieie e 618
19.2.3 Add Access Level fOr ViISItOrS ......cueeiiieiiieiieeriecee e 619
19.2.4 Manually Apply Visitors' Access Level Settings to Visitor Terminals .........ccveeeeeee... 619
19.2.5 Set Self-Service Reservation Parameters .........ccccceeeieeieeniieenie e 620
19.2.6 Add Visitor EMail TEMPIATE .....uuuiiieiiiiiieiiee e e e 622
19.2.7 Add @ Visitor Pass TEMPIAtE ...uueeeeeeiiiiiieiieiiciiirieeeee e eeeceerrrerr e e e e e e e e e e e e eanns 624
19.2.8 Set BasiC Parameters .........ccccvviiiiiiiiiiiiiiiciiincc e 625
19.3 WatCh LiSt MAN@ZEMENT ...uvvvirieiiieiieeeee ettt ee e e e e e e e e s seairrreeeeeeeeeeeeeeeesesnssssrseseens 629
19.3.1 Configure Category and Match Method .........cccccciiiriieeiiieciieececreeeeee e, 630
19.3.2 Add an Entity to the WatCh List .......cccviviieiiieeiceecce e 631
19.3.3 Import Existing Visitors to the Watch List ........eeeeeieeiiiiiiiiiciiiiirieeeeeeeeeeee e 632
19.4 Visitor ReServation ........ccccceviiiiiiiiiiiiiiiiiinc e 634

XVi



HikCentral Professional Web Client User Manual

19.4.1 ReSErve @ ViSITOr ......ciiiiiiiiiiiiiiiiiiiciiiiicc e 634
19.4.2 Batch Import the Visitor Reservation Information ........ccccccceeeeieviiiviciinineveeeeeeeeeeen, 637
19.4.3 Review Visitor ReServations ........cccccveviiiiiiiiiiiiiiiiicciiiccc e 638
19.5 VISITOr ChECK-IN ...ttt 641
19.5.1 Check In a Visitor Without ReServation .........c.ccccevverieenieeiiee e 641
19.5.2 Check in @ ReSErved ViSitOr .........coveiiiiiiiieeieeeiee e 646
19.5.3 View Visitor INfOrmation .........cccoouieeiiinieneecece e 648
19.6 Manage Entry & Exit Rule for Visitors' VEhicles ...........coovvvivviiviiivveeeeeieeeeeecerreeeeee, 649
19.7 ViSITOr ChECK-OUL ...c.eveiiiieiieeeieeste ettt ne e e 650
19.8 Check Visitor ACCESS RECOIMS .......coiveiiiiiiiiieiie ettt 651
Chapter 20 Time & AttENUANCE ....ccuucieeeniiieeeiieieenierteeeeettenreeteenseeressseeseenseesssnssesssnssesssnssesssnnnes 653
20.1 FIOW CRATt .ottt et s e st e e e san e s an e s nne e 654
20.2 Configure Attendance ParameEters .......ccccccvurireeeeeiieeeeeeeeeeecccrrrrrreeeeeeeeeeeeeeesssansarsaeeeeees 655
20.2.1 Add Attendance Check POINT ........coocuieiiiiriieriieereeeeeere e 655
20.2.2 Define WEEKENAS ......eeiiiiiiieieeee e 657
20.2.3 DefiN@ ADSENCE ...eoiuiiieieeeee et 657
20.2.4 Configure Authentication MOAE .........uvviiiieiiiiieeiieieeccccrere e 659
20.2.5 Set Auto-Calculation Time of Attendance Results ........c.cccooveeriieniieniciniceeeee, 659
20.2.6 Configure Attendance ReSUIt ACCUTACY ..uuveiiiiiiiiiiiiieiiiiireeeeeeeee e e eee e reeeeeeeees 660
20.2.7 Configure OVertime ParameEters ......ueeeeeeeeeeeiieiieiieirrreeeeeeee e e e e e e eeesennrrraeeeeeeeeeeeens 660
20.2.8 MANAEE LEAVE TY PO orituiiiieeeiiiee et ettt e e e e ettt ee e e e e e ettt ee e e e e s etanaeeseserannaeseeennannnnaaaens 663
20.2.9 Customize Attendance Status 0N DeVICe ........covveeriieriienieeeeeee e 664
20.3 Add TIMELabIe ....coeeieeeeeee e 666
20.3.1 Add Break Timetables .........cooiiiiiiiiieeeece e 666
20.3.2 Add Timetable for Normal Shift .........cocoieiiiiiiiiee e 668
20.3.3 Add Timetable for Man-Hour Shift .........cccooviiiiiiiiiieeeeee e 670
20.4 Add SRt . 672
20.5 Manage Shift SCHEAUIE .......ueuiiiiiieieeiiee e e e e e e e e e e e e e e nsannes 674

XVii



HikCentral Professional Web Client User Manual

20.5.1 Shift Schedule OVEIVIEW ........cocuiiiiiiiieeeeceeee e e 674
20.5.2 Assign Shift Schedule t0 PErson GroUpP .....ccccccvvririeeeieieeeeeeeeeieccinrrreeeeeeeeeeeeeeeeeenanns 675
20.5.3 Assign Shift SChedUIE 10 PEISON ..ceveviiiiiii ittt e e e e e e e e 675
20.5.4 Add Temporary SChEAUIE ... e 676
20.6 Manage AttenNdance RECONT ......ociiieiiiiieiiiieeeeeeeee e e e e e e e e e s aeeeeeees 677
20.6.1 SEarch RAW RECOTUS ....couveiiiieiieeeeeeee e 677
20.6.2 Import Raw Attendance RECOIAS .......uvvrveeeiieieeiieieeeiecirrreee e e e e eeeee e 679
20.6.3 Search Attendance RESUIL .........ooiiiiiiiiieeeeee e 680
20.6.4 Correct Check-In/Out for @ SiNgIe PErson .........cocvveeeeeiieeeiieeceieee e 682
20.6.5 Correct Check-In/Out for MUItiple PEIrSONS .......ccoeveieieieeeeieeee e ecieeeeetee e 682
20.6.6 Apply for Leave for a Single PErsON ........coovevieeeiiiirieeeeeeeeeee e e e e 683
20.6.7 Apply for Leave for MUILiple PEIrSONS .....eevveiieiiiiieciciiieeeeeeeeeee e eeee s 683
20.6.8 Manually Calculate Attendance RESUILS ........oooveerrriireeeieiieeeeeeee e 684
20.6.9 View Attendance Handling RECOIAS .......uuvveereeiiiiieeeiiiieiiciriereeeeeeeeeeeeeeeesnnrreneees 685
20.6.10 Export Attendance RECOIS .......cceeiieiiieiiiireeeeeeeeeeeeeeeeeceecrr e eeeeeeeeeeeeesesnnnnnnes 685
20.7 Manage Attendance REPOILS ...cccceiieieeicitirteeeeeee et e e e e e e e e e e s sbbarraeeeeeeee s 685
20.7.1 Set Display Rules for Attendance REPOIt .........coovvveeiiciirireereeeeee e 686
20.7.2 Send Attendance Report REBUIAKIY .......ooeeeeeieccieeeee e 686
20.7.3 EXport Attendance REPOIT ....ccovveiiiiiieeeeeeeeeee et e e e e e e e e e e eeeee s 688

L R A W 1) o] o 1 (=] o o o (SN 689
Chapter 21 Intelligent Analysis REPOIt ....cccuciieeeierreenierteenierrenneereenseerensseeseenseesensseesssnsessennsneses 692
21.1 Customize Report DAashbOard .......ccccuveeeeeiiiieeeiiiiecicccirreeeee e e e e carrrrrereeeeeeeeeeeeean 692
21.2 People COUNTING REPOIT wuvveeeeiieeieeiieeiecicitrrteeee e e et e e eeeeeeear e e eeeeeeeeeeeeesessesansrrsraneeseeeeas 693
21.2.1 Add People COUNEING GIOUP ...uvvrreeieiiieeeeeeeeiiiiiiirirereeeeeeeeeeeeeeeessnssssseeeseeseeeeeesennns 694
21.2.2 Generate People CoUNtiNg REPOIT c..evveeiieieiiiiiiiccirreeeeeeeee e e ee e e e e 695
21.2.3 Send People Counting Report REGUIATIY ....eeeeeeeeiiiiieiireeeeeeeee e, 698
21.3 People Density ANalysis REPOIT .....cccoviieiieiiirieeeeeeee e e e e e e e e e e e e s eenaarrreeeees 700
21.3.1 Generate People Density Analysis REPOIT .......coovvvieciiiiiiiieeeeeeeee e 701

Xviii



HikCentral Professional Web Client User Manual

21.3.2 Send People Density Analysis Report Regularly .........ccooovvveiieiiinriveeeeeiieeeeeeenns 705
21.4 QUEUE ANAIYSIS REPOIT .cceieiieitiirereeeeee et e et e e et e e e e e s s bbb s aaereeeeeeeeeessensnnnnnes 707
21.4.1 Generate QUeue ANalYSisS REPOIT ....ccoveeiceiiiiiiiieeeeeee e e e e e e e e e e eesaanes 707
21.4.2 Send Queue Analysis Report REZUIAITY .......cooevveiiiiieeeee e 710
21.5 Heat ANAlYSiS REPOIT ....uuuuiiiiiiiiiiiiee et ee ettt ee e e e e e e e e eesseaatbrrreeeeeeeeeeeeeeessssnnsssssseneees 713
21.5.1 Add Heat ANalySisS GIrOUD ...ccoveeverrririreeeeieeeeeeeeeieiicenrrrrreereeeeeeeeessessssnssssssserseeseeeeens 713
21.5.2 Generate Heat ANalysis REPOIT ......uuiririieiiiiieeieeeieccccirreeeeee e e e e e e e earrrrr e 714
21.5.3 Send Heat Analysis Report REGUIATIY ........uuviiiveeiiiiieiiiiiieiiccinrieeeeee e 718
21.6 Pathway ANalySisS REPOIT ..uuvveeeeeiiiieieeieeieccrtrrreee e eeeeeeeese b rrrereeeeeeeeeeeeessesnssssssnneees 721
21.6.1 Add Pathway ANalYSiS GIrOUP .....uuvririeeeeiieeeeeeieiieiicinrirreeeeeeeeeeeeeeseeseaanrsrreeeeeeeeeeeens 722
21.6.2 Generate Pathway Analysis REPOIT ...uvveveeiiieiieiiiiiiiicirereeee e 723
21.6.3 Send Pathway Report REGUIATIY ....uuveeeeeiieiiiiiieceeeeeeeee e 726
21.7 Person Feature ANalysis REPOIT .......uuiiiiiiiiiiiieeeeeieecccicrrreeeeee e e e e e e eeseenrrrrrereeeeeeeeeeeeeas 728
21.7.1 Add Person Feature ANalySis GrOUP .......ccooeeveevurrrrreereeeieeeeeeeeeiesicnnsrreeeeeeeesaeeeeesenns 728
21.7.2 Generate Person Feature Analysis REPOIT ......ccccvvveereeiieiieeeieeicciirirreeereee e e e e e 729
21.7.3 Send Person Feature Analysis Report Regularly .......cccccevvveveeeeeeieiiieiiiiiccinrreeeeee, 730
21.8 Temperature ANalySisS REPOIT ..uuvveeiieiieeiieiieiceciirrreeeee e e e e eeee e raeeeereeeeeeeeeesesseeannrnnes 732
21.8.1 Generate Temperature Analysis REPOIT ....eeevveeiieiiiiiiiiiccirreeeeeeeeee e 733
21.8.2 Send Temperature Analysis Report REgUIArIY ......eeeeeiiieiiiiiiiicieeeeeeeeee e, 735
21.9 Vehicle ANAlYSiS REPOIT wuvvveeieiieeiiiiiieieeiccittereeeeee e e ee et e e eessear e rereeeeeeeeeeseessennnsrrssasseeeeeeas 737
21.9.1 Generate Vehicle ANalysisS REPOIT ..uveeveeiiiieieiiiiiciiiieeeeeeeee e eeercrrrrrrereeeeeee e 737
21.9.2 Send Vehicle Analysis Report REGUIATIY .....eeeeeeeeiiiiieiiireeeeeeeeee e, 740
21.10 Skin-Surface Temperature SCreening REPOIT .....ccceevciviririeeiieeieeeeee e e e 741
21.10.1 Generate Skin-Surface Temperature Analysis Report .....cccceeeeeeeeeeeeiieiiciiinnnrnenneen. 742
21.10.2 Send Skin-Surface Temperature Screening Report Regularly .......cccccevvvvveeeeenneennnn. 744
Chapter 22 Digital Signage Management .........cccceeeeerieereenerrenneereenseerensseeseessessessssesesnssssssnssnes 747
22,1 FIOW CR@TT oottt ettt et e s e st e s nn e e s nne e 747
22.2 Material ManagemMENT .....cocoeceiiiiiriieeee e eeeeeetecrerr e reeeeeeeeeeeeeseessssastssssareeeeeeseeseeessnsanns 748

Xix



HikCentral Professional Web Client User Manual

22.2.1 Upload LOCal Material ........ccoeiieiieeiiiiieeeeeeeee et e e e e e e e e se s aereeeeee s 748
22.2.2 Create DYNamic Material .......ccooveeieeiiiiieieeeieee et e e e e e e eee e raaeeeeee s 750
22.3 Program ManNagemMENT ....ceiuuiiiei e et e e e e e ete e e e e e et ee e e e e sttt e e e eeeetanaeeeeeeasnaneaeeanes 751
22.3.1 Create Digital SigNage Program ........eeeeeeeeiieieeeiieiicciiirreeeeeeeeeeeeeeeesesernrrreeeeeeeeeeees 752
22.3.2 Create Video Wall PrOZIram .......eiieei ettt e e e e eeeeeeivnrrreeeseeeeeeeeeeeseennnnnes 758
22.3.3 Create AtteNdanCe PrOSram .....ccooviieceiiiiiiieeeeeeeee e e e eeeccarrreeee e e e e e e e e e e e s eesnnnnrsanees 764
22.3.4 Create People COUNTING PrOZIram .....ueeiiieiieiieciciiiereeeeeeeeeeeeeeeeseeensrrereeeeeeeeeeeeesenns 768
22.4 Schedule ManagemMENT ......cocccciiiiieeeeeeiee e eecceccr et e e e eeeeeesessssaessesaereeeeeeeeeseeessnsnes 772
22.4.1 Create @ SCheAUIE .......oomiieeee e e e e 772
22.4.2 Create @ LOOP SCNEAUIE ...vvvveeeeeeeee ettt et e e e e e e e e e s eanaanees 774
22.4.3 Create a Default SChedule .........cocveiiiiiie e 777
B B Y o o )V PN 778
22.6 RelEasSe MaANAZEMENT ....ceiviiieeiieieecitrtreeeeeeeeeeeeeeeeesee bbb e b eereeeeeeeeeeesesessnssssbasrrereeeeaeeeens 779
22.6.1 View Release RECOIMS .......ccceeivuiiiiiiiiiieeiie ettt 779
22.6.2 Release a Program SChedUle .......cciuiiiieiieiiieecccee e 780
22.6.3 CUL IN TEXE IMIESSAEE . ceeviiiieieeeeeteee et ee et e e e e ettt ee e e e e e et e e e e e e e et e e e e e eeannaeeeeeeeannannns 781

B S U | T o TN o oY= =Y o o TS 782
22.7 Digital SIZNAZE OVEIVIEW ..vvveveeeiieiieeeeeieeiiciirireeeeeeeeeeeeeeesessesnrsrareeeeeeeeesesesessssssssssssseneees 782
22.8 DEVICE CONTION ...ttt e e nre e s nr e e snreesnneennnees 784
22.8.1 Control TermiNal ..cc.eeeeeeeieeee e e 784
22.8.2 Control Video Wall ......c..oeiiiiiieeeee e e s 786
22.9 Set Material STOrage LOCAtION ......ccieiieeiiciiireeeeee e et ree e e e e e e e e e e e e s s anaaraeeeeees 788
22.10 Configure VIdEO Wall .......coooiiiieeeeeeeee e e e e e e e e e e e e e e e e 788
Chapter 23 Broadcast ManagemeNnt .......ccceueeieeeneereeneereenneerensseeeeenseeeensseesesnssssssssesssnssesssnssnes 791
23.1 Set Basic Settings fOr BrOadCast .....uuuueeeeeeieiieeiieiieiiciiieereeeeeeeeeeeeeeeesenrrrrreereeeeeeseeeeeesenns 791
23.2 GroUpP SPEAKEN UNIES ..iiiiiiiiiiicciitireeeeee e e e e seec e et e e e eeeeeesesseasnsssesaereseeeeeeeseensssnanns 792
23.3 MaNABE MEIA FIlES ...uuuuiiriiieiiiiieeee ettt e e e e ee e e ereeeeeeeeeeseessssssrsreeeeeeess 792
23.4 CoNfigure LiVe BroadCast ...uueeeeiieeieeiieiieiiiinrieeeeeeeee e e e e eeseesciarrreereeeeeeeeeeeeesesnsanssasaeeeeeens 793

XX



HikCentral Professional Web Client User Manual

23.5 Search for Live Broadcast RECOIS .......c.ceiriieiiiiiriieiiie e 794
23.6 Add a Scheduled Broadcast Task .........cceeueeriieriienieceeeeeree e 794
Chapter 24 Security Inspection ManagemeENt .......cccccieeereerreeneereeencereeaseereenseseenssessenssesssnssesssnnns 797
24.1 Configure SECUNItY INSPECHION ....uueeiiiiiirieeiieee e e e e e e e e ereeeeeeeeeeeeeas 797
24.2 Add Security Inspection Channels tO Ar€a .......eiceeeeeiieiieeiiiririeeeeeeeeee e e e ee e 797
24.3 View Videos of SeCUrity INSPECTION ...c.cciiiiiieiiccitieeeeeeeeeee e e e e e e e e e e e e e seenannees 798
24.4 Historical Data SEArCh ...c...eoiiiiiiieeieeeeeeeeee e e 801
24.4.1 Search for Package Detection RECOTdS ........cooevvcuurrririeeiiiiieeeee e 801

24.4.2 Search for Metal Detection RECOTAS .......ccueivuiierieiriieieeeee e 802

24.4.3 Search for AbSENCE RECOTAS .....cocuveeriiiriieeiieeeeee e 803

24.5 Generate Package Detection REPOIT ......ccccviiiiiiiiiiieeeee et e e e e e e eeeeees 804
24.6 Generate People INSPeCction REPOIT .....coovveeiciiiiirieeeeee et e e e e e e e e e s e e senarnees 804
Chapter 25 Alarm DeteChion ......cccceereeeneereeenceeteeniereenseeeenseseeesseesesssesssssssssssssesssnsssssssssesssnssnns 806
25.1 Flow Chart of Alarm Detection .........ooceiviiiiiieriieceeese et 806
25.2 Add Security Control Partitions (Area) from DEVICE ......cccuvvereeeeieieeeeeeeieciciirrrreeeeeee e 807
25.3 Configure Arming Schedule TEMPIAte .......cooovieiiceiiiieeeee e 809
Chapter 26 Video Intercom ManagemeNnt ........ccceeeeeeeeenerreennerreenneerensseerensseesenssessesssesssnssssssnne 810
26.1 Flow Chart of Video INTErCOM ......cooiiiiiiiiiieeieeeeee e 810
26.2 Video INtErcOmM OVEIVIEW ....c..eeiiiiiiiieeieeeiee ettt sene e s e e snneennnees 812
26.3 Basic Settings of the PIatfOrm ......ueeeeeeeiiiiiiiicecccceeeeee e e e e e e e e 813
26.3.1 Add Call RECIPIENTS ..uuvvrrriiiieiiieieeeeeeieeieciitrrreee e e e eeeeeeeeeeesaanrrrerereeeeeeeeeeesessssnnsrnnes 813

26.3.2 Add Call Schedule TEMPIATE .....uvviieeiieieeiee e e e ee e 814

26.3.3 Configure Call PArameters .......ooooceciiiiiiiereieeeee et e e e e e e e e s e e reeeeeeeeas 814

26.4 CONFIGUIre DEVICE PAraMELEIS .....uuviireeriieeieeeeeeiiiieiittrereeeeeeeeeeeeeseessessssrsseeeeeeeseeeesseensnnsnnes 815
26.5 Manage Video INtErCOM DEVICE ..uuviviiiiiieiieiicciirreeeeee e ee et e e seeecsrbarreeeeeeeeeeeeeeeeseennnnnnes 816
26.5.1 Set Locations for Video INtercom DeVICeS .........cceeveeereirneennieeseeeee e 816

26.5.2 Apply Location to Video INtercom DEVICES ..........covvevccuvrrirreeeeieeeeeeeeeeeeeeenrrnreeeeen 817

26.6 Video INtercom APPLICAtiON ...ooooeeeeeeeee e e 818

XXi



HikCentral Professional Web Client User Manual

26.6.1 Add Call Schedule for DOOr STatioNs ......c.cceerieerieirieeneeree e 818
26.6.2 Apply Call Schedule t0 DEVICES ....ccccvvrrirereeeiiee et e e e e e e e e s reeeees 819
26.6.3 Link Resources with INdOOr Stations .........cocveiieriieiiiene e 819
BT AV - T T =T 1 [ ) ol F 823
26.7.1 Add and APPIY @ NOTICE ..uuvriririiiiieeeeieeeececcireeeeee e e e e e eeeeeecearrareeeeeeeeeeeeeesensnnnnnns 823
26.7.2 Copy and Apply Notice to INdoor StatioNns .........ccovveviecciiiirrieeieeeeeeeee e, 824
26.8 Call & TalK ..eeeneeieieeeee e e s 824
26.8.1 Call an INAOOr STATIONS ....eoiiieiieeeteeeee e 825
26.8.2 VIEW RECENTS ..ooiiiiiiiiiiiiiiiicc it 825
Chapter 27 Skin-Surface Temperature SCreENING .......ccceeereeereereeeeerrenneerennneeeeesseereesseeessssessesnnes 826
27.1 Temperature Screening CoNfiIgUIration .........oooieeiiiiiiieeeeeeiee e e e e e e e e e e eesenanns 826
27.1.1 Group Temperature Screening POINTS ......cccuveiiiiiiiiiice e eree e eeees 826
27.1.2 Configure Temperature Screening Parameters ......cccccceevveeecciinineeeeeeeeeeee e eeeeeeanns 827
27.2 Real-Time Skin-Surface Temperature MonNitoring .........ccooevvveeviiiireeeeereeeeeee e 828
27.3 Search History Temperature SCreening Data .........eeveeeeeeeeeiiiiiciiiiireeeeeeeeeeeeeeeeeeseennrnnneens 829
B LU - {1y = o] o TR 830
27.4.1 Register Person INfOrmation ......cocccciiiiieeeiiiiee e 830
27.4.2 Customize Registration TEMPIAtE ...ueveeeeieiieiiiiiieiceeeeeeeee e e 832
27.4.3 View Registered Person INformation ........cccccvvivieeieiiieeieeieeccccirreeeeee e e e e 832

B R CT=T o 1] - | (=N 2 =Y o o] o A 833
Chapter 28 Map ManagemMENT ......ccceeeeerreeniereeeneerensserreessessensseessassesssnssessssssssssnssessssssssssnsssssses 835
28.1 Set GIS MAP AN ICONS ..oeiieeeeeeieciiteeeeeeeee e e e e e e e e e e e e e e ee s s aasbrrararereeseaeeseenns 835
28.2 Add E-MapP fOF AT .coeeeeiiiiiteeeeeeeee e e e e eeeeecctb e et e e e eeeeeeeses s saabbseseeeeeeaaseeeesesssnnsnsrnnes 836
28.3 Search LOCations 0N GIS IMIAP ....uuuriiiiieiiieieeeeeeiecicciirrreeee e et eeeeeeeseseentrrrreeeeeeeeeeeessessnnnnnes 837
28.4 Add HOt SPOt ON IMAP ceeiiiiiiiieiicitititeeeeeeee e e eeee et e e e e e e e e e e e e e sesnnassbaaaeereeeeaeeeeseennn 838
28.5 Add HOt REZION ON IMIAP .cceiieiiiititrteeeeeeeee e et ee sttt ree e e e e e e e e e e e eeeseensbssssareeeeeeeeesesesennnnns 839
AN Ve [o HIF] o T<I o a 1Y, -1 T PPTRPT 840
28.7 Add ReSOUICE GroUP ON IMAP ..uvrrriieeeeeieeeeeeieeieeiiitrrreeeeeeeeeeeesseeieesssssssssseeseseeeesseeesnssssssnnes 841

XXii



HikCentral Professional Web Client User Manual

28.8 Add Parking LOt ON MG .eveeeeieiieeiiiiieiicciiirrteeeeeee e et e ee e st ee e e e e e e e e e e e e e eesanssassaeeeeeeeeas 842
28.9 Add Combined AlArm ON IMAP ...uuvveeeeiiieeeieiieececcciireeeee e e e e e eeeeeesssaabrrereeeeeeeeeeeeesensnsnnnes 843
28.10 Add Remote Sit€ ON GIS IMAP .uvvveeeeeiieiieeieeiieiicirrreeeeeeeee e e e e e e e seeseaasrrrereereeeeeeeeeesessnnnnnes 844
28.11 Operate HOt SPOT ..cvieiii i e e et s e e e et e e e e e e et e e e e e eannaeaaens 844
28.11.1 PrevieWw HOT SPOt ...t e e e e e e e e e e e e e ean s 845
28.11.2 Broadcast Via HOt SPOT ..ottt r e e e e e e 846
28.11.3 Draw Zone or Trigger LiNe fOr RAAI ......cvvvvieeiiiiieeeeeeieiiccciinrreeeeeeeeeeeeeeeesesnnnnnns 847
28.11.4 Relate Calibrated Camera to Radar .........ccocovieviieiiieiiieeeeeeeee e 851
28.11.5 Arm or Disarm HOt SPOT c...uueieeeeeee et e e e eaea 853
28.11.6 VieW HiStOry AlGrmm coeeeeeei ittt et eee it ee e e e e e e e e e e e s e s annrrrsseeeees 853
28.12 PrevieW HOt REEION ....ccc ettt e e e et e e e e e et e e e e e e e eann e e e e eseennneeeaens 853
28.13 PreVvieW RESOUICE GIOUPD iiuuuieiieieiiiieeeeeeettiieeeeseetttaeeseesetsnaaaseesresnnaaeeeessnsnnnseeeerssnnnaeeeeens 854
28.14 View Remote Site AlQrm ....cc.eii ittt 854
B T R O o =T =) (TN 1Y/ -« J 855
Chapter 29 MainteNANCE ...ccuucieeerierieenertennierreenereensseseenssessenssesssassesssnsssssassssssnsssesssnssssennssesees 857
29.1 HEalth IMIONTTOMINE .ttt e e e e e e e e e e eeeeeaeeseeeseesessssrasaeeeeeess 857
29.1.1 Real-Time Health Status OVErVIEW .........ccceiviiiriiiiiiieeieeeeee e 857
29.1.2 Real-Time Health Status Overview (TOPOIOZY) ....ccvvrrieereiiiieeeeiieeieccrrrreeeeee e, 860
29.1.3 Historical Health Data OVErVIEW ..........coceeriiiiieeniecniee e e 868
29.2 Set Basic Maintenance Parameters ........ccooovviiiiiiiiiiiiiiiiiiiiice e 870
29.2.1 Send Log RePOrt REGUIATIY ....uuuiiiiiriiieiieiee ettt e e e e e e e e e 870
29.2.2 Set Warning Threshold for SYS USAZE ....uuuiiiiiiiiiiieiiiiiereeeeeeeeee e eeee s 875
29.2.3 Set NetWOrk TIMEOUL ....cc.viiiiiiiiieeieeee e 876
29.2.4 Set Health Check FreQUENCY .....ooooiiieeeeeeeeeee et 877
29.2.5 Set Topology SNOW ParameEters ......eeeeveeieeeeeeiieicciirreeeeeee e e e eeesestrnrreerereeeeaeeeeens 878
29.3 RESOUICE STATUS ...oviiiiiiiiiiiiiiiiiiiiic e ba e e 878
P B o - Y=Y 1 o o I U TU TS 885
29.4.1 SEAICh fOr SEIVEI LOZS evvvviieiiieieeieeciitireeeeeeee et eeeeeeeessearrrreeeeeeeeeeeeesessnsaasbresaeeeeess 886

XXiii



HikCentral Professional Web Client User Manual

29.4.2 Search for Online/Offline LOgS Of DEVICE ......ccoeveeieerveiieiieeceteee et 887
29.4.3 Search for LOgs STOred ON DEVICE ......uuvvveeeeeiieeieeeieiieiiiinieeeeeeeeeeeeeeeeeessennnrrreeeeeeeess 889
29.4.4 Search for Online/Offline LOgS Of RESOUICE .....c.vveeeeuveieeiieeeeieeeceteee et 890
29.4.5 Search for Recording Status 0f RESOUICE .........ceieviieiieiiiiirireeeeeeeeeeeee e 892

A e Y=L VA ol |V =Y F= == R 897
29.6 Set System Data BaCKUD .ottt e e e e e e e e e e s e aanes 898
29.7 Restore System Data ...ccouvue i e e e e e e eeaaas 900
29.8 EXPOrt CONfIGUIration FilE .....ccoiiviiiiieeeeeeeee et e e e e e e e e e e e e e 901
Chapter 30 Evidence Management CENTEN ......ccceeeerreencrteennertennneeeeesseerensseseenssessesssesessssessennnes 902
T 0 A 2 = oY= o V=4 902
30.2 Add EVIAENCE ...ttt e 902
30.3 MaNage UNIINKEA FIlES ......uuuuuiiiiiiiiiieiee ettt e e e e e e e e ee s st brrreeeeeeeeeeeeeeessennnnnnnes 905
30.3.1 Add and View Unlinked Files .........cccoireiiiiiiiieeeeee e 905
30.3.2 Link Files With EVIENCE .....cc.ceeiiiiiieieeeeeeee e 906
30.4 Manage Operation RECOIUS .....cuviiiiiiieieeiiiiirieeeee e e eeeeeesessebrrrreeeeeeeeeeeeeesesssssssrssssereees 908
Chapter 31 System CoNfiGUration ......cccceeeeeeeiieeneerienniereeeneeeeenseereenseesenssesesnssessenssesssnssssssnssesesns 909
31.1 Set USEr PreferENCe ..cccveiiiieiiie e 909
312 St PHINTEI coeiiiiiie e 911
IS Y= AV I PP PPPPR 911
Y= Vot n YT B T = ot o Y 912
31.5 DeVice ACCESS ProtOCO| ..c...eeiiiiiiieiieee e 915
31.6 SET WAN ACCESS ..oviiiiiiiiiiiiei ittt e e s s a s e e e s s sbaas e e e s s anns 915
31.7 Set IP Address for Receiving Device INformation .......cccccvvvveeeeeeiieeieeieeiccrreeeeeeeee e 917
31.8 Set Data Retention Period ........cocueiiieriieeiiieeee e 917
R Y=Yl & Fo] [To IV RUTRPT 919
31.10 Set Card TEMPIATE ..vvvreeeeeeiieee ettt e e e e e eeeee b ereeeeeeeeeeesessenasnrrseaereeeeeaeeenns 920
31,11 Set EMail TEMPIATE ...t e e e e e e e e e e e e e e e e s e e e ansaasraeneees 921
31.11.1 Configure EmMail ACCOUNT ......uueiiiiiiiiiieieee e e e e ee e eeeeeeee e e 921

XXiv



HikCentral Professional Web Client User Manual

31.11.2 Add Email Template for Sending Report Regularly .......ccccveeeeeeieeieeiiiiieiiiinnneenee, 923
31.11.3 Add Email Template for Event and Alarm LINKage .......cccvvvveeeeeeieeeeeiieiieccrnnneeneen, 924
31.12 Set Transfer ProtOCO| .......ooeiiieeeie e 925
31.13 Export Service Component CertifiCate ........cooeeevviiiriereeriieeeeeeee e e e e e e e e e 926
31.14 Set Database PasSWOIrd ..........ccocueiiieiiiienieenieeee e 926
31.15 Configure SyStemM HOt SPare .....occcceuiiiiiiiieeeeiee et e e e e e e e s ee s arr e e e e e eeeeens 927
31.16 Set Third-Party INt@Eration ........ccceeeeieeeiiiiiieeeee e e e e e e e e e e e e aerereeee s 927
31,17 Data INTEICNANEE ...ttt e e e e e e e e s e st raaerreeeeeeeeeesesseeanssssraeneees 928
31.17.1 Synchronize Card Swiping Records to Third-Party Database .........ccccceveeeeeieeeeennnnn. 928
31.17.2 Dump Access Records to Third-Party Database ........ccccceeeeieeeeeiiiiicciiinnreereeeeeeeen, 929
31.18 Diagnose REMOTE FAUIL .......cooeieiiiiiieeeeeeeec e e e e e e e e e reereeeeeeeeeeeeean 931
31.19 Reset Device Network INformation ..........ccoceeeiieiieniieeeceeeeeeee e 932
31.20 Set Company INfOrMAatiON ......ccooiiiiiiciiiieeieeeee e e e e e e e e e e e s rrarerereeeeeeens 932

XXV



HikCentral Professional Web Client User Manual

Chapter 1 About Web Client

1.1 About This Document

This user manual is intended for the administrator of the system.

The manual guides you to establish and configure the surveillance system. Follow this manual to
perform system activation, access of the system, and configuration of the surveillance task via the
provided Web Client, etc. To ensure the properness of usage and stability of the system, refer to
the contents below and read the manual carefully before installation and operation.

1.2 Introduction

The platform is developed for the management of surveillance system and features flexibility,
scalability high reliability, and powerful functions.

The platform provides features including central management, information sharing, convenient
connection, and multi-service cooperation. It is capable of adding devices for management, live
view, video storage and playback, alarm linkage, access control, time and attendance, face
comparison, and so on.

I.“ 'ﬂ Note

The modules on the platform vary with the License you purchased. For detailed information,
contact our technical support.

The complete platform contains the following components. You can install the components
according to actual needs.

Component Introduction

System Management - Provides the unified authentication service for connecting with the

Service (SYS) clients and servers.

« Provides the management for the users, roles, permissions, devices,
and services.

« Provides the configuration APIs for surveillance and management

modules.
Streaming Service Provides forwarding and distributing the audio and video data of live
(Optional) view.

The following table shows the provided clients for accessing or managing the platform.
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Client Introduction

Control Control Client is a C/S software which provides multiple operating functionalities,

Client including live view, PTZ control, video playback and download, alarm receiving, log
search, and so on.

Web Client |Web Client is a B/S client for managing system. It provides multiple functionalities,
including device management, area management, recording schedule settings,
event configuration, user management, and so on.

Mobile Mobile Client is the software designed for getting access to the platform via Wi-Fi,

Client 4G, and 5 G networks with mobile device. It fulfills the functions of the devices

connected to the platform, such as live view, remote playback, PTZ control, and so
on.
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Chapter 2 Login

You can access and configure the platform via web browser directly, without installing any client
software on the your computer.

I._a .iJNote
The login session of the Web Client will expire and a prompt with countdown will appear after the

configured time period in which there is no action. For setting the time period, refer to System
Security Settings .

2.1 Recommended Running Environment

The following is recommended system requirement for running the Web Client.
CPU

Intel Core™ I3 and above

Memory
4 GB and above

Web Browser

Internet Explorer® 11 and above, Firefox 84 and above, Google Chrome "84 and above, Safari 11
and above, Microsoft Edge 89 and above.

|.~ 'J Note

You should run the web browser as the administrator.

2.2 First Time Login

If this is the first time for you to login, you can choose to login as admin or normal user according
to your user role.

2.2.1 Login for First Time for admin User

By default, the system predefined the administrator user named admin. When you login via the
Web Client for the first time, you are required to create a password for the admin user before you
can properly configure and operate the system.

Steps
1. In the address bar of the web browser, enter the address of the PC running SYS service and press
Enter key.
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Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

L.ﬂNote

» You should set the transfer protocol before accessing the SYS. For details, refer to Set Transfer
Protocol .

« You should set the SYS's IP address before accessing the SYS via WAN. For details, refer to Set
WAN Access .

2. Enter the password and confirm password for the admin user in the pop-up Create Password
window.

I_“ 'ﬂ Note

The password strength can be checked by the system and should meet the system requirements.
The default minimum password strength should be Medium. For setting minimum password
strength, refer to System Security Settings .

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

3. Click OK.

Web Client home page displays after you successfully creating the admin password.

Result

After you logging in, the Site Name window opens and you can set the site name for the current
system as you want.

I.“ 'ﬂ Note

You can also set it in System < Normal - User Preference . See Set User Preference for details.

2.2.2 First Time Login for Normal User

When you log in to the system as normal user via Web Client for the first time, you should change
the initial password and set a new password for login.
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Steps
1. In the address bar of the web browser, input the address of the PC running SYS service and press
the Enter key.

Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

L.ﬂNote
You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access .

2. Enter the user name and password.

L“'J Note

Contact the administrator for the user name and initial password.

3. Click Log In and the Change Password window opens.
4. Set a new password and confirm the password.

I.,a.iJNote
The password strength can be checked by the system and should meet the system requirements.

If password strength is lower than the required minimum strength, you will be asked to change
your password. For setting minimum password strength, refer to System Security Settings .

ACauﬁon

The password strength of the device can be checked by the system. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or
weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

5. Click OK to change the password.
Result

Web Client home page displays after you successfully logging in.

2.3 Login via Web Client

You can access the system via web browser and configure the system.
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Steps
1. In the address bar of the web browser, input the address of the PC running SYS service and press
Enter key.

Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

L,JﬂNote
You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access .

2. Enter the user name and password.

3. Click Log In to log in to the system.

I.,a .iJNote

- If failed password attempt of current user is detected, you are required to input the
verification code. The failed password attempts from current client, other client, and other
address will all require the verification code.

+ The failed password attempt and verification code attempt from current client, other client
(e.g., Control Client), and other address will all be accumulated. Your IP address will be locked
for a specified period of time after specific number of failed password or verification code
attempts detected. For setting failed login attempts and locking duration, refer to System
Security Settings .

« The account will be frozen for 30 minutes after 5 failed password attempts. The failed
password attempts from current client, other clients (e.g., Control Client), and other addresses
will all be accumulated.

» The password strength can be checked by the system and should meet the system
requirements. If password strength is lower than the required minimum strength, you will be
asked to change your password. For setting minimum password strength, refer to System
Security Settings .

« If your password is expired, you will be asked to change your password when login. For setting
maximum password age, refer to System Security Settings .

Result

Web Client home page displays after you successfully logging in to the system.

2.4 Change Password for Reset User

When the normal user's password is reset by admin user, he/she should change the initial
password and set a new password when logging into HikCentral Professional via the Web Client.
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Steps

1.

w

5.

In the address bar of the web browser, enter the address of the PC running SYS service and press
Enter key.

Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

I_,, ﬂNote
You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access .

. Enter the user name and initial password set by the administrator.
. Click Log In and a Change Password window opens.
. Set a new password and confirm the password.

L“ 'ﬂ Note

The password strength can be checked by the system and should meet the system requirements.
If password strength is lower than the required minimum strength, you will be asked to change
your password. For setting minimum password strength, refer to System Security Settings .

ACaution

The password strength of the device can be checked by the system. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or
weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Click OK.

Result

Web Client home page displays after you successfully changing the password.

2.5 Forgot Password

If you forgot the your account's password, you can reset the password and set a new password.

Before You Start

Make sure the normal user has been configured with an available email address.
Make sure the email server is tested successfully.
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Steps
1. On the login page, enter a user name in the User Name field.
2. Click Forgot Password.

Resl Passwnid

“ L.I-.::

Figure 2-1 Reset Password for Normal User

Rt Passawdind
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Figure 2-2 Reset Password for admin User

3. Enter the required information on the Reset Password pane.
- For the admin user, enter the License activation code, new password, and confirm password.
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I._J.UNote
If you forget the License activation code, you can click Get Code to send the activation code to
the email address configured when activating the License in online mode. For setting an email
for the admin user, refer to Activate License - Online .

- For normal users, click Get Code to send the verification code to the email address configured
when adding the user. And then enter the received verification code, new password, and
confirm password within 10 minutes.

I.M 'ﬂ Note

If the email address is not set for the normal user, contact the admin user to reset the
password and change the password when login.
- For domain user, contact the admin user to reset the password.

L-aﬂNote
The password strength can be checked by the system and should meet the system requirements.

If password strength is lower than the required minimum strength, you will be asked to change
your password. For setting minimum password strength, refer to System Security Settings .

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

4. Click OK.
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Chapter 3 Download Mobile Client

On the login page of Web Client, you can scan the QR code to download the Mobile Client that is
used for accessing the system via mobile terminal (e.g., mobile phone).

Perform this task when you need to download the Mobile Client.

LM d Note

You can also search and download the Mobile Client in the App Store.

Steps
1. In the address bar of the web browser, enter the address of the PC running SYS service and press
Enter key.

Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 in the
address bar.

I_,,ﬂNote
You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access .

2. Scan the corresponding QR code with your mobile terminal to download the Mobile Client.

10
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Chapter 4 Web Control

For accessing the Web Client via web browser, you must install a web control on the PC on which
you access the Web Client when performing some functions, e.g., live view, playback, and
searching online devices. Web Client automatically asks you to install the web control when you
want to access the corresponding functions, and you can follow the prompts to install it on the PC.

11
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Chapter 5 Home Page Overview

The default Home page of the Web Client provides a visual overview of function modules on the
platform. You can access specific modules quickly and conveniently via the Home page.

I.“ '.I Note

After you entered the modules, tabs will appear in the top of the Web Client, you can click tabs to
quickly switch modules. You can also click [ or [ in the tab area to refresh or exit from the

module.

Figure 5-1 Default Home Page

Table 5-1 Default Home Page Description

Section

Module

Description

Top Navigation
Bar

Navigation Icon

The navigation bar shows the available functions

a determined by the Licenses you purchased.
You can add some frequently used or important modules
to the navigation bar for convenient access. See details in
Customize Navigation Bar .

Wizard Video

A wizard which guides you through the management
and applications of video. You can also view the flow

12
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Section

Module

Description

chart which introduces the video resource management,
recording configurations, and video application in Flow
Chart of Video Management .

Access Control

A wizard which guides you through the basic
configurations of access control. You can also view the
flow chart which introduces the configurations and

operations of access control and elevator control in Flow
Chart .

Mobile Monitoring

A wizard which guides you through the configuration
and applications of mobile monitoring. You can also
view the flow chart which introduces the management
of mobile devices and vehicles, the configuration of GIS
map and driving rules, driving monitoring, vehicle route
and driving event search, and the report management in
Mobile Monitoring .

Vehicle and Parking

A wizard which guides you through the management
and applications of vehicle and parking. You can also
view the flow chart which introduces the management
of parking lots, vehicles, and entry & exit rules, parking
fee rules, parking guidance, and vehicle & record search
in Flow Chart of Vehicle and Parking Management .

Alarm Detection

A wizard which guides you through the management
and configurations of alarm detection. You can also view
the flow chart which introduces the management of
security control panels and alarm inputs, defense
template configuration, and event & alarm management
in Flow Chart of Alarm Detection .

Digital Signage

A wizard which guides you through the management
and configurations of digital signage. You can also view
the flow chart which introduces the management of
digital signage terminals, materials, programs, and

13
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Section

Module

Description

schedules, program approval, and program release in
Flow Chart .

Attendance

A wizard which guides you through the management
and configurations of attendance. You can also view the
flow chart which introduces the management of
devices, person groups, and persons, basic attendance
configuration, attendance rule configuration, and record
search and handling in Flow Chart .

Maintenance and
Management

License

You can view the License details, activate, upgrade, and
deactivate the License if needed.

For more details, refer to License Management .

Back Up and Restore System Data

You can manually back up the data in the system, or
configure a schedule to run the backup task regularly.

When an exception occurs, you can restore the database
if you have backed up the database.

For more details, refer to Set System Data Backup and
Restore System Data .

Export Configuration Data

You can export and save configuration data to your local
PC.

For more details, refer to Export Confiquration File .

Download Installation Package
Download the installation package of other clients, such
as Control Client.

About

Check the version information of the Web Client.

View the License Agreement and Open-Source License
Agreement.

Account

Change Password
Change the password of the current user.

14
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Section

Module

Description

For more details, refer to Change Password of Current
User .

Logout
Log out of the system and back to the login page.

Default Home

Page

Switch to Map
Configuration

Configure a map for displaying resources on the map. For
more information, refer to Map Management .

Switch Home
Page Mode

Four predefined modes are provided, including Default
Mode, System Installation and Management Mode,
Security Control and Management Mode, and Attendance
Management Mode, for different scenarios.

You can also customize the Home page mode as needed.

See more details in Customize and Switch Home Page
Mode .

Left Overview
Pane

Maintenance

The Maintenance module provides the overview of
device network status, service running status, and
health checking results.

You can refresh to view the real-time status or results.
See more details in Maintenance .

Intelligent Analysis

The Intelligent Analysis module provides the report
overview of people feature analysis, people counting,
and heat analysis.

You can refresh to view the real-time analysis results, or
export them in different formats.

See more details in Intelligent Analysis Report .

Access Control
The Access Control module provides today's access
record statistics, today's access trend, today's top 5
abnormal record types, and regional counting statistics
of people stayed.
You can refresh to view the real-time trend, top 5 types,
and statistics, or export them in different formats.
See more details in Access and Elevator Control
Management .

15
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Section

Module

Description

Vehicle

The Vehicle module provides the real-time status of
parking spaces, today's occupancy rate of parking
spaces, today's parking duration distributions, and
today's vehicle passing trend.

You can refresh to view the real-time information and
export it in different formats.

See more details in Vehicle and Parking Management .

Alarm

The Alarm module provides today's alarm statistics, the
last 7 days' alarm trend, today's top 5 alarm categories,
and today's top 5 alarm areas.

You can refresh to view the trend, top 5 categories, and
top 5 alarm areas, or export them in different formats.

See more details in Event and Alarm Configuration .

Quickly Access to
Modules

On the scene graph of the default Home page, you can
click the module names to quickly go to the
corresponding configuration and management page.

5.1 Customize and Switch Home Page Mode

You can switch to the default Home page mode to three predefined modes (that are, System
Installation and Management, Security Control Management, and Attendance Management) for
different scenarios or customize a mode as needed.

Steps

1. In the top right corner of Home page, click Switch Mode to enter the mode switch page.

16
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Figure 5-2 Customize and Switch Home Page Mode

2. Optional: In the All Modules field, click Recently Visited or All to show and quickly access to the
recently visited modules or all available modules.

I.,.i_INote
The displayed modules in the Recently Visited tab will keep refreshing according to the modules
visited by the current user.

3. Optional: Customize a mode.
1) In the top right corner, click Custom Mode to display mode configuration panel.
2) In the module name field, click -~ to add module(s) to the mode.

Mobde Monitoring
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Figure 5-3 Customize Home Page Mode

The added module(s) are displayed under the All Modules field.
3) Optional: Click /1 or = to remove the module(s) or section(s) from the mode.
4. At the top of the page, click a predefined or custom mode to switch the Home page mode.
The modules contained in the mode are displayed under the All Modules field. You can click the
tabs to switch the detailed and visual views of different modules.

17
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5. Optional: In the top right corner of mode switching page, click Cancel to cancel setting mode.

6. Optional: In the top right corner of mode switching page, click Restore Default to switch to the
default mode.

7. In the top right corner of mode switching page, click Save to save the mode settings.

5.2 Customize Navigation Bar

To conveniently access some frequently used or important modules, you can customize the
navigation bar.

Steps
1. In the top left corner of the Client, select ] - All Modules to display the navigation bar and the
All Modules pane.

Figure 5-4 Navigation Bar and All Modules Panel

2. On the All Modules panel, move the cursor to a module item.

An icon ] appears beside the module name.
3. Click [ to add the selected module to the navigation bar.

The icon [ of the corresponding module turns to [l .
4, Optional: Click [l to remove the module from the navigation bar.
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Chapter 6 Getting Started

The following content describes the tasks typically involved in setting a working system.

Verify Initial Configuration of Devices and Other Servers

Before doing anything on the platform, make sure the devices (encoding devices, access control
devices, recording server, and so on) you are going to use are correctly mounted and connected
to the network as specified by the manufacturers. Such initial configurations are required in order
to connect the devices to the platform via network.

Log In to Web Client
Refer to Login for First Time for admin User .

Activate License
Refer to Activate License - Online or Activate License - Offline .

Add Devices to Platform and Configure Area

The platform can quickly scan your network for relevant devices, and add them. Or you can add
the devices by inputting the required information manually. The devices added should be
organized into areas for convenient management. Refer to Resource Management and Area
Management .

Configure Recording Settings

You can record the video files of the cameras on the storage device according to the configured
recording schedule. The schedule can be set as continuous, alarm triggered, or command
triggered as desired. Refer to Configure Storage and Recording .

Configure Event and Alarm

The camera exception, device exception, server exception, alarm input, and so on, can trigger
linkage actions in the platform. Refer to Event and Alarm Configuration .

Configure Users

Specify who should be able to access the platform, and how. You can set different permissions for
the users to limit their operations. Refer to Role and User Management .
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Chapter 7 License Management

After installing HikCentral Professional, you have a temporary License for a specified number of
cameras and limited functions. To ensure the proper use of HikCentral Professional, you can
activate the SYS to access more functions and manage more devices. If you do not want to activate
the SYS now, you can skip this chapter and activate the system later.

Two types of License are available for HikCentral Professional:

- Base: You need to purchase at least one basic License to activate the HikCentral Professional.
- Expansion: If you want to increase the capability of your system (e.g., connect more cameras),
you can purchase an expanded License to get additional features.

L,JﬂNote
« Only the admin user can perform the activation, update, and deactivation operation.

« If you encounter any problems during activation, update, and deactivation, please send the
server logs to our technical support engineers.

7.1 Activate License - Online

If the SYS server to be activated can properly connect to the Internet, you can activate the SYS
server in online mode.

Steps

1. Log in to HikCentral Professional via the Web Client. Refer to Login via Web Client .
2. On the Home page, click Activate to open the Activate License panel.

3. Click Online Activation to activate the License in online mode.
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Activate License X

Activation Type

Online Activation

m The SYS to be activated can connect to the Intemet

Offline Activation
n The SYS to be activated cannot connect to the Internst.

Activation Code

| accept the term... Hikvision Software User License Agreement
Machine Environment Type

Physical Machine ~’

Hot Spare

Activate Cancel

Figure 7-1 Activate License in Online Mode

4. Enter the activation code received when you purchased your License.

L[I Note
« If you have purchased more than one Licenses, you can click + and enter other activation

codes.
« The activation code should contain 16 characters or 32 characters (except dashes).

5. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
6. Optional: Select the machine environment type.

Physical Machine (Default)
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A physical computer that contains hardware specifications and is used for running the SYS. If
the hardware changed, the License will be invalid, and the SYS may not run normally.

AWS (Amazon Web Services)
A virtual machine that provides the cloud computing services for running the SYS.
Azure (Microsoft Azure)

A virtual machine that provides the cloud computing services for running the SYS.

L_aﬂNote
If you select the AWS or Azure as the machine environment type, the pStor server, Streaming

Server, and other external servers cannot access the platform. And the Rose hot spare system is
also not supported.

7. Optional: Check the Hot Spare, select type, and enter the IP address if you want to build a hot
spare system.

La .iJNote
« You must select Hot Spare mode when you install the system.
- For how to build the hot spare system, please contact our technical support engineers.

8. Click Activate.

The email settings pane will appear after you activated the License.
9. Enter an email address for the admin user.

L_aﬂNote
This email is used to receive the License activation code when the admin user forgets the
password for logging in to the platform and the activation code at the same time.

10. Set the email server parameters. See details in Configure Email Account .
11. Click OK to save the email settings.

7.2 Activate License - Offline

If the SYS to be activated cannot connect to the Internet, you can activate the License in offline
mode.

Steps

1. Log in to HikCentral Professional via the Web Client.

2. On the Home page, click Activate to open the Activate License panel.
3. Click Offline Activation to activate the License in offline mode.
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Activate License

Figure 7-2 Activate License in Offline Mode

4. Enter the activation code received when you purchased your License.

L-i_]Note
« If you have purchased more than one Licenses, you can click + and enter other activation

codes.
« The activation code should contain 16 characters or 32 characters (except dashes).

5. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
6. Optional: Select the machine environment type.

Physical Machine (Default)
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A physical computer that contains hardware specifications and is used for running the SYS. If
the hardware changed, the License will be invalid, and the SYS may not run normally.

AWS (Amazon Web Services)
A virtual machine that provides the cloud computing services for running the SYS.
Azure (Microsoft Azure)

A virtual machine that provides the cloud computing services for running the SYS.

L_aﬂNote
If you select the AWS or Azure as the machine environment type, the pStor server, Streaming

Server, and other external servers cannot access the platform. And the Rose hot spare system is
also not supported.

7. Optional: Check the Hot Spare, select type, and enter the IP address if you want to build a hot
spare system.

La .iJNote
« You must select Hot Spare mode when you install the system.
- For how to build the hot spare system, please contact our technical support engineers.

8. Click Generate Request File.

A request file named "ActivationRequestFile.bin" will be downloaded. Save the request file to
the proper directory or the removable storage medium (e.g., USB flash disk).
9. Copy the request file to the computer that can connect to the Internet.
10. On the computer which can connect to the Internet, enter the following website: https://
kms.hikvision.com/#/active .
11. Click .*, and then select the downloaded request file.
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Figure 7-3 Select Request File

12. Click Submit.

A respond file named "ActivationResponseFile.bin" will be downloaded. Save the respond file
to the proper directory or the removable storage medium (e.g., USB flash disk).

13. Copy the respond file to the proper directory of the computer that accesses HikCentral
Professional via the Web Client.

14. In the Offline Activation panel, click 77 and select the downloaded respond file.

15. Click Activate.

The email settings pane will appear after you activated the License.
16. Enter an email address for the admin user.

L'_] Note
This email is used to receive the License activation code when the admin user forgets the
password for logging in to the platform and the activation code at the same time.

17. Set the email server parameters. See details in Configure Email Account .
18. Click OK to save the email settings.

7.3 Update License - Online

As your project grows, you may need to increase the connectable number of resources (e.g.,
cameras) for your HikCentral Professional. If the SYS to be updated can properly connect to the
Internet, you can update the License in online mode.
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Before You Start
Contact your dealer or our sales team to purchase a License for additional features.

Steps

1. Log in to HikCentral Professional via the Web Client. Refer to Login via Web Client for details.

2. In the top right corner of Home page, move the cursor to the Maintenance and Management to
show the drop-down menu.

3. Click Update License in the drop-down menu to open the Update License panel.

. Click Online Update to update the License in online mode.

5. Enter the activation code received when you purchase your License.

H

LM 'J Note

« If you have purchased more than one Licenses, you can click + and enter other activation
codes.
« The activation code should contain 16 characters or 32 characters (except dashes).

6. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
7. Click Update.

7.4 Update License - Offline

As your project grows, you may need to increase the connectable number of cameras for your
HikCentral Professional. If the SYS to be updated cannot connect to the Internet, you can update
the system in offline mode.

Before You Start
Contact your dealer or our sales team to purchase a License for additional features.

Steps

1. Log in to HikCentral Professional via the Web Client.

2. In the top right corner of Home page, move the cursor to Maintenance and Management to
show the drop-down menu.

3. Click Update License in the drop-down menu to open the Update License pane.

4. Click Offline Update to update the License in the offline mode.
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Update License
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Figure 7-4 Update License in Offline Mode

5. Enter the activation code of your additional License.

I.“'J Note

« If you have purchased more than one License, you can click + and enter other activation

« The activation code should contain 16 characters or 32 characters (except dashes).

6. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
7. Click Generate Request File.
A request file named "ActivationRequestFile.bin" will be downloaded. Save the request file to

the proper directory or the removable storage medium (e.g., USB flash disk).
8. Copy the request file to the computer that can connect to the Internet.
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9. On the computer which can connect to the Internet, enter the following website: https://
kms.hikvision.com/#/active .
10. Click .#, and then select the downloaded request file.

In Ehis sactann, o Cam pearionm tha of o the licands scirgatesn o ofdlong prands

Figure 7-5 Select Request File

11. Click Submit.

A respond file named "ActivationResponseFile.bin" will be downloaded. Save the respond file
to the proper directory or the removable storage medium (e.g., USB flash disk).

12. Copy the respond file to the proper directory of the computer that accesses HikCentral
Professional via the Web Client.

13. In the offline update panel, click == and select the downloaded respond file.

14. Click Update.

7.5 Deactivate License - Online

If you want to run the SYS on another PC or server, you should deactivate the SYS first and then
activate it again. If the computer or server on which the SYSrunning can properly connect to the
Internet, you can deactivate the License in online mode.

Steps

1. Log in to HikCentral Professional via the Web Client. Refer to Login via Web Client .

2. In the top right corner of Home page, move the cursor to the Maintenance and Management to
show the drop-down menu.

3. Click Deactivate License in the drop-down menu to open the Deactivate License panel.

4. Click Online Deactivation to deactivate the License in online mode.

5. Check the activation code(s) to be deactivated.
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6. Click Deactivate.

7.6 Deactivate License - Offline

If you want to run the SYS on another computer or server, you should deactivate the SYS first and
then activate the SYS again. If the SYS to be deactivated cannot connect to the Internet, you can
deactivate the License in offline mode.

Steps

1. Log in to the HikCentral Professional via Web Client.

2. In the top right corner of the Client, move the cursor to the Maintenance and Management to
show the drop-down menu.

3. Click Deactivate License in the drop-down menu to open the Deactivate License pane.

4. Click Offline Deactivation to deactivate the License in offline mode.
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Deactivate License
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Figure 7-6 Deactivate License in Offline Mode

5. Check the activation code(s) to be deactivated.
6. Click Generate Request File.

l.MiJ Note

After the request file is generated, the selected activation code(s) will be unavailable.

A request file named "ActivationRequestFile.bin" will be downloaded. Save the request file to
the proper directory or the removable storage medium (e.g., USB flash disk).

7. Copy the request file to the computer that can connect to the Internet.

8. On the computer which can connect to the Internet, enter the following website: https://
kms. hikvision.com/#/deactive .
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9. Click .7, and then select the downloaded request file.
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Figure 7-7 Select Request File

10. Click Submit.

A respond file named "DectivationResponseFile.bin" will be downloaded. Save the respond file
to the proper directory or the removable storage medium (e.g., USB flash disk).

11. Copy the respond file to the proper directory of the computer that accesses HikCentral
Professional via the Web Client.

12. In the Offline Deactivation pane, click =3 and select the downloaded respond file.

13. Click Deactivate.

7.7 View License Details

You can check the authorization details of the License you purchased and view the number of
manageable devices and function of your platform. If the License is not activated, you can also
view the trial period.

Steps

1. Log in to the HikCentral Professional via Web Client. See Login via Web Client for details.

2. In the top right corner of Home page, click Maintenance and Management to show the drop-
down menu.

3. Click License Details in the drop-down menu to open the License Details panel.
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License Details
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Figure 7-8 License Details Page

You can view the authorization details and check the expiry date of the trial License or the
License you purchased.

4. Optional: Click - besides the Cameras(Exclude Cameras Imported from Site) to show the
number of facial recognition cameras/ANPR cameras/thermal cameras (report supported)/Open

Network Video Interface cameras and click Configuration to select the added cameras as these
types of cameras, respectively.

32



HikCentral Professional Web Client User Manual

I.--i.INote
« Configuration of Open Network Video Interface cameras is not supported.
- If you do not configure the facial recognition camera/ANPR camera/thermal camera, these

cameras' functions (facial recognition, plate recognition, and temperature report) cannot be
performed normally in the platform.

5. Optional: Click License List to check all the activated License(s) of your platform and click an
activation code to view the related authorization details.

License Details .
™
License List icense Expary Date - 200
Actieation Code Type Expiry Diate
£ I 'I II
g

Figure 7-9 License List Page
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7.8 Set SSP Expiration Prompt

SSP (Software Service Program ) refers to the platform's maintenance service, which has an expire
date and needs to be upgraded before expiration. You can set SSP expiration prompt on the
platform. After that, when the SSP is going to expire, you can receive an email reminding the
expiration every day during the configured period.

Steps

1.

w

In the top right corner of the client, select Maintenance and Management - License Details to
open the License Details panel.

. Go to the bottom of details list and click « to enter the SSP Expiration Prompt Settings panel.
. Set the Overdue Reminder switch to ON.
. Set the days when you will receive the prompt email before expiration.

L-ﬂNote
« You should enter an integer between 1 to 365.
« By default, the platform will send a prompt email 30 days before expiration.

. Click Add User to add user(s) who can receive upgrade prompt.

I.“'J Note

« You should configure the users' email addresses before adding them as recipients. The added
users can receive upgrade prompt via the bound email addresses.

« Up to 64 recipients can be added.

« Youcan click  to delete the added user(s).

. Click Add Email to add email address(es).

L-i‘Note
You can add email of both the platform user(s) and other user(s). The platform will send
expiration prompt to the added email address(es).

. Click Save.
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Chapter 8 Resource Management

HikCentral Professional supports multiple resource types, such as encoding device, access control
device, Remote Site, decoding device and Smart Wall. After adding them to the system, you can
manage them, configure required settings and perform further operations. For example, you can
add encoding devices for live view, playback, recording settings, event configuration, etc., add
access control devices for access control, time and attendance management, etc., add Remote Site
for central management of multiple systems, add Recording Server for storing the videos, add
Streaming Server for getting the video data stream from the server, and add Smart Wall for
displaying decoded video on smart wall.

8.1 Create Password for Inactive Device(s)

Because of simple default password, the devices may be accessed by the unauthorized user easily.
For more security purpose, the default password is not provided for some devices. You are
required to create the password to activate them before adding them and performing some
operations on them via the platform. Besides activating the device one by one, you can also deal
with multiple ones at the same time. The devices which are batch activated should have the same
password.

Before You Start

« Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« This function should be supported by the device. Make sure the devices you want to activate
support this function.

Perform this task when you need to activate the detected online devices. Here we take creating
password for the encoding device as an example.

Steps

1. In the top left corner of Home page, select ] > All Modules - General - Resource
Management .

2. Click Device and Server - Encoding Device on the left.

3. View the device status (shown on Security column) and select one or multiple inactive devices.

4. Click ) to open the Device Activation window.

5. Create a password in the password field, and confirm the password.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
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characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Click Save to create the password for the device.

An Operation completed. message is displayed when the password is set successfully.
7. Click == in the Operation column to change the device's IP address, subnet mask, gateway, etc.,
if needed.

I,“ 'J Note

For details, refer to Edit Online Device's Network Information .

8.2 Edit Online Device's Network Information

The online devices, which have IP addresses in the same local subnet with SYS server or Web
Client, can be detected by HikCentral Professional. For the detected online devices, you can edit
their network information as desired via HikCentral Professional remotely and conveniently. For
example, you can change the device IP address due to the changes of the network.

Before You Start
For some devices, you should activate it before editing its network information. Refer to Create
Password for Inactive Device(s) for details.

Perform this task when you need to edit the network information for the detected online devices.
Here we take creating password for the encoding device as an example.

Steps

1. In the top left corner of Home page, select ] = All Modules > General - Resource
Management .

2. Click Device and Server - Encoding Device on the left.

3. In the Online Device area, select a network type.

Server Network
The detected online devices in the same local subnet with the SYS server will be listed.
Local Network

The detected online devices in the same local subnet with the Web Client will be listed.
4. View the device status on Security column, and click [ in the Operation column of an active
device.
5. Change the required parameters, such as IP address, device port, HTTP port, subnet mask, and
gateway.

I.nd Note

The parameters may vary for different device types.
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6. Click = .
7. Enter device's password.
8. Click Save.

8.3 Manage Encoding Device

The encoding devices (e.g., camera, NVR, DVR) can be added to the system for management,
including editing and deleting the devices, remote configuration, changing online devices'
password, etc. You can also perform further operations based on the added devices, such as live
view, video recording, and event settings,

8.3.1 Add Detected Online Encoding Devices

The system can perform an automated detection for available encoding devices in the network
where the Web Client or server is located, which makes the devices' information about themselves
(e.g., IP address) recognized by the system. Based on the information, you can add the devices
quickly.

You can add one online devices at a time, or add multiple online devices in a batch.

L,JﬂNote
You should install the web control according to the instructions and then the online device
detection function is available.

Add a Detected Online Encoding Device

For the detected online encoding devices, you can add the device one by one to HikCentral
Professional by specifying its user name, password and some other parameters.

Before You Start

- Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral Professional via network.

- The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
details.

Steps

1. In the top left corner of Home page, select i = All Modules - General - Resource
Management .

2. Click Device and Server - Encoding Device on the left panel.

3. In the Online Device area, select a network type.

Server Network
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As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will be listed in the
Online Device area.
4. In the Online Device area, select Hikvision Private Protocol/ Hikvision ISUP Protocol/Open
Network Video Interface Protocol to filter the detected online devices.

I._a .iJNote

« Select Hikvision Private Protocol/Hikvision ISUP Protocol to add a Hikvision device and select
Open Network Video Interface Protocol to add a third-party device.

. To display the devices which are added to the platform via Open Network Video Interface/
ISUP protocol, you can go to ] > All Modules - General -» System Configuration -
Network - Device Access Protocol and check Access via Open Network Video Interface
Protocol/Allow ISUP Registration.

5. In the Online Device area, select the active device to be added.
6. Click Add to Device List to open the Add Online Device window.

|.~ 'J Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

7. Set the required information.
Device Address
The IP address of the device, which is shown automatically.
Device Port

The port number of the device, which is shown automatically. The default port number is
8000.

Mapped Port

This function is only available when you select Hikvision Private Protocol to filter the
detected online devices. If you want to download pictures from the device, switch on
Mapped Port and enter the picture downloading port. By default, the port number is 80.

Verify Stream Encryption Key

Switch on Verify Stream Encryption Key, and enter stream encryption key in Stream
Encryption Key on Device field. Then when starting live view or remote playback of the
device, the client will verify the key stored in SYS server for security purpose.

I.-a .iJNote
This function should be supported by the devices. Refer to the user manual of the device for
getting the key.

Device Name
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Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
8. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - * to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.
- Click Get Device's Time Zone to get the device's time zone.

9. Optional: Switch on Add Resource to Area to import the channels of the added devices to an
area.

L.FJNote

» You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

» You can create a new area by the device name or select an existing area.

« If you do not import channels to area, you cannot perform operations such as live view,
playback, event settings, etc., for the cameras.

10. Optional: Select a Streaming Server to get the video stream of the channels via the server.

I.,a.iJNote
« The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

» You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.
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11. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location for recording.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the
configured recording schedule.

Cloud Storage Server

The video files will be stored in the Cloud Storage Server according to the configured
recording schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these
pStors.

L,JﬂNote

« For adding the encoding device by domain name, the video files can only be stored in the
local storage of the device.

« Configure the Hybrid Storage Area Network, Cloud Storage Server or pStor in advance, or its

storage location cannot display in the drop-down list. You can click Add New to add a new
Hybrid Storage Area Network, Cloud Storage Server or pStor.

12. Optional: Set the quick recording schedule for added channels.
- Check Get Device's Recording Settings to get the recording schedule from the device and the
channels of the device will start recording according to the schedule.
-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type, etc. Refer to Configure Recording for Cameras on Current
Site for details.
13. Click Add.
14. Optional: Perform the following operations after adding the online device.

Remote Click & in the Operation column to set the remote configurations of
Configurations the corresponding device.

L.aﬂNote
For detailed operation steps about remote configuration, see the user
manual of the device.

40



HikCentral Professional Web Client User Manual

Change Password

Replace Device

Wake Up the
Solar Camera

What to do next
For facial recognition cameras/ANPR cameras/thermal cameras (report supported), click
Maintenance and Management - License Details & - -» Configuration , and then select the
added cameras as these three types of cameras respectively. Otherwise, these cameras' functions
(facial recognition, plate recognition, and temperature report) cannot be performed normally on
the platform.

Select the added device(s) and click Change Password to change the
password for the device(s).

Lai.'Note
+ You can only change the password for online Hikvision devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on @ :on the right of the
device name, and click Replace Device to confirm the replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click © in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

LaﬂNote
If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

Add Detected Online Encoding Devices in a Batch

For the detected online encoding devices, if they have the same user name and password, you can
batch add multiple devices to HikCentral Professional.

Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral Professional via network.
The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
details about activating devices.
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Steps

1.

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - Encoding Device on the left panel.
. In the Online Device area, select a network type.

Server Network

As the default selection, the detected online devices in the same local subnet with the SYS
server will list in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.

. In the Online Device area, select Hikvision Private Protocol/ Hikvision ISUP Protocol/Open

Network Video Interface Protocol to filter the detected online devices.

L“'J Note

« Select Hikvision Private Protocol/Hikvision ISUP Protocol to add a Hikvision device and select
Open Network Video Interface Protocol to add a third-party device.

- To display the devices which are added to the platform via Open Network Video Interface/
ISUP protocol, you can go to ] > All Modules - General - System Configuration -
Network - Device Access Protocol and check Access via Open Network Video Interface
Protocol/Allow ISUP Registration.

. In the Online Device area, select the active devices to be added.
. Click Add to Device List to open the Add Online Device dialog.

L-aﬂNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

. Optional: Switch on Mapped Port and enter the picture downloading port if you want to

download pictures from the device.

l.—a ﬂNote
This function is only available when you select Hikvision Private Protocol to filter the detected
online devices. By default, the port No. is 80.

. Optional: Switch on Verify Stream Encryption Key, and enter stream encryption key in Stream

Encryption Key on Device field.

l.u 'J Note

This function should be supported by the devices. Refer to the user manual of the device for
getting key.

When starting live view or remote playback of the camera, the client will verify the key stored in
SYS server for security purpose.
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9. Enter the same user name and password.
User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
10. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click -  to select a time zone from the drop-down list.

I.nd Note

You can click View to view the details of the current time zone.
- Click Get Device's Time Zone to get the device's time zone.
11. Optional: Switch Add Resource to Area to on to import the channels of the added devices to
an area.

L_aﬂNote

« You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

« You can create a new area by the device name or select an existing area.

- If you do not import channels to area, you cannot perform operations such as live view,
playback, event settings, etc., for the cameras.

12. Optional: Select a Streaming Server to get the video stream of the channels via the server.

l._aﬂNote
« The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.
« You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.
13. Click Add.
14. Optional: Perform the following operations after adding the online devices in a batch.
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Remote
Configurations

Change Password

Replace Device

Wake Up the
Solar Camera

What to do next

Click 2 in the Operation column to set the remote configurations of
the corresponding device.

|.~ 'LI Note

For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

L_ai,lNote
» You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & ¢ on the right of the
device name, and click Replace Device to confirm the replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click ¢t in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

La .i_INote
If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

For facial recognition camera/ANPR camera/thermal camera (report supported), click Maintenance
and Management -> License Details - - - Configuration, and then select the added cameras as
these three types of cameras respectively. Otherwise, these cameras' functions (facial recognition,
plate recognition, and temperature report) cannot be performed normally in the system.

8.3.2 Add Encoding Device by IP Address/Domain

When you know the IP address or domain name of a device, you can add it to the platform by
specifying the IP address (or domain name), user name, password, etc.
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Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral Professional via network.

Steps

1.

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - Encoding Device on the left panel.
. Click Add to enter the Add Encoding Device page.

I.-a .iJNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

. Select Hikvision Private Protocol/Open Network Video Interface Protocol as the Access

Protocol.

L-aﬂNote

« Select Hikvision Private Protocol to add a Hikvision device and select Open Network Video
Interface Protocol to add a third-party device.

 To display the devices which are added to the platform via Open Network Video Interface
protocol, you can go to ] - All Modules - General - System Configuration - Network -
Device Access Protocol and check Access via Open Network Video Interface Protocol.

. Select IP Address/Domain as the adding mode.
. Enter the required information.

Device Address
The IP address or domain name of the device.
Add via TLS Protocol

This function is for Hikvision Private Protocol only. If you want to add the device via TLS
protocol, check Add via TLS Protocol, and the SDK service port will be encrypted.

Device Port
By default, the device port No. is 8000.
Mapped Port

This function is used for downloading pictures from devices added by Hikvision Private
Protocol. Set the Mapped Port switch to on and enter the picture downloading port No. that
you have configured in the remote configuration page of the device. The default port No. is
80.

Verify Stream Encryption Key

This function is for Hikvision Private Protocol only. Switch Verify Stream Encryption Key to
on, and enter the stream encryption key in the following Stream Encryption Key on Device
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field. Then when starting live view or remote playback of the device, the client will verify the
key stored in SYS server for security purpose.

I._J.UNote
This function should be supported by the devices. For details about getting the key, refer to
the user manual of the device.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator created when activating the device or the added non-admin
users. When adding the device to HikCentral Professional using the non-admin user, your
permissions may restrict your access to certain features.

Password

The password required to access the account.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - * to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
8. Optional: Switch Add Resource to Area to on to import the channels of the added devices to an
area.

I_M'ﬂ Note

You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

You can create a new area by the device name or select an existing area.

If you do not import channels to area, you cannot perform operations such as live view,
playback, event settings, for the cameras.
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9.

Optional: If you choose to add resources to area, select a Streaming Server to get the video
stream of the channels via the server.

I.“ 'ﬂ Note

- The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

« You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.

10

11.

12

. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location for recording.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the
configured recording schedule.

Cloud Storage Server

The video files will be stored in the Cloud Storage Server according to the configured
recording schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these
pStors.

I_“ 'ﬂ Note

« For adding the encoding device by domain name, the video files can only be stored in the
local storage of the device.

« You should configure the Hybrid Storage Area Network, Cloud Storage Server or pStor in
advance, or its storage location cannot be displayed in the drop-down list. You can click Add
New to add a new Hybrid Storage Area Network, Cloud Storage Server or pStor.

Optional: Set the quick recording schedule for added channels.

- Check Get Device's Recording Settings to get the recording schedule from the device and the
channels of the device will start recording according to the schedule.

-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras on Current Site for
details.

. Finish adding the device.
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- Click Add to add the encoding device and back to the encoding device list page.
- Click Add and Continue to save the settings and continue to add other encoding devices.
13. Optional: Perform the following operation(s) after adding the devices.

Remote Click # in the Operation column to set the remote configurations of
Configurations the corresponding device.

I..~ UNote
For detailed operation steps for the remote configuration, see the
user manual of the device.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

I_,hiJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Replace Device If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & 1 on the right of the
device name, and click Replace Device to confirm the replacement.

What to do next

For facial recognition camera/ANPR camera/thermal camera (report supported), click Maintenance
and Management - License Details & - - Configuration - View , and then select the added
cameras as these three types of cameras respectively. Otherwise, these cameras' functions (facial
recognition, plate recognition, and temperature report) cannot be performed normally in the
system.

8.3.3 Add Encoding Devices by IP Segment

When multiple encoding devices to be added have the same port number, user name, password,
and have different IP addresses within a range, you can add devices by specifying the IP segment
and some other related parameters.

Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral Professional via network.

Steps
1. In the top left corner of Home page, select [ < All Modules - General - Resource
Management .
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2. Click Device and Server - Encoding Device on the left panel.
3. Click Add to enter the Add Encoding Device page.

I.-a .iJNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision Private Protocol/Open Network Video Interface Protocol as the Access
Protocol.

L-aﬂNote

« Select Hikvision Private Protocol to add a Hikvision device, while select Open Network Video
Interface Protocol to add a third-party device.

 To display devices which can be added to the platform via Open Network Video Interface
Protocol, you need to go to ] = All Modules - General - System Configuration -
Network -> Device Access Protocol and check Access via Open Network Video Interface
Protocol.

5. Select IP Segment as the adding mode.
6. Enter the required information.

Device Address
Enter the start IP address and the end IP address where the devices are located.
Add via TLS Protocol

If you want to add the device via TLS protocol, check Add via TLS Protocol, and the SDK
service port will be encrypted.

Device Port
By default, the device port No. is 8000.
Mapped Port

This function is used for downloading pictures from devices added by Hikvision Private
Protocol. Set the Mapped Port switch to on and enter the picture downloading port No. that
you have configured in the remote configuration page of the device. The default port No. is
80.

Verify Stream Encryption Key

This button is for Hikvision Private Protocol only. You can switch Verify Stream Encryption
Key to on, and enter the stream encryption key in the following Stream Encryption Key on
Device field. Then when starting live view or remote playback of the device, the client will
verify the key stored inSYS server for security purpose.

L»aﬂNote
This function should be supported by the devices. Refer to the User Manual of the device for
getting key.

User Name
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The user name for administrator created when activating the device or the added non-admin
users. When adding the device to HikCentral Professional using the non-admin user, your
permissions may restrict your access to certain features.

Password

The password required to access the device.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - ‘ to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
8. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.

L.FJNote

« You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

» You can create a new area by the device name or select an existing area.

« If you do not import resources to area, you cannot perform the live view, playback, event
settings, for the resources.

9. Optional: If you choose to add resources to area, select a Streaming Server to get the video
stream of the resources via the server.

I.“d Note

« The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

« You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.

10. Set the quick recording schedule for added resources.
- Check Get Device's Recording Settings to get the recording schedule from the device and the
resources of the device will start recording according to the schedule.
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-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras on Current Site for

details.

11. Finish adding the device.

- Click Add to add the devices of which the IP addresses are between the start IP address and
end IP address and back to the device list page.
- Click Add and Continue to save the settings and continue to add other encoding devices.
12. Optional: Perform the following operations after adding the devices.

Remote
Configurations

Change
Password

Replace Device

What to do next

Click 2 in the Operation column to set the remote configurations of
the corresponding device.

l._d .iJNote
For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

L,uﬂNote
« You can only change the password for online HIKVISION devices
currently.

. If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & 1 on the right of the
device name, and click Replace Device to confirm the replacement.

For facial recognition camera/ANPR camera/thermal camera (report supported), click Maintenance
and Management - License Details & - - Configuration - View , and then select the added
cameras as these three types of cameras respectively. Otherwise, these cameras' functions (facial
recognition, plate recognition, and temperature report) cannot be performed normally in the

system.

8.3.4 Add Encoding Devices by Port Segment

When multiple encoding devices to be added have the same IP address, user name, password, and
have different port numbers within a range, you can add devices by specifying the port segment
and some other related parameters.
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Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral Professional via network.

Steps

1.

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - Encoding Device on the left panel.
. Click Add to enter the Add Encoding Device page.

I.-a .iJNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

. Select Hikvision Private Protocol/Open Network Video Interface Protocol as the access

protocol.

L-aﬂNote

« Select Hikvision Private Protocol to add Hikvision devices and select Open Network Video
Interface Protocol to add third-party devices.

« To display devices which can be added to the platform via Open Network Video Interface
Protocol, you need to go to ] = All Modules - General - System Configuration -
Network -> Device Access Protocol and check Access via Open Network Video Interface
Protocol.

. Select Port Segment as the adding mode.
. Set the required information.

Device Address
Enter the IP address to add the devices which have the same IP address.
Add via TLS Protocol

If you want to add the device via TLS protocol, check Add via TLS Protocol, and the SDK
service port will be encrypted.

Device Port
Enter the start port number and the end port number
Mapped Port

This function is used for downloading pictures from devices added by Hikvision Private
Protocol. Set the Mapped Port switch to on and enter the picture downloading port number
that you have configured on the remote configuration page of the device. The default port
number is 80.

Verify Stream Encryption Key
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This button is for Hikvision Private Protocol only. You can switch Verify Stream Encryption
Key to on, and enter the stream encryption key in the following Stream Encryption Key on
Device field. Then when you start live view or remote playback of the device, the client will
verify the key stored in SYS server for security purpose.

L_aﬂNote
This function should be supported by the devices. Refer to the user manual of the device for
getting the key.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - * to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
. Optional: Switch on Add Resource to Area to import the channels of the added devices to an
area.

I_“'ﬂ Note

« You can import all the channels including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

» You can create a new area by the device name or select an existing area.

« If you do not import channels to area, you cannot perform live view, playback, event settings,
etc., for the channels.

. Optional: If you choose to add resources to area, select a Streaming Server to get the video
stream of the channels via the server.
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I.“ 'ﬂ Note

- The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

« You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.

10. Optional: Set the quick recording schedule for added channels.
- Check Get Device's Recording Settings to get the recording schedule from the device and the
channels of the device will start recording according to the schedule.
-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras on Current Site for

details.

11. Finish adding the device.

- Click Add to add the devices of which the port number is between the start port number and
end port number and back to the device list page.
- Click Add and Continue to save the settings and continue to add other devices.
12. Optional: Perform the following operations after adding the devices.

Remote
Configurations

Change
Password

Replace Device

What to do next

Click 2 in the Operation column to set the remote configurations of
the corresponding device.

L_aﬂNote
For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

L.a .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on @ « on the right of the
device name, and click Replace Device to confirm the replacement.

For facial recognition camera/ANPR camera/thermal camera (report supported), click Maintenance
and Management -> License Details - - - Configuration, and then select the added cameras as
these three types of cameras respectively. Otherwise, these cameras' functions (facial recognition,
plate recognition, and temperature report) cannot be performed normally in the system.

54



HikCentral Professional Web Client User Manual

8.3.5 Add Encoding Device by Hik-Connect DDNS

You can add encoding devices with dynamic IP addresses to the system by domain name solutions
of Hik-Connect. Currently, the system only supports domain name solutions function of Hik-
Connect.

Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral Professional via network.
Make sure you have enabled Hik-Connect service for devices to be added on the remote
configuration page of the device. For details, refer to the user manual of Hik-Connect.

Steps

1.

n

In the top left corner of Home page, select Ef] - All Modules - General - Resource
Management .

. Click Device and Server - Encoding Device on the left panel.
. Click Add to enter the Add Encoding Device page.

L,JﬂNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

. Select Hikvision Private Protocol as the Access Protocol.
. Select Hik-Connect DDNS as the adding mode.
. Optional: Switch on Mapped Port and enter the picture downloading port No. that you have

configured on the remote configuration page of the device. The default port No. is 80.

. Select a device source.

New Device
Add a new device to HikCentral Professional by Hik-Connect service.
Hik-Connect DDNS Device List

For users with a Hik-Connect account, you can add devices managed in your Hik-Connect
account to HikCentral Professional in a batch.

LM 'J Note

You can hover your cursor onto (i) to view details.

. Enter the required information.

Hik-Connect DDNS Server Address

Enter the address of the Hik-Connect service. By default, it's https://open.ezvizlife.com.
Serial No.

Enter the serial No. of the device.
Verification Code
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Enter the verification code of the device.
Stream Encryption Key on Device

After switching on Verify Stream Encryption Key, you should enter stream encryption key in
Stream Encryption Key on Device field. Then when starting live view or remote playback of
the camera, the client will verify the key stored in the SYS server for security purpose.

LM d Note

This function should be supported by the devices. Refer to user manual of the device.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

9. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - * to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
10. Switch on Add Resource to Area to import the channels of the added devices to an area.
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LM d Note

« You can import all the channels including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

- You can create a new area by the device name or select an existing area.

- If you do not import channels to area, you cannot perform the live view, playback, event
settings, etc., for the channels.

11. Optional: If you choose to add resources to an area, select a Streaming Server to get the video
stream of the channels via the server.

I.M 'J Note

« The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

« You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.

12. Optional: Check Get Device's Recording Settings to get the recording schedule from the device
and the channels of the device will start recording according to the schedule.

13. Finish adding the device.

- Click Add to add the encoding device and back to the encoding device list page.
- Click Add and Continue to save the settings and continue to add other encoding devices.
14. Optional: Perform the following operation(s) after adding the devices.

Remote
Configurations

Change Password

Replace Device

Wake Up the
Solar Camera

Click 2 in the Operation column to set the remote configurations of
the corresponding device.

LilNote
For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

L,i,lNote
» You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & ¢ on the right of the
device name, and click Replace Device to confirm the replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click ¢t in the
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Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

I.M '_I Note

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

What to do next

For facial recognition camera/ANPR camera/thermal camera (report supported), click Maintenance
and Management -> License Details - - - Configuration, and then select the added cameras as
these three types of cameras respectively. Otherwise, these cameras' functions (facial recognition,
plate recognition, and temperature report) cannot be performed normally in the system.

8.3.6 Add Encoding Device by Device ID

For the encoding devices supporting ISUP, you can add them by specifying a predefined device ID,
key, etc. This is a cost-effective choice when you need to manage an encoding device without fixed
IP address by HikCentral Professional.

Before You Start

« Make sure the encoding devices you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the HikCentral Professional via network.

- Before adding devices supporting Hikvision ISUP 2.6/4.0 to the system, you need to set related
configuration to allow these devices to access the system. For details, refer to Device Access
Protocol .

Steps

1. In the top left corner of Home page, select [ - All Modules -> General - Resource
Management .

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.

I_,,ﬂNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click

Configure to set the time synchronization. See Set NTP for details.
4, Select Hikvision ISUP Protocol as the Access Protocol.

LJHNote
To display devices which can be added to the platform via ISUP, you need to go to [ - All

Modules - General - System Configuration - Network -> Device Access Protocol and enable
Allow ISUP Registration.
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. Select Device ID as the adding mode.
. Enter the required parameters, including the device ID and device name.

L-aﬂNote
For devices supporting accessing the platform via ISUP 5.0, you should enter the ISUP login
password.

. Optional: Switch on Verify Stream Encryption Key if the device supports and enables stream

encryption, and enter the stream encryption key on device.

. Optional: Switch on Picture Storage and set the location for picture storage.

I.M 'J Note

You can select Local Storage, Hybrid Storage Area Network, Cloud Storage Server, pStor, or
Network Video Recorder as the storage location.

If you select Local Storage as Storage Location, you can click Configuration to configure
Storage on SYS Server for the captured pictures. For detailed information, see Configure
Storage for Imported Pictures and Files .

. Optional: Set the time zone for the device.

- Click Manually Set Time Zone, and click -  to select a time zone from the drop-down list.

L“'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
10. Optional: Switch on Add Resource to Area to import the resources of the added devices to an

11.

area.

I.,a .iJNote

» You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

« For video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

+ You can create a new area by the device name or select an existing area.

- If you do not import resources to area, you cannot perform operations such as live view,
playback, event settings, for the cameras.

Optional: If you choose to add resources to area, select a Streaming Server to get the video
stream of the resources via the server.

L-aﬂNote
« The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

« You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.
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12. Optional: Check Get Device's Recording Settings to get the recording schedule from the device
and the resources of the device will start recording according to the schedule.

13. Finish adding the device.
- Click Add to add the encoding device and back to the encoding device list page.
- Click Add and Continue to save the settings and continue to add other encoding devices.

14. Optional: Perform the following operation(s) after adding the devices.

Remote Click # in the Operation column to set the remote configurations of
Configurations the corresponding device.

I.“ ".l Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Change Password  Select the added device(s) and click Change Password to change the
password for the device(s).

L“ Ll Note

« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Replace Device If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & 1 on the right of the
device name, and click Replace Device to confirm the replacement.

Wake Up the After you add a solar camera, the network status will be displayed as

Solar Camera offline, online (Asleep), or online (Waked up). You can click © in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

I.M '.] Note

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

What to do next

For facial recognition cameras/ANPR cameras/thermal cameras (report supported), click
Maintenance and Management - License Details & - -» Configuration, and then select the
added cameras as these three types of cameras respectively. Otherwise, these cameras' functions
(facial recognition, plate recognition, and temperature report) cannot be performed normally on
the platform.
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8.3.7 Add Encoding Devices by Device ID Segment

If you need to add multiple encoding devices which have no fixed IP addresses and support ISUP
Protocol toHikCentral Professional, you can add them to HikCentral Professional at a time after
configuring device ID segment for the devices.

Before You Start

« Make sure the encoding devices you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the HikCentral Professional via network.

« Before adding devices supporting ISUP 2.6/4.0 protocol to the system, you need to set related
configuration to allow these devices to access the system. For details, refer to Device Access
Protocol .

Steps

1. In the top left corner of Home page, select E§] - All Modules -» General - Resource
Management .

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.

L,,ﬂNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision ISUP Protocol as the Access Protocol.

I,“ 'J Note

To display devices which can be added to the platform via ISUP, you need to go to ] = All
Modules - General - System Configuration - Network - Device Access Protocol and enable
Allow ISUP Registration.

5. Select Device ID Segment as the adding mode.
6. Enter the required parameters, including the start device ID and end device ID.

I.nd Note

For devices supporting accessing the platform via ISUP 5.0, you should enter the ISUP login
password.

7. Optional: Switch on Verify Stream Encryption Key if the device supports, and enter the stream
encryption key on device.
8. Optional: Switch on Picture Storage and set the location for picture storage.
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(1

- ﬂNote

You can select Local Storage, Hybrid Storage Area Network, Cloud Storage Server, pStor, or
Network Video Recorder as the storage location.

If you select Local Storage as Storage Location, you can click Configuration to configure
Storage on SYS Server for the captured pictures. For detailed information, see Configure
Storage for Imported Pictures and Files .

9. Optional: Set the time zone for the device.

Click Manually Set Time Zone, and click -  to select a time zone from the drop-down list.

I.M 'J Note

You can click View to view the details of the current time zone.
Click Get Device's Time Zone to get the device's time zone.

10. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.

I.M 'ﬂ Note

You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

For video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

You can create a new area by the device name or select an existing area.

If you do not import resources to area, you cannot perform operations such as live view,
playback, event settings, for the cameras.

11. Optional: If you choose to add resources to area, select a Streaming Server to get the video
stream of the resources via the server.

L“ 'ﬂ Note

The camera(s) related to the selected server will be displayed, you can view their information
and can click the name of a camera to edit it.

You can check Wall Display via Streaming Server to get stream via the selected streaming
server when starting live view on the smart wall.

12. Optional: Check Get Device's Recording Settings to get the recording schedule from the device
and the resources of the device will start recording according to the schedule.
13. Finish adding the device.

Click Add to add the encoding device and back to the encoding device list page.
Click Add and Continue to save the settings and continue to add other encoding devices.

14. Optional: Perform the following operation(s) after adding devices.

Remote Click 2 in the Operation column to set the remote configurations of
Configurations the corresponding device.
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Change the
Password

Replace the
Device

Wake Up the
Solar Camera

What to do next

L_ .iJNote
For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

L,_ﬂNote
+ You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & < on the right of the
device name, and click Replace Device to confirm the replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click <t in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

L,_ﬂNote
If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

For facial recognition cameras/ANPR cameras/thermal cameras (report supported), click
Maintenance and Management - License Details & - -> Configuration , and then select the
added cameras as these three types of cameras respectively. Otherwise, these cameras' functions
(facial recognition, plate recognition, and temperature report) cannot be performed normally on

the platform.

8.3.8 Add Encoding Devices in a Batch

When there are multiple devices to be added, you can edit the predefined template containing the
required device information, and import the template to HikCentral Professional to add devices in

a batch.
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Before You Start

Make sure the devices (cameras, DVR, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral Professional via network.

Perform this task when you need to add devices by importing the template which contains
information of multiple devices.

Steps

1. In the top left corner of Home page, select [ - All Modules - General - Resource
Management .

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.

L“'J Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision Private Protocol/Hikvision ISUP Protocol/ as the access protocol.

I.,a .iJNote

« Select Hikvision Private Protocol/Hikvision ISUP Protocol to add a Hikvision device and select
Open Network Video Interface Protocol to add a third-party device.

« To display devices which can be added to the platform via ISUP, you need to go to [ = All
Modules - General - System Configuration - Network - Device Access Protocol and
enable Allow ISUP Registration.

5. Select Batch Import as the adding mode.

6. Click Download Template and save the predefined template (excel file) on your PC.

7. Open the exported template file and enter the required information of the devices to be added
in the corresponding column.

8. Click = and select the edited file.

9. Optional: Switch on Picture Storage and set the location for picture storage.

L“'J Note

» You can select Local Storage, Hybrid Storage Area Network, Cloud Storage Server, pStor, or
Network Video Recorder as the storage location.

- If you select Local Storage as Storage Location, you can click Configuration to configure
Storage on SYS Server for the captured pictures. For detailed information, see Configure
Storage for Imported Pictures and Files .

10. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

LM 'ﬂ Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
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11.

12.

Finish adding devices.

- Click Add to add the devices and go back to the device list page.
- Click Add and Continue to save the settings and continue to add next batch of devices.
Optional: Perform the following operation(s) after adding devices in a batch.

Remote
Configurations

Change Password

Replace Device

Wake Up the
Solar Camera

What to do next
For facial recognition camera/ANPR camera/thermal camera (report supported), click Maintenance
and Management - License Details - - - Configuration , and then select the added cameras as
these three types of cameras respectively. Otherwise, these cameras' functions (facial recognition,
plate recognition, and temperature report) cannot be performed normally in the system.

Click 2 in the Operation column to set the remote configurations of
the corresponding device.

I.“ '_I Note

For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

L“ 'LI Note

» You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursor on & ¢ on the right of the
device name, and click Replace Device to confirm the replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click © in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

I.M '_I Note

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.
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8.3.9 Limit Bandwidth for Video Downloading

You can limit bandwidth for video downloading of specific NVRs to save video on the total
bandwidth, and thus ensuring the fluency of main features such as live view.

I.“ 'ﬂ Note

The NVR should be of V4.1.50 or later versions.

In the top left corner of Home page, select ] - All Modules - General - Resource
Management -» Device and Server - Encoding Device to enter the encoding device management
page, select encoding device(s) and click Edit Bandwidth for Video Downloading to set the
bandwidth upper-limit for video downloading of the selected device(s).

8.3.10 Set N+1 Hot Spare for NVR

You can form an N+1 hot spare system with several NVRs (Network Video Recorder). The system
consists of several host servers and a spare server. When the host server fails, the spare server
switches into operation (such as video recording, searching video for playback, etc.), and thus
increasing the video storage reliability of HikCentral Professional.

Before You Start

« At least two online NVRs should be added to form an N+1 hot spare system. For details about
adding NVR, see Manage Encoding Device .

- Make sure the NVRs you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

If the N+1 hot spare settings have already been configured on the NVR, select ] - All Modules -
General - Resource Management - Device and Server - Encoding Device - N+1 Hot Spare >
Get Hot Spare Settings from Device to upload the hot spare settings from the device to HikCentral
Professional. If the N+1 hot spare settings haven't been configured on the device, perform the
following task to set N+1 hot spare for the NVR.

Steps

LaﬂNote

« The N+1 hot spare function is only supported by NVRs and Hybrid Storage Area Networks. For
details about configuring N+1 hot spare system with Hybrid Storage Area Networks, see Set N+1
Hot Spare for Hybrid SAN .

« The spare server cannot be selected for storing videos until it switches to host server.

« The host server cannot be set as a spare server and the spare server cannot be set as a host
server.
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oV AW

. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

. Click Device and Server - Encoding Device - N+1 Hot Spare to enter the N+1 Configuration

page.

. Click Add to set N+1 hot spare.

. Select a NVR in the Spare drop-down list to set it as the spare server.
. Select the NVR(s) in the Host field to set them as the host server.

. Click Add.

I.M 'ﬂ Note

The recording schedules configured on the NVR will be deleted after setting it as the spare
Recording Server.

. Click Apply Hot Spare Settings to Device to apply the Hot Spare settings to the devices to take

effect.

. Optional: Perform the following operations after setting the hot spare.

Edit Hot Click (=7 on the Operation column, and you can edit the spare and host
Spare settings.
Delete Hot Click = on the Operation column to cancel the N+1 hot spare settings.
Spare P

I.,a .'JNote

Canceling the N+1 hot spare will cancel all the host-spare associations and
clear the recording schedule on the spare server.

8.4 Manage Access Control Device

You can add the access control devices to the system for access permission configuration, time and
attendance management, etc.

8.4.1 Add Detected Online Access Control Devices

The active online access control devices in the same local subnet with the current Web Client or
SYS server will be displayed on a list. You can add one online device one by one, or add multiple
online devices in a batch.

it

aﬂNote

You should install the web control according to the instructions and then the online device
detection function is available.
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Add a Detected Online Access Control Device

The platform automatically detects online access control devices on the same local subnet with the
client or SYS server. You can add the detected access control devices to the platform one by one if
they have different user account.

Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Follow the steps to add a detected online access control device to the platform.

Steps
1. In the top left corner of Home page, select ] > All Modules - General - Resource
Management .
2. Select Device and Server - Access Control Device on the left.
3. In the Online Device area, select a network type.
Server Network
All detected online devices on the same local subnet with the SYS server.
Local Network

All detected online devices on the same local subnet with the current Web Client.
4. Select Hikvision Private Protocol and Hikvision ISUP Protocol to filter the detected devices by
protocol types.

L,JﬂNote

Make sure you have enabled the ISUP protocol registration to allow the devices to access the
system, otherwise the online devices will not be displayed. You can go to ] - All Modules -
General - System Configuration > Network -> Device Access Protocol and switch on Allow
ISUP Registration. Before adding devices by ISUP 2.6/4.0 protocol to the system, you need to
check Allow ISUP of Earlier Version.

5. Select an active device that you want to add to the platform.
6. Click Add to Device List.

I.,a .iJNote
For devices whose device port No. is 8000 and HTTP port No. is 80, the Hikvision Private

Protocol is selected as the access protocol by default. For devices whose device port No. is 0 but
the HTTP port No. is 80, the ISAPI Protocol is selected as the access protocol.

7. Configure the basic information for the device, including access protocol, device address, device
port, device name, user name, and password.
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ACauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

l.u 'J Note

The access protocol will not show in the following situations:
+ You check more than one device in the Online Device area.
+ You check only one device in the Online Device area.
o You select Hikvision ISUP Protocol in the Online Device area.
o You select Hikvision Private Protocol in the Online Device area, and device port is O.

8. Optional: Set the time zone for the device.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

L.ﬂNote

« You can create a new area by device name or select an existing area.

« You can import all the access points or specific access point(s) to the area.

« For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

« If you do not import access points to area, you cannot perform further configurations for the
access point.

10. Optional: Check Restore Default to restore configured device parameters to default settings.

I.,a.iJNote
« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

« Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.
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11. Click Add.

12. Optional: Perform further operations on the added device(s).
Configure Click = in the Operation column to enter the corresponding device
Device configuration page to edit the time parameters, reboot the device, restore

the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

I,,u .iJNote
« You can only change the password for online HIKVISION devices
currently.

. If the devices share the same password, you can select multiple devices
to change the password together.

Restore Select the added device(s) and click Restore to restore the configured
Default device parameters excluding network parameters and account information.

I,»u .iJNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

Privacy To protect the person's private information including the person's name
Settings and profile picture, you can configure privacy settings for online access
control devices. For details, refer to Privacy Settings .

Add Detected Online Access Control Devices in a Batch

If the detected online access control devices share the same user name and password, you can add
multiple devices at a time.

Before You Start

» Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] > All Modules - General - Resource
Management .

2. Select Device and Server - Access Control Device on the left.
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3. In the Online Device area, select a network type.
Server Network
All detected online devices on the same local subnet with the SYS server.
Local Network

All detected online devices on the same local subnet with the current Web Client.
4. Select Hikvision Private Protocol and Hikvision ISUP Protocol to filter the detected devices by
protocol types.

L,JﬂNote

Make sure you have enabled the ISUP protocol registration to allow the devices to access the
system, otherwise the online devices will not be displayed. You can go to ] - All Modules -
General - System Configuration > Network -> Device Access Protocol and switch on Allow
ISUP Registration. Before adding devices by ISUP 2.6/4.0 protocol to the system, you need to
check Allow ISUP of Earlier Version.

5. Select the active devices that you want to add to the platform.
6. Click Add to Device List.

I.“'J Note

For devices whose device port No. is 8000 and HTTP port No. is 80, the Hikvision Private
Protocol is selected as the access protocol by default. For devices whose device port No. is 0 but
the HTTP port No. is 80, the ISAPI Protocol is selected as the access protocol.

7. Set parameters for the devices.

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.
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L_aﬂNote

« You can create a new area by device name or select an existing area.

« You can import all the access points or specific access point(s) to the area.

« For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

- If you do not import access points to area, you cannot perform further configurations for the
access point.

10. Optional: Check Restore Default to restore configured device parameters to default settings.

I,,.ﬂNote
« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

 Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

11. Click Add.
12. Optional: Perform further operations on the added device(s).

Configure Click = in the Operation column to enter the corresponding device

Device configuration page to edit the time parameters, reboot the device, restore
the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

L,,ﬂNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Privacy You can configure privacy settings for online access control devices. For

Settings details, refer to Privacy Settings .

Restore Select the added device(s) and click Restore to restore the configured

Default device parameters excluding network parameters and account
information.

L—aﬂNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.
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8.4.2 Add an Access Control Device by IP Address/Domain

If you know the IP address/domain of the access control device you want to add to the platform,
you can add the device by specifying its IP address, user name, password, etc.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps
1. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

2. Select Device and Server - Access Control Device on the left.
3. Click Add to enter the Add Access Control Device page.
4. Select Hikvision Private Protocol, Hikvision ISUP Protocol, or Hikvision ISAPI Protocol as the

access protocol.

5. Select IP Address/Domain as the adding mode.
6. Enter the required parameters.

|.~ .iJNote
By default, the device port number is 8000 when the access protocol is Hikvision Private

Protocol, while the device port number is 80 when the access protocol is Hikvision ISAPI
Protocol.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.

- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)
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You can select a time zone of the device. The settings will be applied to the device

automatically.

8. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

L_aﬂNote
You can create a new area by device name or select an existing area.

You can import all the access points or specific access point(s) to the area.

For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

If you do not import access points to area, you cannot perform further configurations for the

access point.

9. Finish adding the device(s).

- Click Add to add the device(s) and return to the device management page.

- Click Add and Continue to add the device(s) and continue to add other devices.
10. Perform further operations on the added device(s).

Configure
Device

Change
Password

Restore
Default

Privacy
Settings

Replace
Device

Click & in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device, restore
the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Select the added device(s) and click Change Password to change the
password for the device(s).

'._. .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account information.

I.._ .i.lNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

To protect the person's private information including the person's name
and profile picture, you can configure privacy settings for online access
control devices. For details, refer to Privacy Settings .

If the original device malfunctions, you can replace it with a new device
using the same IP address. After you replace it, move the cursoron < on
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the right of the device name, and click Replace Device to confirm the
replacement.

8.4.3 Add Access Control Devices by IP Segment

If the access control devices you want to add to the platform share the same user account, and
they are in the same IP segment, you can add them to the platform by specifying the start/end IP
address, user name, password, etc.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps
1. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

2. Select Device and Server - Access Control Device on the left.

3. Click Add to enter the Add Access Control Device page.

4. Select Hikvision Private Protocol or Hikvision ISAPI Protocol as the access protocol.
5. Select IP Segment as the adding mode.

6. Enter the required information.

I._a .iJNote
By default, the device port number is 8000 when the access protocol is Hikvision Private

Protocol, while the device port number is 80 when the access protocol is Hikvision ISAPI
Protocol.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.

- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
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- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device

automatically.

8. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

I.“ 'ﬂ Note

You can create a new area by device name or select an existing area.

You can import all the access points or specific access point(s) to the area.

For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

If you do not import access points to area, you cannot perform further configurations for the

access point.

9. Finish adding the device(s).

- Click Add to add the device(s) and return to the device management page.

- Click Add and Continue to add the device(s) and continue to add other devices.
10. Optional: Perform further operations on the added device(s).

Configure
Device

Change
Password

Restore
Default

Privacy
Settings

Click & in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device, restore
the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Select the added device(s) and click Change Password to change the
password for the device(s).

l._d .iJNote
+ You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account information.

l..a .iJNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

To protect the person's private information including the person's name
and profile picture, you can configure privacy settings for online access
control devices. For details, refer to Privacy Settings .
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Replace If the original device malfunctions, you can replace it with a new device

Device using the same IP address. After you replace it, move the cursor on @ 1on
the right of the device name, and click Replace Device to confirm the
replacement.

8.4.4 Add an Access Control Device by Device ID

For access control devices supporting ISUP 4.0 or later protocol, you can add them by specifying a
predefined device ID and key. This is a cost-effective choice when you need to manage access
control devices that do not have fixed IP addresses.

Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

- Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server - Access Control Device on the left.

. Click Add to enter the Add Access Control Device page.

4. Select Hikvision ISUP Protocol as the access protocol.

w

LaﬂNote
Make sure you have enabled the ISUP protocol registration, otherwise the protocol will not be
displayed. You can go to [} = All Modules - General - System Configuration > Network -

Device Access Protocol and switch on Allow ISUP Registration. Before adding devices by ISUP
2.6/4.0 protocol to the system, you need to check Allow ISUP of Earlier Version.

5. Select Device ID as the adding mode.
. Enter the required the information.
7. Optional: Switch on Picture Storage to set the storage location for pictures.
- Select pStor and select storage locations for the face picture library and captured pictures.

[+)}

L“'J Note

This configuration only affects the facial recognition device which supports face comparison.
The storage location of captured pictures and face picture libraries cannot be the same.

- Select Local Storage as the storage location, click Configuration to enable Local Storage and
set the storage locations for pictures and files as needed.
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10.

11.

LM d Note

If the selected access protocol is Hikvision Private Protocol, you can skip this step.

. Optional: Set the time zone for the device.

- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.

. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,

alarm outputs, and access points) to an area.

La .iJNote

« You can create a new area by device name or select an existing area.

« You can import all the access points or specific access point(s) to the area.

« For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

- If you do not import access points to area, you cannot perform further configurations for the
access point.

Finish adding the device(s).
- Click Add to add the device(s) and return to the device management page.
- Click Add and Continue to add the device(s) and continue to add other devices.

Optional: Perform further operations on the added device(s).
Configure Click # in the Operation column to enter the corresponding device
Device configuration page to edit the time parameters, reboot the device, restore

the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

L.uﬂNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Restore Select the added device(s) and click Restore to restore the configured
Default device parameters excluding network parameters and account information.
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l..a .iJNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

Privacy To protect the person's private information including the person's name

Settings and profile picture, you can configure privacy settings for online access
control devices. For details, refer to Privacy Settings .

Replace If the original device malfunctions, you can replace it with a new device

Device using the same IP address. After you replace it, move the cursor on 1 on

the right of the device name, and click Replace Device to confirm the
replacement.

8.4.5 Add Access Control Devices by Device ID Segment

If you need to add multiple access control devices which support ISUP 5.0 protocol and have no
fixed IP addresses to the platform, you can add them all at once after configuring a device ID
segment for the devices.

Before You Start

- Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select i} - All Modules - General - Resource
Management .

2. Select Device and Server - Access Control Device on the left.

. Click Add to enter the Add Access Control Device page.

4. Select Hikvision ISUP Protocol as the access protocol.

w

I._a .iJNote
Make sure you have enabled the ISUP protocol registration, otherwise the protocol will not be
displayed. You can go to ] = All Modules - General - System Configuration > Network -

Device Access Protocol and switch on Allow ISUP Registration. Before adding devices by ISUP
2.6/4.0 protocol to the system, you need to check Allow ISUP of Earlier Version.

5. Select Device ID Segment as the adding mode.
. Enter the required parameters.
7. Optional: Switch on Picture Storage to set the storage location for pictures.
- Select pStor and select storage locations for the face picture library and captured pictures.

()]
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10.

11.

|__, ﬂNote
This configuration only affects the facial recognition device which supports face comparison.
The storage location of captured pictures and face picture libraries cannot be the same.

- Select Local Storage as the storage location, click Configuration to enable Local Storage and
set the storage locations for pictures and files as needed.

LM d Note

If the selected access protocol is Hikvision Private Protocol, you can skip this step.

. Optional: Set the time zone for the device.

- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.

. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,

alarm outputs, and access points) to an area.

L-aﬂNote

« You can create a new area by device name or select an existing area.

« You can import all the access points or specific access point(s) to the area.

- For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

- If you do not import access points to area, you cannot perform further configurations for the
access point.

Finish adding the device(s).
- Click Add to add the device(s) and return to the device management page.
- Click Add and Continue to add the device(s) and continue to add other devices.

Optional: Perform further operations on the added device(s).
Configure Click # in the Operation column to enter the corresponding device
Device configuration page to edit the time parameters, reboot the device, restore

the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).
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I. .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Restore Select the added device(s) and click Restore to restore the configured
Default device parameters excluding network parameters and account information.

I. .iJNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

Privacy To protect the person's private information including the person's name
Settings and profile picture, you can configure privacy settings for online access
control devices. For details, refer to Privacy Settings .

8.4.6 Add Access Control Devices in a Batch

You can download and enter access control device information in the predefined spreadsheet to
add multiple devices at a time.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1.

w

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Select Device and Server - Access Control Device on the left.
. Click Add to enter the Add Access Control Device page.
. Select Hikvision Private Protocol, Hikvision ISUP Protocol, or Hikvision ISAPI Protocol as the

access protocol.

LaﬂNote
Make sure you have enabled the ISUP protocol registration, otherwise the protocol will not be
displayed. You can go to ] = All Modules - General - System Configuration > Network -
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Device Access Protocol and switch on Allow ISUP Registration. Before adding devices by ISUP
2.6/4.0 protocol to the system, you need to check Allow ISUP of Earlier Version.

. Select Batch Import as the adding mode.
. Click Download Template and save the predefined spreadsheet (XLSX format) to local disk.
. Open the spreadsheet and edit the required device information.
. Click = and select the edited spreadsheet.
. Optional: Switch on Picture Storage to set the storage location for pictures.
- Select pStor and select storage locations for the face picture library and captured pictures.

O 00 N O U

I.,a .iJNote
This configuration only affects the facial recognition device which supports face comparison.
The storage location of captured pictures and face picture libraries cannot be the same.

- Select Local Storage as the storage location, click Configuration to enable Local Storage and
set the storage locations for pictures and files as needed.

I.“'J Note

If the selected access protocol is Hikvision Private Protocol, you can skip this step.

10. Optional: Set the time zone for the device.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
11. Finish adding the device(s).
- Click Add to add the device(s) and return to the device management page.
- Click Add and Continue to add the device(s) and continue to add other devices.
12. Optional: Perform further operations on the added device(s).

Configure Click & in the Operation column to enter the corresponding device

Device configuration page to edit the time parameters, reboot the device, restore
the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

Li'Note
« You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.
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Privacy To protect the person's private information including the person's name

Settings and profile picture, you can configure privacy settings for online access
control devices. For details, refer to Privacy Settings .

Restore Select the added device(s) and click Restore to restore the configured

Default device parameters excluding network parameters and account information.

L_aﬂNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

Replace If the original device malfunctions, you can replace it with a new device

Device using the same IP address. After you replace it, move the cursor on & ¢ on
the right of the device name, and click Replace Device to confirm the
replacement.

8.4.7 Configure Device Parameters

You can configure parameters for the access control device, including device time, linkage settings
(linked device actions), maintenance settings, etc.

Configure Wiegand Parameters

Based on the knowledge of uploading rule for the third-party Wiegand, you can configure Wiegand
parameters to communicate between the device and the third-party card readers.

Before You Start
Make sure you have wired the third-party card readers to the access control device or elevator
control device.

Steps

I._a .iJNote
- By default, the device disables the custom Wiegand function. If you enable the custom Wiegand

function, all Wiegand ports in the device will use the customized Wiegand protocol.
« You can configure up to 5 custom Wiegand devices.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server = Access Control Device or Device and Server = Elevator Control
Device on the left.

" Click @ in the Operation column to enter the configuration page of a device.

83



HikCentral Professional Web Client User Manual

4. Switch on Custom Wiegand.
5. Configure the Wiegand parameters.

Total Length
Wiegand data length.
Parity Type
Set the valid parity for Wiegand data according to property of the third party card reader. You
can select Nothing, Odd Even Check, or XOR Parity.
If you select Odd Even Check, you can configure the following:
Odd Start, Length

If the odd parity start bit is 1 and the length is 12, then the platform will start odd parity
calculation from bit 1. It will calculate 12 bits. The result will be in bit 0 (Bit O is the first
bit).

Even Start, Length

If the even parity start bit is 12, and the length is 12, then the platform will start even
parity calculation from bit 12. It will calculate 12 bits. The result will be in the last bit.

If you select XOR Parity, you can configure the following:
XOR Parity Start Bit, Length per Group, Length for Parity

Depending on the table displayed below, the start bit is O, the length per group is 4, and
the length for parity is 40. It means that the platform will calculate from bit 0, calculate
every 4 bit, and calculate 40 bits in total (10 groups in total). The result will be in the last 4
bits (The result length is the same as the length per group).
Output Rule

Set the output rule.

Card ID Start Bit, Length, and Decimal Digit
If you use the transformation rule, these items are available. Depending on the table
displayed below, the card ID start bit is 0, the length is 32, and the decimal digit is 10. It
represents that from bit 0, there are 32 bits represent the card ID. (The length here is
calculated by bit.) And the decimal digit length is 10 bits.

Site Code Start Bit, Length, and Decimal Digit
If you use the transformation rule, these items are available. For detailed information, see
the explanation of the card ID.

OEM Start Bit, Length, and Decimal Digit
If you use the transformation rule, these items are available. For detailed information, see
the explanation of the card ID.

Manufacturer Code Start Bit, Length, and Decimal Digit

If you use the transformation rule, these items are available. Depending on the table
displayed below, the manufacturer code start bit is 32, length is 8, and decimal digit is 3. It
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represents that from bit 32, there are 8 bits are manufacturer code. (The length here is
calculated by bit.) And the decimal length is 3.

I.“ '_] Note

Take Wiegand 44 for example, the setting values in the Custom Wiegand are as follows:

Custom Wiegand Wiegand 44
Name
Total Length 44

Transformation Rule
(Decimal Digit)

byFormatRule[4]=[1][4][0][0]

Parity Type XOR Parity

Odd Parity Start Bit Length

Even Parity Start Bit Length

XOR Parity Start Bit 0 Length per Group 4 Total Length 40
Card ID Start Bit 0 Length 32 Decimal Digit 10
Site Code Start Bit Length Decimal Digit

OEM Start Bit Length Decimal Digit
Manufacturer Code 32 Length 8 Decimal Digit 3
Start Bit

Configure Device Actions for Access Event

You can set the linkage actions of an access control device or elevator control device for the
device's events, so that when a specific event occurs, the device can execute actions such as

capturing a picture, recording video footage, triggering alarm output, triggering buzzer, arming/
disarming zones, locking/unlocking access points, etc.

Steps

I.“ '_l Note

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

2. Select Device and Server - Access Control Device or Device and Server - Elevator Control

Device on the left.

" Click @ in the Operation column to enter the configuration page of a device.
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4. Click Add in the Linkage section.
5. Configure event source.
1) Select Event Linkage as the linkage type.
2) Select an event type from the Event Type drop-down list and then select a specific event.

La ﬂNote
« If you select Alarm Input Event, you need to select an alarm input.

« If you select Door Event, you need to select an access point.
- If you select Card Reader Event, you need to select a card reader.

6. Configure linkage target.
Buzzing
Buzzer on Controller
ON
Turn on the buzzer on the access controller when the specified event is triggered.
OFF
Turn off the buzzer on the access controller when the specified event is triggered.
No Linkage
Disable the linkage action.
Buzzer on Reader
ON
Turn on the buzzer on the card reader when the specified event is triggered.
OFF
Turn off the buzzer on the card reader when the specified event is triggered.
No Linkage
Disable the linkage action.
Capture/Recording
Capture

Enable the device's linked camera to capture a picture when the specified event is
triggered.

Recording

Enable the device's linked camera to record video footage when the specified event is
triggered.

Alarm Output
ON
Trigger the alarm output when the specified event is triggered.
OFF
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Stop the alarm output when the specified event is triggered.
No Linkage
Disable the linkage action.
Zone
ON
Arm the zone when the specified event is triggered.
OFF
Disarm the zone when the specified event is triggered.
No Linkage
Disable the linkage action.
Access Point
Unlock
Unlock the access point (door or barrier) when the specified event is triggered.
Lock
Lock the access point when the specified event is triggered.
Remain Unlocked
The access point will remain unlocked when the specified event is triggered.
Remain Locked
The access point will remain locked when the specified event is triggered.
No Linkage
Disable the linkage action.
Floor
Temporary Access
Grant access to the floor for a limited time when the specified event is triggered.
Access with Credential

Grant access to the floor if the user presents valid credentials when the specified event is
triggered.

Free Access

Grant access to the floor indefinitely when the specified event is triggered.
Access Forbidden

Deny access to the floor indefinitely when the specified event is triggered.
No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.
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Delete a Linkage Click 1 to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.
Edit Linkage Click «# to edit the linkage.

Configure Device Actions for Card Swiping

You can set the linkage actions of an access control device or elevator control device for card
swiping, so that when the device detects a specific card, the device can execute actions such as
capturing a picture, triggering alarm output, triggering buzzer, locking/unlocking access point, etc.
In this way, you can monitor the behaviors and whereabouts of the card holder.

Steps

I.“'ﬂ Note

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server - Access Control Device or Device and Server - Elevator Control
Device on the left.

" Click {':3'} in the Operation column to enter the configuration page of a device.
4. Click Add in the Linkage section.
5. Configure event source.
1) Select Card Linkage as the linkage type.
2) Select a card from the Card Number drop-down list.
3) Select a card reader from the Card Reader drop-down list.
6. Configure linkage target.

Buzzing
Buzzer on Controller
ON
Turn on the buzzer on the access controller when the specified event is triggered.
OFF
Turn off the buzzer on the access controller when the specified event is triggered.
No Linkage
Disable the linkage action.
Buzzer on Reader
ON

Turn on the buzzer on the card reader when the specified event is triggered.
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OFF
Turn off the buzzer on the card reader when the specified event is triggered.
No Linkage
Disable the linkage action.
Capture/Recording

Capture
Enable the device's linked camera to capture a picture when the specified event is
triggered.
Recording
Enable the device's linked camera to record video footage when the specified event is
triggered.
Alarm Output
ON
Trigger the alarm output when the specified event is triggered.
OFF
Stop the alarm output when the specified event is triggered.
No Linkage
Disable the linkage action.
Zone
ON
Arm the zone when the specified event is triggered.
OFF

Disarm the zone when the specified event is triggered.
No Linkage

Disable the linkage action.

Access Point

Unlock

Unlock the access point (door or barrier) when the specified event is triggered.
Lock

Lock the access point when the specified event is triggered.
Remain Unlocked

The access point will remain unlocked when the specified event is triggered.
Remain Locked

The access point will remain locked when the specified event is triggered.
No Linkage
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Disable the linkage action.
Floor
Temporary Access
Grant access to the floor for a limited time when the specified event is triggered.
Access with Credential

Grant access to the floor if the user presents valid credentials when the specified event is
triggered.

Free Access

Grant access to the floor indefinitely when the specified event is triggered.
Access Forbidden

Deny access to the floor indefinitely when the specified event is triggered.
No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click 1 to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.
Edit Linkage Click » to edit the linkage.

Configure Device Actions for Person ID

You can set the linkage actions of an access control device or elevator control device for person ID,
so that when the device detects the credentials of the person, it can execute actions such as
capturing a picture, triggering alarm output, triggering buzzer, locking/unlocking access point, etc.
In this way, you can monitor the behaviors and whereabouts of the person.

Steps

LM 'J Note

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server = Access Control Device or Device and Server = Elevator Control
Device on the left.

" Click @ in the Operation column to enter the configuration page of a device.
4. Click Add in the Linkage section.

5. Configure event source.

1) Select Person Linkage as the linkage type.
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2) Select a person ID from the Person drop-down list.
3) Select a card reader from the Card Reader drop-down list.
6. Configure linkage target.

Buzzing
Buzzer on Controller
ON
Turn on the buzzer on the access controller when the specified event is triggered.

OFF

Turn off the buzzer on the access controller when the specified event is triggered.
No Linkage

Disable the linkage action.

Buzzer on Reader

ON

Turn on the buzzer on the card reader when the specified event is triggered.
OFF

Turn off the buzzer on the card reader when the specified event is triggered.
No Linkage

Disable the linkage action.

Capture/Recording

Capture
Enable the device's linked camera to capture a picture when the specified event is
triggered.
Recording
Enable the device's linked camera to record video footage when the specified event is
triggered.
Alarm Output
ON
Trigger the alarm output when the specified event is triggered.
OFF
Stop the alarm output when the specified event is triggered.
No Linkage
Disable the linkage action.
Zone
ON

Arm the zone when the specified event is triggered.
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OFF
Disarm the zone when the specified event is triggered.
No Linkage
Disable the linkage action.
Access Point
Unlock
Unlock the access point (door or barrier) when the specified event is triggered.
Lock
Lock the access point when the specified event is triggered.
Remain Unlocked
The access point will remain unlocked when the specified event is triggered.
Remain Locked
The access point will remain locked when the specified event is triggered.
No Linkage
Disable the linkage action.
Floor
Temporary Access
Grant access to the floor for a limited time when the specified event is triggered.
Access with Credential

Grant access to the floor if the user presents valid credentials when the specified event is
triggered.

Free Access

Grant access to the floor indefinitely when the specified event is triggered.
Access Forbidden

Deny access to the floor indefinitely when the specified event is triggered.
No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click 1 to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.
Edit Linkage Click » to edit the linkage.
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Configure Device Actions for MAC Address

You can set access control device's linkage actions for MAC address of mobile devices, so that
when the device detects a specific MAC address, the device can execute actions such as capturing
a picture, triggering alarm output, triggering buzzer, locking/unlocking access point, etc.

Steps

LM d Note

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .
2. Select Device and Server - Access Control Device on the left.

3 Click @ in the Operation column to enter the configuration page of a device.
4. Click Add in the Linkage section.

5. Select MAC Linkage as the linkage type, and then edit the MAC address.

6. Configure linkage target.

Buzzing
Buzzer on Controller
ON
Turn on the buzzer on the access controller when the specified event is triggered.
OFF
Turn off the buzzer on the access controller when the specified event is triggered.
No Linkage
Disable the linkage action.
Buzzer on Reader
ON
Turn on the buzzer on the card reader when the specified event is triggered.
OFF
Turn off the buzzer on the card reader when the specified event is triggered.
No Linkage
Disable the linkage action.
Capture/Recording
Capture

Enable the device's linked camera to capture a picture when the specified event is
triggered.

93



HikCentral Professional Web Client User Manual

Recording
Enable the device's linked camera to record video footage when the specified event is
triggered.
Alarm Output
ON
Trigger the alarm output when the specified event is triggered.
OFF
Stop the alarm output when the specified event is triggered.
No Linkage
Disable the linkage action.
Zone
ON
Arm the zone when the specified event is triggered.
OFF

Disarm the zone when the specified event is triggered.
No Linkage
Disable the linkage action.
Access Point
Unlock
Unlock the access point (door or barrier) when the specified event is triggered.
Lock
Lock the access point when the specified event is triggered.
Remain Unlocked
The access point will remain unlocked when the specified event is triggered.
Remain Locked
The access point will remain locked when the specified event is triggered.
No Linkage
Disable the linkage action.
Floor
Temporary Access
Grant access to the floor for a limited time when the specified event is triggered.
Access with Credential

Grant access to the floor if the user presents valid credentials when the specified event is
triggered.

Free Access
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Grant access to the floor indefinitely when the specified event is triggered.
Access Forbidden

Deny access to the floor indefinitely when the specified event is triggered.
No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click  to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.
Edit Linkage Click » to edit the linkage.

Configure Card Swiping Parameters

You can configure card swiping parameters to allow authentication by entering card number on
keypad, enable NFC clone card, enable Mifare encryption, etc.

Steps

1. In the top left corner of Home page, select ] = All Modules - General - Resource
Management .

2. Select Device and Server = Access Control Device or Device and Server = Elevator Control
Device on the left.

" Click @ on the Operation column to enter the configuration page of a device.
4. In Card Swiping section, configure card swiping parameters.

I_“ 'ﬂ Note

Parameters vary with different device types and models.

Reader Communication Protocol

Select the reader communication protocol.
Input Card Number On Keypad

If it is checked, visitors can enter card number on keypad for authentication.
Enable NFC Card

If it is enabled, visitors can use cloned cards for authentication.
Mifare Encryption

If it is enabled, only the card with the same encrypted sector can be granted access.
Voice Prompt

If it is enabled, an audio prompt will be played when swiping cards.
Upload Picture after Linked Capture
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Upload the pictures captured by the linked camera(s) to the platform automatically.

I.“ 'ﬂ Note

For details about linking a camera to an access point, see Edit Door for Current Site or Edit
Elevator for Current Site .

Picture Storage

If it is checked, the captured pictures will be automatically saved to the storage location
you configured in picture storage settings for the access points.

I.M 'ﬂ Note

For details about configuring picture storage settings, see Edit Door for Current Site or Edit
Elevator for Current Site .

Picture Size

Select a picture size from the drop-down list for the captured pictures saved to the storage
location.

Picture Quality

Select a picture quality from the drop-down list for the captured pictures saved to the
storage location.

Capture Times

Select the capture times from the drop-down list for the devices to capture face pictures
for the times selected.

Configure Other Parameters

You can configure other parameters for an access control device or elevator control device and
restore or reboot the device on the device configuration page.

I.-= i'.'Note
« Device support required. Parameters vary with different device types and models.

« For more remote configurations, click Configuration at the end of the device configuration page.
For detailed instructions, refer to the user manual of the device.

Time
You can view the time zone where the device locates and set the following parameters.
Device Time
Click the Device Time field to custom time for the device.
Sync with Server Time

Synchronize the device time with the server of the platform.
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Skin-surface Temperature
Set Temperature Screening to on to enable temperature screening function.
Threshold(°C)

Set the range of normal skin-surface temperature. The detected temperature that is not in this
range is abnormal temperature. The maximum temperature must be higher than the minimum
temperature.

Open Door When Temperature is Abnormal

If enabled, the door will open when person's skin-surface temperature is abnormal. By default,
the door will not open for abnormal temperature.

Linked Thermal Camera

Enter the device IP address of the linked thermal camera for temperature screening.

l.u 'J Note

It is used for the access control devices that do not support temperature screening.

Mask Settings

Set Mask Detection to on to enable mask detection function. Once enabled, the device can detect
persons without a face mask.

Do Not Open Barrier when No Mask

If checked, the barrier will still open for persons without a mask.

RS-485

RS-485 Communication Redundancy

You can check RS-485 Communication Redundancy to enable the function if you wire the
RS-485 card to the device redundantly.

Working Mode

Select the working mode, including the card reader, door control unit, and access control host.

Turnstile Parameters
You can configure passing mode for the turnstile linked to the device.
Based on Lane Controller's DIP Mode

The device will follow the lane controller's DIP settings to control the turnstile. The settings on
the main controller will be invalid.

Based on Main Controller's Settings

The device will follow the settings of main controller to control the turnstile. The DIP settings of
the lane controller will be invalid.
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Maintenance
You can reboot a device remotely and restore it to its default settings.
Reboot
Reboot the device.
Restore Default

Restore the device to its default settings. The device needs to be activated after restoring.

Facial Recognition Mode

You can check Deep Mode to enable the function. Once enabled, all the face credentials applied to
the device will be cleared. Go to Access Control - Access Level and click * to apply the data in
the platform to the device.

More

You can click Configuration to open the remote configuration page of the device and configure
more parameters.

8.4.8 Privacy Settings

You can configure the settings for event storage, authentication, and picture uploading and
storage, and clear the pictures on the access control devices to protect the person's private
information, including name, profile picture, etc.

In the top of top left corner of Home page, select ] - All Modules - General - Resource
Management - Device and Server - Access Control Device .

Select one or more devices and click Privacy Settings.

I.“ 'ﬂ Note

Make sure the selected device is online.

Set the following parameters as needed and click Save.
Event Storage

Select the mode of event storage.

Overwrite

The events stored on the device will be overwritten automatically. For example, if a device
can store up to 200 events. When this limit is reached, the first event will be overwritten by
the newest one, and then the second will be overwritten.

Delete Old Events Regularly

Set a time period. The events stored on the device during the period will be automatically
deleted at intervals of the period.
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Delete Old Events by Specified Time

Set a specific time. The events stored on the device before the specific time will be
automatically deleted.

Authentication
Check the items to be displayed in authentication results.

You can switch on the Health Code and enter the server address of the health code. When
switched on, the health code will be available in Result Display area. The the server address of
the health code will be applied to the devices.

Picture Uploading and Storage
Check the items as needed.
Upload Recognized or Captured Pictures
If it is checked, the recognized or captured pictures will be uploaded to the system.
Save Recognized or Captured Pictures
If it is checked, the recognized or captured pictures will be saved to the devices.
Save Profile Pictures
If it is checked, the profile pictures will be saved to the devices.
Upload Event and Alarm Pictures
If it is checked, the event and alarm pictures will be uploaded to the system.
Save Event and Alarm Pictures
If it is checked, the event and alarm pictures will be saved to the devices.
Upload Thermal Pictures
If it is checked, the thermal pictures will be uploaded to the system.
Save Thermal Pictures
If it is checked, the thermal pictures will be saved to the devices.
Clear Pictures Stored on Device
Clear Face Pictures
Click Clear to clear all face pictures.
Clear Recognized or Captured Pictures

Click Clear to clear all recognized pictures or captured pictures.

8.5 Manage Elevator Control Device

You can add the elevator control device to the system to control the elevator(s), such as assign the
access authority of specified floors to person, control the elevator status on the Control Client.
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8.5.1 Add Detected Online Elevator Control Devices

The active online elevator control devices on the same local subnet with the current Web Client or
SYS server will be displayed on a list. You can add an online device at a time, or add multiple online
devices in a batch.

I.“ 'ﬂ Note

You should install the web control according to the instructions and then the online device
detection function will be available.

Add a Detected Online Elevator Control Device

The Web Client automatically searches for online elevator control devices on the same local subnet
with the client or SYS server. You can add the detected elevator control devices to the platform one
by one if the devices do not share the same user account.

Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server - Elevator Control Device on the left.

3. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.
Local Network

All detected online devices on the same local subnet with the current Web Client.
4. Select an active device that you want to add to the platform.
. Click Add to Device List to open the Add Elevator Control Device window.
6. Configure the basic information for the device, including access protocol, device address, device
port, device name, user name, and password.

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least

(9]
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three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

LM d Note

The access protocol will not show in the following situations:
« You check more than one device in the Online Device area.
« You check only one device in the Online Device area.
o You select Hikvision ISUP Protocol in the Online Device area.
o You select Hikvision Private Protocol in the Online Device area, and device port is 0.

7. Optional: Set the time zone for the device.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
8. Optional: Switch on Add Resource to Area to import resources (including alarm inputs, alarm
outputs, and floors) of elevator control device to an area.

L-aﬂNote
« You can create a new area by device name or select an existing area.
- If you do not import resources to an area, you cannot perform further operations for the

resources.
« Enter the range of floor number according to your application scenario.

9. Optional: Check Restore Default to restore configured device parameters to default settings.

I.N 'J Note

« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

 Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

10. Click Add.
11. Optional: Perform further operations on the added device(s).

Configure Click = in the Operation column to enter the corresponding device

Device configuration page to edit the time parameters, reboot the device, restore
the device, or set other parameters. See Configure Device Parameters for
detailed instructions.
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Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

I.N 'Ll Note

» You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Restore Select the added device(s) and click Restore to restore the configured
Default device parameters excluding network parameters and account information.

I.“ 'Ll Note

If you want to restore all the device parameters, you should check Restore
device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

Add Detected Online Elevator Control Devices in a Batch

If the detected online elevator control devices share the same user account, you can add multiple
devices at a time.

Before You Start

- Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

- Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

2. Select Device and Server - Elevator Control Device on the left.

3. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.
Local Network

All detected online devices on the same local subnet with the current Web Client.
4. Select the active devices that you want to add to the platform.
. Click Add to Device List to open the Add Elevator Control Device window.
6. Set parameters for the devices.

(64}
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9.

10.

11.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.

- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.

. Optional: Switch on Add Resource to Area to import resources (including alarm inputs, alarm

outputs, and floors) of elevator control device to an area.

l.u 'J Note

« You can create a new area by device name or select an existing area.

« If you do not import resources to an area, you cannot perform further operations for the
resources.

- Enter the range of floor number according to your application scenario.

Optional: Check Restore Default to restore configured device parameters to default settings.

I.,a .iJNote
« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

+ Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

Finish adding the device(s).
- Click Add to add the device(s) and return to the device management page.
- Click Add and Continue to add the device(s) and continue to add other devices.

Optional: Perform further operations on the added device(s).
Configure Click = in the Operation column to enter the corresponding device
Device configuration page to edit the time parameters, reboot the device, restore

the device, or set other parameters. See Configure Device Parameters for
detailed instructions.
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Change Select the added device(s) and click Change Password to change the
Password password for the device(s).

|.~ ',l Note

» You can only change the password for online HIKVISION devices
currently.

« If the devices share the same password, you can select multiple devices
to change the password together.

Restore Select the added device(s) and click Restore to restore the configured
Default device parameters excluding network parameters and account information.

l.“ 'Ll Note

If you want to restore all the device parameters, you should check Restore
device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

8.5.2 Add an Elevator Control Device by IP Address

If you know the IP address of the elevator control device you want to add to the platform, you can
add the device by specifying its IP address, user name, password, etc.

Before You Start

- Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

- Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server -> Elevator Control Device on the left.

3. Click Add to enter the Add Elevator Control Device page.

4. Select IP Address as the adding mode.

5. Enter the required parameters.

I,“ 'J Note

By default, the device port number is 8000.
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ACauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Set the time zone for the device.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
7. Optional: Switch on Add Resource to Area to import resources (including alarm inputs, alarm
outputs, and floors) of elevator control device to an area.

L—aﬂNote
+ You can create a new area by device name or select an existing area.
« If you do not import resources to an area, you cannot perform further operations for the

resources.
- Enter the range of floor number according to your application scenario.

8. Finish adding the device(s).

- Click Add to add the device(s) and return to the device management page.

- Click Add and Continue to add the device(s) and continue to add other devices.
9. Optional: Perform further operations on the added device(s).

Configure Click 2 in the Operation column to enter the corresponding device

Device configuration page to edit the time parameters, reboot the device, restore the
device, or set other parameters. See Configure Device Parameters for detailed
instructions.

Change Select the added device(s) and click Change Password to change the password

Password for the device(s).

LM 'J Note

« You can only change the password for online HIKVISION devices currently.
. If the devices share the same password, you can select multiple devices to
change the password together.
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Restore Select the added device(s) and click Restore to restore the configured device
Default parameters excluding network parameters and account information.

I.N 'J Note

If you want to restore all the device parameters, you should check Restore
device parameters excluding network parameters and account information,
such as user name and password. in the pop-up window.

8.5.3 Add Elevator Control Devices by IP Segment

If the elevator control devices you want to add to the platform share the same user account, and
they are in the same IP segment, you can add them to the platform by specifying the start/end IP
address, user name, and password.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps
1. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

2. Select Device and Server -» Elevator Control Device on the left.
3. Click Add to enter the Add Elevator Control Device page.

4. Select IP Segment as the adding mode.

5. Enter the required parameters.

I_“'J Note

By default, the device port number is 8000.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Set the time zone for the device.
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- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
7. Optional: Switch on Add Resource to Area to import resources (including alarm inputs, alarm
outputs, and floors) of elevator control device to an area.

LM d Note

« You can create a new area by device name or select an existing area.

- If you do not import resources to an area, you cannot perform further operations for the
resources.

- Enter the range of floor number according to your application scenario.

8. Finish adding the device(s).

- Click Add to add the device(s) and return to the device management page.

- Click Add and Continue to add the device(s) and continue to add other devices.
9. Optional: Perform further operations on the added device(s).

Configure Click # in the Operation column to enter the corresponding device

Device configuration page to edit the time parameters, reboot the device, restore the
device, or set other parameters. See Configure Device Parameters for detailed
instructions.

Change Select the added device(s) and click Change Password to change the password

Password for the device(s).

L“ 'ﬂ Note

+ You can only change the password for online HIKVISION devices currently.
« If the devices share the same password, you can select multiple devices to
change the password together.

Restore Select the added device(s) and click Restore to restore the configured device
Default parameters excluding network parameters and account information.

L_aﬂNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account information,
such as user name and password. in the pop-up window.
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8.5.4 Add Elevator Control Devices in a Batch

You can download and enter elevator control device information in the predefined spreadsheet to
add multiple devices at a time.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1.

O NGO UV BA_WN

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Select Device and Server -» Elevator Control Device on the left.

. Click Add to enter the Add Elevator Control Device page.

. Select Batch Import as the adding mode.

. Click Download Template and save the predefined spreadsheet (XSLX file) to the local disk.
. Open the spreadsheet and edit the required device information.

. Click 7 and select the edited spreadsheet.

. Optional: Set the time zone for the device.

- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.

. Finish adding the device(s).

- Click Add to add the device(s) and return to the device management page.
- Click Add and Continue to add the device(s) and continue to add other devices.

10. Optional: Perform further operations on the added device(s).

Configure Click = in the Operation column to enter the corresponding device

Device configuration page to edit the time parameters, reboot the device, restore
the device, or set other parameters. See Configure Device Parameters for
detailed instructions.

Change Select the added device(s) and click Change Password to change the
Password password for the device(s).
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I._a .i_lNote
« You can only change the password for online HIKVISION devices
currently.

- If the devices share the same password, you can select multiple devices
to change the password together.

Restore Select the added device(s) and click Restore to restore the configured
Default device parameters excluding network parameters and account information.

I._a .i_lNote
If you want to restore all the device parameters, you should check Restore

device parameters excluding network parameters and account
information, such as user name and password. in the pop-up window.

8.6 Manage Video Intercom Device

You can add video intercom devices (indoor station, door station, outer door station, and main
station) to the system for management, including editing and deleting the devices, remote
configuration, changing online devices' password, etc. You can also perform further operations
such as video intercom, unlocking door remotely, etc. based on the added devices.

« Indoor Station: The indoor station is an intelligent terminal which can provide two-way audio,
network transmission, data storage, remote unlocking, etc. It is mainly applied in the
community.

- Door Station: The door station can send call to indoor station (residents) and main station. It is
mainly applied in the community and office buildings.

- Outer Door Station: The outer door station can send call to indoor station (residents) and main
station. It is mainly applied in the community and office buildings.

- Main Station: The main station is an intelligent terminal, which can be used to unlock door
remotely, send call to residents and respond to residents' call. It is mainly applied in large
community.

8.6.1 Add a Detected Online Video Intercom Device

The online video intercom devices on the same local subnet with the current Web Client or SYS
server can be displayed in the list, and you can add the detected indoor station to the system one
by one.
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Before You Start

« Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
detailed operation about activating devices.

Steps
1. In the top left corner of Home page, select E§] » All Modules -» General - Resource
Management .

2. Click Device and Server - Video Intercom Device on the left.
3. In the Online Device area, select a network type.
Server Network
As the default selection, the detected online devices on the same local subnet with the SYS
server will be listed in the Online Device area.
Local Network

The detected online devices on the same local subnet with the current Web Client will be
listed in the Online Device area.

4. In the Online Device area, select the active device to be added.

5. Click 12 in the Online Device area to enter the Add Video Intercom Device page.
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Figure 8-1 Add Video Intercom Device Page
6. Enter the required information.
Device Address
The IP address of the device, which is shown automatically.
Device Port
The port No. of the device, which is shown automatically. The default port No. is 8000.
Device Name
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Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

Password

The password required to access the account.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
7. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - ‘ to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.
- Click Get Device's Time Zone to get the device's time zone.
8. Optional: Switch Add Resource to Area to on to import the resources of the added devices to an
area.

L.ﬂNote
« You can import all the alarm inputs or the specified alarm input to the corresponding area.
» You can create a new area by the device name or select an existing area.

« If you do not import resources to area, you cannot perform further operations for the alarm
inputs.

9. Optional: Check Restore Default to restore configured device parameters to default settings.

I.,a.iJNote
« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.
« Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.
10. Click Add.
11. Perform the following operation(s) after adding the online device.

Remote Click 72 to set the remote configurations of the corresponding device.
Configurations For details, refer to Configure Device Parameters .

Change Password  Select the added device(s) and click . to change the password for
the device(s).
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l..a .i.|Note
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Restore Default Select the added device(s), and click = to restore the configured
device parameters.

l..aﬂNote
If you want to restore the device parameters configured on the
system, you can check Restore device network parameters and

account information, such as user name and password. in the pop-
up window.

Filter Device Click All Devices at the upper-left corner on the Device List page, and
then select a desired group to filter the devices.

8.6.2 Add a Video Intercom Device by IP Address

When you know the IP address of a video intercom device, you can add it to the system by
specifying the IP address, user name, password, etc. for management and further video intercom
applications.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select [ < All Modules - General - Resource
Management .

2. Click Device and Server - Video Intercom Device on the left.

3. Click Add to enter Add Video Intercom Device page.

4. Select IP Address as the adding mode.
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Figure 8-2 Add Video Intercom Device Page
5. Enter the required information.
Device Address
The IP address of the device.
Device Port
By default, the device port No. is 8000.
Device Name
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Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

Password

The password required to access the account.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
6. Optional: Set the time zone for the device.
- Click Manually Set Time Zone, and click - ‘ to select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the current time zone.
- Click Get Device's Time Zone to get the device's time zone.

7. Optional: Switch Add Resource to Area to on to import the resources of the added devices to an
area.

L.ﬂNote
« You can import all the alarm inputs or the specified alarm input to the corresponding area.
» You can create a new area by the device name or select an existing area.

« If you do not import resources to area, you cannot perform further operations for the alarm
inputs.

8. Optional: Check Restore Default so that all the parameters of the device configured on the
system will be restored to default settings.

9. Finish adding the device.
- Click Add to add the device and back to the video intercom device list page.
- Click Add and Continue to save the settings and continue to add the next device.

10. Perform the following operation(s) after adding the devices.

Remote Click = to set the remote configurations of the corresponding device.
Configurations For details, refer to Configure Device Parameters .

Change Password Select the added device(s) and click ;= to change the password for
the device(s).
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I._JUNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Filter Device Click All Devices at the upper-left corner on the Device List page, and
then select a desired group to filter the devices.

8.6.3 Add Video Intercom Devices in a Batch

You can add video intercom devices in a batch to the system by entering the device information to
the predefined template and importing the template to the system.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server -» Video Intercom Device on the left.

3. Click Add to enter Add Video Intercom Device page.

4. Click Batch Import as the adding mode.

5. Click Download Template to save the predefined template (Excel file) on your PC.

6. Open the exported template file and enter the required information of the devices to be added.

7. Click = and select the template file.

8. Optional: Set the time zone for the device.

- Click Manually Set Time Zone, and click - ‘ to select a time zone from the drop-down list.

L“ 'ﬂ Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
9. Finish adding the devices.
- Click Add to add the video intercom devices in a batch, and back to the video intercom device
list page.
- Click Add and Continue to save the settings and continue to add other video intercom
devices.
10. Perform the following operation(s) after adding the devices.

Remote Click = to set the remote configurations of the corresponding device.
Configurations
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l..a .i.|Note
For detailed operation steps for the remote configuration, see the
user manual of the device.

Change Password  Select the added device(s) and click .=* to change the password for
the device(s).

L, .iJNote
+ You can only change the password for online HIKVISION devices
currently.

. If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Filter Device Click All Devices at the upper-left corner on the Device List page, and
then select a desired group to filter the devices.

8.7 Manage Visitor Terminals

The visitor terminals can be added to the system for management, including editing and deleting
the devices, remote configuration, etc. The platform supports multiple ways for adding visitor
terminals. You can select one of them according to your need.

8.7.1 Add Detected Online Visitor Terminals

The system can perform an automated detection for available visitor terminals in the network
where the Web Client or server is located, which makes the devices' information about themselves
(e.g., IP address) recognized by the system. Based on the information, you can add the devices
quickly.

You can add one online devices at a time, or add multiple online devices in a batch.

Add a Detected Online Visitor Terminal

For the detected online visitor terminals, you can add the device one by one to HikCentral
Professional by specifying its user name, password and some other parameters.

Before You Start

- Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
details about activating devices.
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Steps
1. In the top left corner of Home page, select i - All Modules - General - Resource
Management .

2. Click Visitor Terminal on the left.
3. In the Online Device area, select a network type.

Server Network

As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network
The detected online devices in the same local subnet with the Web Client will be listed in the
Online Device area.
4. In the Online Device area, select the active device to be added.
. Click Add to Device List to open the Add Online Device window.
6. Set the required information.

(93}

Device Address

The IP address of the device, which is shown automatically.
Device Port

The port number of the device, which is shown automatically. The default port number is 80.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

ACaution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.

Get Device's Time Zone
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The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.
8. Optional: Check Restore Default to restore configured device parameters to default settings.

I.“ 'ﬂ Note

« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

« Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

9. Click Add to finish adding the device.
10. Optional: Perform the following operations after adding the online device.

Remote Click = to set the remote configurations of the corresponding
Configurations device.

LM '_] Note

For detailed operation steps about remote configuration, see the
user manual of the device.

Refresh Device Select the added device and click i to refresh information of the
Information device.

Add Detected Online Visitor Terminals in a Batch

For the detected online encoding devices, if they have the same user name and password, you can
batch add multiple devices to HikCentral Professional.

Before You Start

« Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
details about activating devices.

Steps
1. In the top left corner of Home page, select [ - All Modules - General - Resource
Management .

2. Click Device and Server = Visitor Terminal on the left.
3. In the Online Device area, select a network type.

Server Network
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(9]

9.

As the default selection, the detected online devices in the same local subnet with the SYS
server will list in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.

. In the Online Device area, check the active devices to be added.
. Click Add to Device List to open the Add Online Device dialog.
. Enter the same user name and password.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password
The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.

. Optional: Check Restore Default to restore configured device parameters to default settings.

L“'J Note

« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

« Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

Click Add.

10. Optional: Perform the following operations after adding the online devices in a batch.
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Remote Click = to set the remote configurations of the corresponding
Configurations device.

I.N '.l Note

For detailed operation steps about remote configuration, see the
user manual of the device.

Refresh Device Select the added device and click i to refresh information of the
Information device.

8.7.2 Add Visitor Terminal by IP Address

When you know the IP address or domain name of a device, you can add it to the platform by
specifying the IP address (or domain name), user name, password, etc.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1.

v A WN

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - Visitor Terminal on the left.
. Click Add to enter the Add Visitor Terminal page.

. Select IP Address as the adding mode.

. Enter the required information.

Device Address

The IP address of the device.
Device Port

By default, the device port No. is 80.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
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at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.
7. Optional: Check Restore Default to restore configured device parameters to default settings.

LM 'J Note

« Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

« Itis recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

8. Finish adding the device.

- Click Add to add the encoding device and back to the encoding device list page.

- Click Add and Continue to save the settings and continue to add other encoding devices.
9. Optional: Perform the following operation(s) after adding the devices.

Remote Click & to set the remote configurations of the corresponding device.
Configurations _
l._d .'JNote

For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click 7 to refresh information of the
Information device.

8.7.3 Add Visitor Terminals by IP Segment

When multiple visitor terminals to be added have the same port number, user name, password,
and have different IP addresses within a range, you can add devices by specifying the IP segment
and some other related parameters.
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Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Visitor Terminal on the left.
3. Click Add to enter the Add Visitor Terminal page.

4. Select IP Segment as the adding mode.

5. Enter the required information.

Device Address

Enter the start IP address and the end IP address where the devices are located.
Device Port

By default, the device port No. is 80.
User Name

The user name for administrator created when activating the device or the added non-admin
users. When adding the device to HikCentral Professional using the non-admin user, your
permissions may restrict your access to certain features.

Password

The password required to access the device.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.
Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.

7. Finish adding the device.

123



HikCentral Professional Web Client User Manual

- Click Add to add the devices of which the IP addresses are between the start IP address and
end IP address and back to the device list page.
- Click Add and Continue to save the settings and continue to add other encoding devices.
8. Optional: Perform the following operations after adding the devices.

Remote Click & to set the remote configurations of the corresponding device.
Configurations _
‘._d .'JNote

For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click 7 to refresh information of the
Information device.

8.7.4 Add Visitor Terminals in a Batch

When there are multiple devices to be added, you can edit the predefined template containing the
required device information, and import the template to HikCentral Professional to add devices in
a batch.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Perform this task when you need to add devices by importing the template which contains
information of multiple devices.

Steps

1. In the top left corner of Home page, select i - All Modules - General - Resource
Management .

2. Click Device and Server - Visitor Terminal on the left.

3. Click Add to enter the Add Visitor Terminal page.

4. Select Batch Import as the adding mode.

5. Click Download Template and save the predefined template (excel file) on your PC.

6. Open the exported template file and enter the required information of the devices to be added

on the corresponding column.
. Click 7= and select the edited file.
8. Optional: Set the time zone for the device.

N

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

124



HikCentral Professional Web Client User Manual

You can manually select a time zone of the device. The settings will be applied to the device
automatically.
9. Finish adding devices.
- Click Add to add the devices and go back to the device list page.
- Click Add and Continue to save the settings and continue to add next batch of devices.
10. Optional: Perform the following operation(s) after adding devices in a batch.

Remote Click = to set the remote configurations of the corresponding
Configurations device.

La .i_]Note
For detailed operation steps about remote configuration, see the
user manual of the device.

Refresh Device Select the added device and click 7 to refresh information of the
Information device.

8.8 Manage Mobile Devices

Mobile devices are used for driving monitoring. They support live view, playback, remote
configuration, alarm notification, GPS data collection, GPS positioning, etc. With mobile devices,
you can not only get the GPS information of driving vehicles, but also set fence rules and deviation
rules to regulate vehicles' movements (the platform will generate an event if any rule is violated).
On the Web Client, you can manage mobile devices, including adding, editing, deleting, and
remotely configuring them.

8.8.1 Add Detected Online Mobile Devices

The active online mobile devices on the same local subnet with the Web Client or SYS server will be
displayed on the list. You can add online devices one by one or add multiple online devices in a
batch.

LM 'J Note

You should follow the instructions to install the web control properly and then the online device
detection function will be available.

Add a Detected Online Mobile Device

The Web Client automatically searches for online mobile devices on the same local subnet with it
or the SYS server. You can add detected online mobile devices to the platform one by one if they do
not share the same user account.
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Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of the Client, select [§J] - All Modules -> General -> Resource
Management .

2. Select Device and Server - Mobile Device on the left.

3. Select a detected online mobile device from the Online Device list.

4. Click Add to Device List to enter the Add Mobile Device page.

Figure 8-3 Add a Detected Online Mobile Device

5. Set basic information.
1) Enter the ISUP login password and name of the mobile device.

ACaution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including at
least three kinds of following categories: upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your product. And we recommend you
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change your password regularly, especially in the high security system, changing the password
monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

2) Optional: Switch on Device Wi-Fi Info and enter the address and port of the mobile device as
well as the user name and password of the Wi-Fi.

Once a vehicle reaches its destination and the mobile device successfully connects to the Wi-
Fi there, the video recorded during the journey will be copied back to the platform.

3) Optional: Switch on Verify Stream Encryption Key and enter the stream encryption key set on
the mobile device.

I_,,ﬂNote
The precondition is that the mobile device supports stream encryption and this feature has
been enabled for it.

When starting live view or remote playback of the cameras related to the mobile device, the
Client will verify the key stored in the SYS server for security purpose.
6. Set vehicle information.
1) Enter the license plate number of the vehicle the mobile device is related to.
2) Add the vehicle to an existing area or click Add New to add it to a newly-created area.
7. Optional: Set picture storage.
1) Switch on Picture Storage.
2) Select a storage location.

L;ﬂNote
« If you select Local Storage, you need to click Configuration to configure picture storage on
the SYS server.

« If you select Hybrid Storage Area Network, Cluster Storage, pStor, or Network Video
Recorder, you need to select a storage medium from the drop-down list.

8. Set device's time zone.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone

You can select a time zone and the settings will be applied to the device automatically.
9. Set resource information.
1) Select a Streaming Server.
2) Optional: Check Wall Display via Streaming Server.
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I._a .iJNote
If the encoding device is not on the same network with cameras, it will get the stream for live
view and playback via the Streaming Server, if they are on the same network, the encoding
device can get stream directly from cameras.
3) Optional: Check Get Device's Recording Settings to get cameras' recording settings configured

on the mobile device.

10. Click Add.

11. Optional: Perform the following operations after adding the mobile device.

Edit Mobile Device On the device list, click the name of a mobile device to edit it.
Configure Mobile On the device list, click &2 in the Operation column to configure a
Device Remotely mobile device remotely.

Reset Device's Time On the device list, select one or multiple mobile devices and click
Zone Time Zone to edit their time zones.

Delete Mobile Device Select one or multiple devices and click Delete to delete them.

Search for Mobile Enter key words in the search box and click = to search for
Device specified mobile device.

Add Detected Online Mobile Devices in a Batch

The Web Client automatically searches for online mobile devices on the same local subnet with it
or the SYS server. You can batch add multiple detected online mobile devices to the platform if
they share the same user account.

Before You Start

- Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

- Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of the Client, select ] - All Modules - General - Resource
Management .

2. Select Device and Server - Mobile Device on the left.

3. Select some detected online mobile devices from the Online Device list.

4. Click Add to Device List to enter the Add Mobile Device page.
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Figure 8-4 Batch Add Detected Online Mobile Devices
5. Set basic information.
1) Enter the ISUP login password of the mobile devices.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including at
least three kinds of following categories: upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your product. And we recommend you
change your password regularly, especially in the high security system, changing the password
monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

2) Optional: Switch on Device Wi-Fi Info and enter the address and port of the mobile devices as
well as the user name and password of the Wi-Fi.

Once a vehicle reaches its destination and the mobile device successfully connects to the Wi-
Fi there, the video recorded during the journey will be copied back to the platform.

3) Optional: Switch on Verify Stream Encryption Key and enter the stream encryption key set on
the mobile devices.
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L_aﬂNote
The precondition is that the mobile devices supports stream encryption and this feature has
been enabled for them.

When starting live view or remote playback of the cameras related to the mobile devices, the
Client will verify the key stored in the SYS server for security purpose.

. Optional: Set picture storage.

1) Switch on Picture Storage.

2) Select a storage location.

La .iJNote
- If you select Local Storage, you need to click Configuration to configure picture storage on
the SYS server.

- If you select Hybrid Storage Area Network, Cluster Storage, pStor, or Network Video
Recorder, you need to select a storage medium from the drop-down list.

. Set devices' time zone.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone

You can select a time zone and the settings will be applied to the device automatically.
. Set resource information.

1) Select a Streaming Server.

2) Optional: Check Wall Display via Streaming Server.

I_,,ﬂNote

If the encoding device is not on the same network with cameras, it will get the stream for live
view and playback via the Streaming Server, if they are on the same network, the encoding
device can get stream directly from cameras.

3) Optional: Check Get Device's Recording Settings to get cameras' recording settings configured
on the mobile device.

9. Click Add.

10. Optional: Perform the following operations after adding these mobile devices.
Delete Mobile Select one or multiple devices and click Delete to delete them.
Device
Search for Mobile Enter key words in the search box and click = to search for
Device specified mobile device.
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8.8.2 Add a Mobile Device by Device ID

If a mobile device supports the ISUP protocol, you can add it to the platform by its device ID. This
way is cost-effective when you need to manage a mobile device in the public network without a
fixed IP address.

Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of the Client, select [ - All Modules -> General -> Resource
Management .

2. Select Device and Server -» Mobile Device on the left.

3. ClickAdd to enter the Add Mobile Device page.

| s i Gt |
Figure 8-5 Add Mobile Device

4. Set basic information.
1) Select Device ID as the adding mode.
2) Enter the ID, ISUP login password, and name of the mobile device.
3) Optional: Switch on Device Wi-Fi Info and enter the address and port of the mobile device as
well as the user name and password of the Wi-Fi.
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Once a vehicle reaches its destination and the mobile device successfully connects to the Wi-
Fi there, the video recorded during the journey will be copied back to the platform.

4) Optional: Switch on Verify Stream Encryption Key and enter the stream encryption key set on
the mobile device.

L_aﬂNote
The precondition is that the mobile device supports stream encryption and this feature has
been enabled for it.

When starting live view or remote playback of the cameras related to the mobile device, the
Client will verify the key stored in the SYS server for security purpose.
5. Set vehicle information.
1) Enter the license plate number of the vehicle the mobile device is related to.
2) Add the vehicle to an existing area or click Add New to add it to a newly-created area.
6. Optional: Set picture storage.
1) Switch on Picture Storage.
2) Select a storage location.

La .iJNote
- If you select Local Storage, you need to click Configuration to configure picture storage on
the SYS server.

- If you select Hybrid Storage Area Network, Cluster Storage, pStor, or Network Video
Recorder, you need to select a storage medium from the drop-down list.

7. Set device's time zone.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone

You can select a time zone and the settings will be applied to the device automatically.
8. Set resource information.
1) Select a Streaming Server.
2) Optional: Check Wall Display via Streaming Server.

I_,,ﬂNote
If the encoding device is not on the same network with cameras, it will get the stream for live
view and playback via the Streaming Server, if they are on the same network, the encoding
device can get stream directly from cameras.
3) Optional: Check Get Device's Recording Settings to get cameras' recording settings configured

on the mobile device.

9. Click Add to finish or click Add and Continue to add another mobile device.

10. Optional: Perform the following operations after adding the mobile device.

Edit Mobile Device On the device list, click the name of a mobile device to edit it.
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Configure Mobile On the device list, click 2 in the Operation column to configure a
Device Remotely mobile device remotely.

Reset Device's Time On the device list, select one or multiple mobile devices and click
Zone Time Zone to edit their time zones.

Delete Mobile Device Select one or multiple devices and click Delete to delete them.

Search for Mobile Enter key words in the search box and click © to search for
Device specified mobile device(s).

8.8.3 Add Mobile Devices by Device ID Segment

You can add mobile device(s) to the platform by device ID segment, and perform further
operations, such as editing device settings, configuring devices remotely, deleting devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Mobile Device on the left.

3. Click Add to enter the Add Mobile Device page.
4. Select Device ID Segment as the adding mode.

Add BMabile Device

EH T
Figure 8-6 Add Mobile Device by Device ID Segment

5. Configure the basic information of the device(s).
1) Enter the start device ID and end device ID.
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I.“ 'ﬂ Note

« If the start ID and end ID are the same, only one device will be added.

« If the start ID is smaller than the end ID, multiple devices will be added with their IDs
arranged in ascending order. For example, if you set the start ID and end ID to 1 and 3
respectively, then devices named 1, 2, and 3 will be added.

2) Optional: Enter the ISUP login password.
6. Configure picture storage for the device(s).
1) Switch on Picture Storage.
2) Select a storage server type and a storage server from the drop-down list as the storage
location.
7. Configure the time zone of the device(s).
1) Select a time zone from the drop-down list.

L, ﬂNote
You can click View to see the Daylight Saving Time (DST) of the time zone if DST is observed by
it.
2) Check Apply to Device.
8. Configure the resource information.
1) Switch on Add Resource to Area.
2) Select Create Area by Device Name or Existing Area.

Create Area by Device Name

The name of the to-be-created area is the same with that of the device you add.

I.“ d Note

When an added device is online, it will trigger the platform to create an area named after
it, and add its related resource(s) to the area.

Existing Area

The device's logical resource(s) will be added to an existing area.

L= ﬂNote
If there is no area added, you need to click Add New Area to add the device's related
resource(s) to the area.
3) Select a streaming server from the drop-down list.
4) Check Wall Display via Streaming Server to use the Streaming Server to play videos on the
smart wall.

I.M 'L| Note

This parameter is configurable only when you select a Streaming Server in the former substep.
5) Optional: Check Get Device's Recording Settings to get camera's recording settings configured
on the device.
9. Click Add to finish, or click Add and Continue to add other device(s).
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10. Optional: Perform the following operation(s) if needed.

Edit Device Click the name of a device in the Device Name column to edit its

Settings settings.

Delete Device In the device list, check one or multiple devices, and click Delete to
delete the device(s).

Configure « Option 1: Click # in the Operation column to configure the device

Device remotely.

Remotely « Option 2: Click the name of a device to enter its settings page, and

then click Configuration on Device in the upper-right corner to
configure the device remotely.

'.“ 'J Note

To support remote configuration, the device must be configured with an

IP address.
Edit Device's In the device list, check a device, and click Time Zone to edit its time
Time Zone zone settings. You can also check multiple devices and configure the

same time zone for them.

8.8.4 Add Mobile Devices in a Batch

You can fill in required information of to-be-added mobile devices in an Excel file and upload it
onto the platform to batch add them for management.

Before You Start

- Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

- Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of the Client, select ] - All Modules -> General -> Resource
Management .

2. Select Device and Server > Mobile Device on the left.

3. Click Add to enter the Add Mobile Device page.
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Figure 8-7 Batch Add Mobile Devices

. Set basic information.

1) Select Batch Import as the adding mode.

2) Click Download Template to save the template file to your PC and fill in required information.
3) Click i= to select the file and upload it to the platform.

. Optional: Set picture storage.

1) Switch on Picture Storage.

2) Select a storage location.

I.-a i'.'Note
- If you select Local Storage, you need to click Configuration to configure picture storage on
the SYS server.

« If you select Hybrid Storage Area Network, Cluster Storage, pStor, or Network Video
Recorder, you need to select a storage medium from the drop-down list.

. Set devices' time zone.
- Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
- Manually Set Time Zone

You can select a time zone and the settings will be applied to the device automatically.
. Click Add to finish or click Add and Continue to add another batch of mobile devices.
. Optional: Perform the following operations after adding these mobile devices.

Edit Mobile Device On the device list, click the name of a mobile device to edit it.
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Configure Mobile On the device list, click 2% in the Operation column to configure a
Device Remotely mobile device remotely.

Reset Device's Time On the device list, select one or multiple mobile devices and click
Zone Time Zone to edit their time zones.

Delete Mobile Device  Select one or multiple devices and click Delete to delete them.

Search for Mobile Enter key words in the search box and click = to search for specified
Device mobile device(s).

8.9 Add a Query Terminal

A query terminal is installed with the Self-Service Vehicle Finding Client and is mounted in a
parking lot for vehicle owners to locate and find their vehicles. On the Web Client, you can add a
guery terminal by its device ID and further manage it such as editing its information and removing
it from the platform.

Before You Start

» Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of the Client, select ] = All Modules -> General -> Resource
Management .

2. Select Device and Server - Query Terminal on the left.

3. Click Add to enter the Add Query Terminal page.
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Figure 8-8 Add Query Terminal

4. Create a name for the query terminal.

5. Enter the device ID of the query terminal.

6. Click Add to finish or click Add and Continue to add another query terminal.
7. Optional: Perform the following operations.

Edit Query Terminal On the device list, click the name of a query terminal to edit it.
Delete Query Select one or multiple query terminals and click Delete to delete
Terminal them.

Search for Query Enter key words in the search box and click = to search for specified
Terminal qguery terminal.

8.10 Add an Entrance/Exit Station

An entrance/exit station is used for managing the entrance or exit of a parking lot, especially that
of an unattended parking lot. After a vehicle gets a ticket or card from an entrance/exit station, the
station will control the barrier gate to open and let the vehicle enter; after the vehicle returns the
ticket or card, the station will allow the vehicle to exit. Besides, if an entrance/exit station assigns
cards instead of tickets, its guidance screen is configurable, which means you can configure the
information displayed on it.

Steps

1. In the top left corner of the Client, select ] > All Modules - General - Resource
Management .

2. Click Device and Sever - Entrance/Exit Station on the left.

3. Click Add to enter the Add Entrance/Exit Station page.
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N T
Figure 8-9 Add Entrance/Exit Page

. In the Basic Information area, enter the IP address, port No., name, user name, and password of
the entrance/exit station.

. Optional: Add the entrance/exit station's related resource(s) to an area.

1) In the Resource Information area, switch on Add Resource to Area.

2) Select All Resources or Specified Camera.

I.M 'J Note

If you select All Resources, all the resources related to the entrance/exit station will be added
to an area; if you select Specified Camera, you need to select camera(s) to add.
3) Select Create Area by Device Name or Existing Area.

I._- ﬂNote
If you select Create Area by Device Name, an area named after the entrance/exit station will
be created, and the resource(s) will be added to the area; if you select Existing Area, you need

to select an area to add the resource(s) to.
4) Select None or a Streaming Server to get the stream for live view and playback.

l.u 'J Note

After selecting a Streaming Server, its related camera(s) will be displayed, you can view their
information and can click the name of a camera to edit it.

5) Optional: Check Get Device's Recording Settings to get camera's recording settings configured
on the entrance/exit station.
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6. Click Add to finish or click Add and Continue to add another entrance/exit station.
7. Optional: Perform the following operations.

Edit an Entrance/Exit In the Device Name column, click the name of an entrance/exit
Station station to edit it.

Delete an Entrance/Exit  Select an entrance/exit station, and click Delete to delete it. You
Station can also select multiple entrance/exit stations, and click Delete to
delete them at once.

Configure an Entrance/ In the Operation column, click = to configure the entrance/exit
Exit Station Remotely station remotely.

8.11 Manage Guidance Terminals

In Resource Management, you can add guidance terminals to the platform, check device details,
change device password, and configure device parameters. While you add a guidance terminal, you
can add its resources (such as connected parking cameras and alarm inputs/outputs) to areas for
further configurations.

L-aﬂNote
After you add and manage guidance terminals int Resource Management, you can set up a parking
guidance system for your parking lot. See details in Parking Guidance Configuration .

8.11.1 Add Detected Online Guidance Terminals

The platform can automatically detect the available guidance terminals on the same network
where the Web Client or the SYS server is running. You can add one online terminal at a time, or
batch add multiple online terminals if they have the same user name and password.

Add a Detected Online Guidance Terminal

You can add detected online guidance terminals one by one if the terminals do not have the same
user name or password.

Before You Start

» Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.
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Steps

1.

(93}

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Select Device and Server - Guidance Terminal on the left.
. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.
Local Network
All detected online devices on the same local subnet with the current Web Client.

. Select an activated device that you want to add.
. Click Add to Device List.
. In the Basic Information area, edit device login information.

Device Address

IP address of the device, which is acquired automatically.
Device Port

Port number of the device. The default port number is 8000.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can indicate
the location or feature of the device.

User Name

User name of administrator account created when activating the device, or the added non-
admin account such as operator account.

L,JﬂNote
Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password

Password of the account that you are logging in.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Switch on Add Resource to Area to import the resources of the device to an area.
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L_aﬂNote

« You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

« You can create a new area named after the device name or select an existing area.

- If you do not import resources to an area, you cannot perform further operations for the
cameras.

8. Optional: If you choose to add resources to area, select a server in Streaming Server to get the
video stream of the cameras via the server.

I,,. ﬂNote
You can check Wall Display via Streaming Server to get stream via the selected streaming server
when displaying live view on the smart wall.

9. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location for recording.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the configured
recording schedule.

Cluster Storage

The video files will be stored in the Cluster Storage according to the configured recording
schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these pStors.

L_, ﬂNote
« Configure the Hybrid Storage Area Network, Cloud Storage Server or pStor in advance, or its

storage location cannot display in the drop-down list. You can click Add New to add a new
Hybrid Storage Area Network, Cloud Storage Server, or pStor.

10. Set the recording schedule for the cameras.
- Check Get Device's Recording Settings to get the recording schedule from the device and the
cameras of the device will start recording according to the schedule.
-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type, etc. Refer to Configure Recording for Cameras on Current
Site for details.
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11. Click Add.
12. Optional: Perform further operations after adding the online device.
Configure Click = in the Operation column to enter the remote configuration page of
Device the device.
L .iJNote
For detailed instructions on remote configuration, see the user manual of
the device.
Change Select a device and click . Change Password to change the password of
Password the device.
l.». .iJNote

« You can change the password for online HIKVISION devices only.
« If multiple devices have the same password, you can select these
devices to change the password for them together.

Batch Add Detected Online Guidance Terminals

You can batch add detected online guidance terminals if the terminals have the same user name
and password.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1.

wn

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Select Device and Server - Guidance Terminal on the left.
. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.
Local Network
All detected online devices on the same local subnet with the current Web Client.

. Select the activated devices that you want to add.
. Click Add to Device List.
. In the Basic Information area, edit devices' login information.
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User Name

User name of administrator account created when activating the device, or the added non-
admin account such as operator account.

L_aﬂNote
Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password

Password of the account that you are logging in.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Switch on Add Resource to Area to import the resources of the devices to an area.

L.FJNote
« You can create a new area named after the device name or select an existing area.

« If you do not import resources to an area, you cannot perform further operations for the
cameras.

8. Optional: If you choose to add resources to area, select a server in Streaming Server to get the
video stream of the cameras via the server.

I.,a .iJNote
You can check Wall Display via Streaming Server to get stream via the selected streaming server
when displaying live view on the smart wall.

9. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location for recording.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the configured
recording schedule.

Cluster Storage

144



HikCentral Professional Web Client User Manual

10

11.
12.

8.

The video files will be stored in the Cluster Storage according to the configured recording
schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these pStors.

LM d Note

Configure the Hybrid Storage Area Network, Cloud Storage Server, or pStor in advance, or its
storage location cannot display in the drop-down list. You can click Add New to add a new
Hybrid Storage Area Network, Cloud Storage Server, or pStor.
. Set the recording schedule for the cameras.
- Check Get Device's Recording Settings to get the recording schedule from the device and the
cameras of the device will start recording according to the schedule.
-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras on Current Site for
details.

Click Add.

Optional: Perform further operations after adding the online devices.
Configure Click = in the Operation column to enter the remote configuration page of
Device the device.

I,M 'J Note

For detailed instructions on remote configuration, see the user manual of

the device.
Change Select a device and click . Change Password to change the password of
Password the device.

I.“ 'J Note

« You can change the password for online HIKVISION devices only.
« If multiple devices have the same password, you can select these
devices to change the password for them together.

11.2 Add a Guidance Terminal by IP/Domain

If you know the IP address of the guidance terminal you want to add to the platform, you can add
the device by specifying its IP address, user name, password, etc.
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Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1.

v A WN

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Select Device and Server - Guidance Terminal on the left.
. Click Add.

. Set Adding Mode to IP/Domain.

. Edit device connection and login information.

Device Address

IP address of the device.
Device Port

Port number of the device. The default port number is 8000.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can indicate
the location or feature of the device.

User Name

User name of the administrator account created when activating the device, or the added
non-admin account such as operator account.

L—aﬂNote
Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password

Password of the account that you are logging in.

ACaution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
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6. Optional: Switch on Add Resource to Area to import the resources of the device to an area.

L_aﬂNote

« You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

« You can create a new area named after the device name or select an existing area.

- If you do not import resources to an area, you cannot perform further operations for the
cameras.

7. Optional: If you choose to add resources to area, select a server in Streaming Server to get the
video stream of the cameras via the server.

I,,. ﬂNote
You can check Wall Display via Streaming Server to get stream via the selected streaming server
when displaying live view on the smart wall.

8. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location for recording.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the configured
recording schedule.

Cluster Storage

The video files will be stored in the Cluster Storage according to the configured recording
schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these pStors.

L_, ﬂNote
Configure the Hybrid Storage Area Network, Cloud Storage Server, or pStor in advance, or its

storage location cannot display in the drop-down list. You can click Add New to add a new
Hybrid Storage Area Network, Cloud Storage Server, or pStor.

9. Set the recording schedule for the cameras.
- Check Get Device's Recording Settings to get the recording schedule from the device and the
cameras of the device will start recording according to the schedule.
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- Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras on Current Site for
details.

10. Finish adding the device.

- Click Add to add the device and return to the device list page.

- Click Add and Continue to add the device and continue to add other devices.
11. Optional: Perform further operations after adding the device.

Configure Click # in the Operation column to enter the remote configuration page of
Device the device.

l.“ 'J Note

For detailed instructions on remote configuration, see the user manual of

the device.
Change Select a device and click , Change Password to change the password of
Password the device.

I.M 'J Note

» You can change the password for online HIKVISION devices only.
« If multiple devices have the same password, you can select these
devices to change the password for them together.

8.11.3 Batch Add Guidance Terminals by IP Segment

If the guidance terminals you want to add to the platform are on the same subnet and share the
same port, user name and password, you can add them by specifying the start/end IP address, user
name, password, etc.

Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Select Device and Server - Guidance Terminal on the left.

3. Click Add.

4. Set Adding Mode to IP Segment.

5. Edit device connection and login information.
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Device Address

Start IP address and end IP address.
Device Port

Port number of the devices. The default port number is 8000.
User Name

User name of the administrator account created when activating the device, or the added
non-admin account such as operator account.

I._J.UNote
Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password

Password of the account that you are logging in.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Switch on Add Resource to Area to import the resources of the devices to an area.

LJJNote

« You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

« You can create a new area named after the device name or select an existing area.

« If you do not import resources to an area, you cannot perform further operations for the
cameras.

7. Optional: If you choose to add resources to area, select a server in Streaming Server to get the
video stream of the cameras via the server.

I.,a .iJNote
You can check Wall Display via Streaming Server to get stream via the selected streaming server
when displaying live view on the smart wall.

8. Set the recording schedule for the cameras.

- Check Get Device's Recording Settings to get the recording schedule from the devices and the
cameras of the devices will start recording according to the schedule.
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- Uncheck Get Device's Recording Settings and set up recording schedule later. Refer to
Configure Recording for Cameras on Current Site for details.
9. Finish adding the devices.
- Click Add to add the devices and return to the device list page.
- Click Add and Continue to add the devices and continue to add other devices.
10. Optional: Perform further operations after adding the devices.

Configure Click # in the Operation column to enter the remote configuration page of
Device the device.

l.“ 'J Note

For detailed instructions on remote configuration, see the user manual of

the device.
Change Select a device and click ;= Change Password to change the password of
Password the device.

I.M 'J Note

» You can change the password for online HIKVISION devices only.
« If multiple devices have the same password, you can select these
devices to change the password for them together.

8.11.4 Batch Add Guidance Terminals by Port Segment

If the guidance terminals you want to add to the platform share the same IP address, user name,
and password, but are using different ports, you can add them by specifying the IP address, port
range, user name, password, etc.

Before You Start

« Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Select Device and Server - Guidance Terminal on the left.

. Click Add.

. Set Adding Mode to Port Segment.

. Edit device connection and login information.

v b WN

Device Address
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Devices' IP address.
Device Port

Start port number and end port number of the devices.
User Name

User name of the administrator account created when activating the device, or the added
non-admin account such as operator account.

L_aﬂNote
Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password

Password of the account that you are logging in.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Switch on Add Resource to Area to import the resources of the devices to an area.

L.FJNote

« You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

« You can create a new area named after the device name or select an existing area.

« If you do not import resources to an area, you cannot perform further operations for the
cameras.

7. Optional: If you choose to add resources to area, select a server in Streaming Server to get the
video stream of the cameras via the server.

I.,a .iJNote

You can check Wall Display via Streaming Server to get stream via the selected streaming server

when displaying live view on the smart wall.

8. Set the recording schedule for the cameras.

- Check Get Device's Recording Settings to get the recording schedule from the devices and the
cameras of the devices will start recording according to the schedule.

- Uncheck Get Device's Recording Settings and set up recording schedule later. Refer to
Configure Recording for Cameras on Current Site for details.
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9.

Finish adding the devices.
- Click Add to add the devices and return to the device list page.
- Click Add and Continue to add the devices and continue to add other devices.

10. Optional: Perform further operations after adding the devices.

Configure Click # in the Operation column to enter the remote configuration page of
Device the device.

l.“ 'J Note

For detailed instructions on remote configuration, see the user manual of

the device.
Change Select a device and click , Change Password to change the password of
Password the device.

I.M 'J Note

« You can change the password for online HIKVISION devices only.
« If multiple devices have the same password, you can select these
devices to change the password for them together.

8.11.5 Batch Add Guidance Terminals by Template

You can download a predefined template (a spreadsheet) and edit the guidance terminals'
information in the template to add multiple devices at a time.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1.

v A WN

N O

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Select Device and Server - Guidance Terminal on the left.

. Click Add.

. Set Adding Mode to Batch Import.

. Click Download Template to download the predefined template file (in XLSX format) to local

disk.

. In your download folder on PC, open the spreadsheet and edit the required device information.
. On the Web Client, click = and open the edited spreadsheet.
. Finish adding the devices.
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- Click Add to add the devices and return to the device list page.
- Click Add and Continue to add the devices and continue to add other devices.
9. Optional: Perform further operations after adding the devices.

Configure
Device

Change
Password

Click & in the Operation column to enter the remote configuration page of
the device.

I.__ .i.|Note
For detailed instructions on remote configuration, see the user manual of the
device.

Select a device and click ,* Change Password to change the password of the
device.

L,,FJNote
» You can change the password for online HIKVISION devices only.

« If multiple devices have the same password, you can select these devices to
change the password for them together.

8.12 Add Guidance Screen

Guidance screens can be used in places such as the entrance of a parking lot to show the real-time
number of vacant parking spaces. You can add a guidance screen to the platform by specifying its

LAN IP address.

Steps
1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .
. Select Device and Server - Guidance Screen on the left.
. Click Add.

v A WN

. Select the type of the guidance screen in Device Type.
. Specify the information about the guidance screen.

I.M 'ﬂ Note

Parameter items vary among different device types.

LAN IP Address

Specify the IP address of the device.

Device Port

Specify the port number of the device.

Name

Create a descriptive name for the device.
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Manufacturer

Select the manufacturer of the device.

I.“ '_I Note

Currently, the platform only supports Hikvision guidance screens.

Model
Select the model of the device.

Number of Display Rows

The number of rows of the content can be displayed on the screen, which is determined by
the device model.

For example, if the value is 2, it means the screen supports showing 2 rows of different
information.

WELCOME

Figure 8-10 Entrance Guidance Screen - One Row
Number of Directions

The number of directions supported by the indoor guidance screen, which is determined by
the device model.

For example, if the value is 3, it means the screen supports showing the vacant parking
spaces in three directions.
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Figure 8-11 Indoor Guidance Screen - Three Directions

6. Click Add to finish adding the guidance screen, or click Add and Continue to continue adding
another guidance screen.

What to do next

« After adding an entrance and exit guidance screen or an entrance guidance screen, you can link
a lane with the screen and configure the related information for the screen in Parking Lot
Management. See details in Add Lane .

« After adding an indoor guidance screen, you can set up a parking guidance system for your
parking lot in Parking Guidance Configuration. See details in Parking Guidance Configuration .

8.13 Add Under Vehicle Surveillance System

You can add Under Vehicle Surveillance System (UVSS) to the system by specifying the device IP
address, port number and some other related parameters.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the system via network.

Steps
1. In the top left corner of Home page, click [ = All Modules -> General - Device Management
-> Devices and Servers - UVSS to enter the UVSS management page.

L.i]Note
If you have customized the menu (see Customize Navigation Bar for details), click Device
Management on navigation bar to enter the device management page.

2. Click Add to enter the Add Under Vehicle Surveillance System page.
3. Set the required basic information such as device address, device port number, and device
name.

Device Address
IP address of the UVSS.
Device Port
The device port of the UVSS. By default, the port is 8000.
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Device Name

Enter name for the UVSS.
User Name

Enter the user name that can log into UVSS.
Password

Enter the password of the user that can log into UVSS.
4. Optional: Set the Add Resource to Area switch to on to import the resources of the added UVSS
to an area.

I.“ 'ﬂ Note

- You can create a new area by the device name or select an existing area.
- If you do not import resources to area, you cannot perform the further configurations for the
resources.
5. Finish adding the UVSS.
- Click Add to finish adding the UVSS.
- Click Add and Continue to add the current UVSS and continue to add more.
6. Optional: Perform the following operations after adding the devices.

Remote Click 2 to set the remote configurations of the corresponding device.
Configurations =
I. ?JNote
For details about remote configuration, see the user manual of the
device.
Delete Device Check one or more added UVSS, and click Delete to delete the selected
devices.
Search Device Enter a keyword in the search box on the upper right corner of the

page to quickly search the target device(s).

8.14 Manage Security Control Device

You can add the security control devices to the system for managing partition, zone, arming/
disarming, handling alarms,etc.

The security control device includes the security control panel, panic alarm station, Axiom wireless
security control panel, security radar etc., which are widely applied to many scenarios. You can also
add the channels (including cameras, alarm inputs, alarm outputs and radars) of the security
control device to the area.

A security control panel is used for monitoring arming zones, handling alarm signal from the

triggers, and uploading alarm reports to the central alarm monitoring station. The security control
panel is very important for preventing robbery, theft or other accidents.
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A panic alarm station is mainly installed in the areas with the crowd or high incidence of cases,
such as school, square, tourist attraction, hospital, supermarket gate, market, station, parking lot,
etc. When the emergency happens or someone asks for help, the person can press panic button to
send alarm to the monitoring center, and the operator in the center will take the appropriate
actions. The panic alarm station helps to realize alarm aid in emergency.

Security radar is an detecting device used to detect the target by electromagnetic wave. Security
radar event will be triggered when the security radar detects object(s) entering the radar zone, and
the calibration camera(s) will start to work to capture more details about this event.

8.14.1 Add Detected Online Security Control Devices

The active online security control devices in the same local subnet with the current Web Client or
SYS server will be displayed on a list. You can add one online device one by one, or add multiple
online devices in a batch.

LM 'J Note

You should install the web control according to the instructions and then the online device
detection function is available.

Add a Detected Online Security Control Device

You can add the detected online security control devices, and here we introduce the process for
adding single one device.

Before You Start

- Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to HikCentral Professional via network.

- The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
detailed operation about activating devices.

Steps

1. In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

2. Click Device and Server - Security Control Device .

3. In the Online Device area, select a network type.
Server Network

As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network

The detected online devices in the same local subnet with the current Web Client will be
listed in the Online Device area.
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4. In the Online Device area, select Hikvision Private Protocol or Hikvision ISUP Protocol to filter
the detected online devices.

I._J.UNote
To display devices which can be added to the platform via ISUP, you need to go to ] = All

Modules - General - System Configuration -> Network -> Device Access Protocol and switch
on Allow ISUP Registration.

5. In the Online Device area, select an active device to be added.
6. Click [} to open the Add Security Control Device window.
7. Enter the required information.

L,,ﬂNote
The device's IP address and port number can be automatically shown in Device Address field
and Device Port field.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I.“ 'ﬂ Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

I_“ 'ﬂ Note

« You can select Specified Alarm Input and Radar and select the specified alarm inputs and
radars to import to the area.

- System will generate security control partitions in the area, based on the settings on the
device.

« You can create a new area by the device name or select an existing area.

- If you do not import resources to area, you cannot perform the further configurations for the
resources.

10. Click Add.
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11. Optional: Perform the following operations after adding the online device.

Remote Click = to set the remote configurations of the corresponding device.
Configurations =
l.,d .'JNote

For details about remote configuration, see the user manual of the
device.

Change Password  Select the added device(s) and click ,* to change the password for
the device(s).

‘_,uﬂNote
« You can only change the password for online HIKVISION devices
currently.

. If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Add Detected Online Security Control Devices in a Batch

For those detected online security control devices, if they have the same password for the same
user name, you can add multiple devices at a time.

Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to HikCentral Professional via network.

The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
detailed operation about activating devices.

Steps

1.

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Click Device and Server - Security Control Device .
. In the Online Device area, select a network type.

Server Network

The detected online devices in the same local subnet with the SYS server will list in the Online
Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.

. In the Online Device area, select Hikvision Private Protocol or Hikvision ISUP Protocol to filter

the detected online devices.

159



HikCentral Professional Web Client User Manual

()]

L_aﬂNote
To display devices which can be added to the platform via ISUP, you need to go to ] - All

Modules - General -» System Configuration - Network -> Device Access Protocol and switch
on Allow ISUP Registration.

. In the Online Device area, select the active devices to be added.
. Click [} to open the Add Security Control Device window.
. Enter the required information.

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.

- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I.“d Note

You can click View to view the details of the selected time zone.

. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm

inputs, alarm outputs and radars) of the added security control device to an area.

I.,a.iJNote

+ You can select Specified Alarm Input and Radar and select the specified alarm inputs or
radars to import to the area.

» System will generate security control partitions in the area, based on the settings on the
device.

+ You can create a new area by the device name or select an existing area.

- If you do not import resources to area, you cannot perform the further configurations for the
resources.

10. Click Add.
11. Optional: Perform the following operations after adding the online devices in batch.
Remote Click 72 to set the remote configurations of the corresponding device.
Configurations e
I,.- ?JNote

For details about remote configuration, see the user manual of the
device.
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Change Password  Select the added device(s) and click ..* to change the password.

I.“ 'ﬂ Note

+ You can only change the password for online HIKVISION devices
currently.

« If multiple devices in the device list have the same password, you
can change the password for them in a batch.

8.14.2 Add Security Control Device by IP Address

When you know the IP address of the security control device to add, you can add the devices to
the platform by specifying the IP address, user name, password, and other related parameters.

Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the system via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Security Control Device .

3. Click Add to enter the Add Security Control Device page.

4. Select Hikvision Private Protocol as the Access Protocol.

5. Select IP Address as the adding mode.

6. Enter the required information.

I.“'J Note

- By default, the device port is 8000.
« For wireless security control panel, the default port is 80.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
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- Click Manually Set Time Zone and select a time zone from the drop-down list.

LM d Note

You can click View to view the details of the selected time zone.

8. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs, and radars) of the added security control device to an area.

LM d Note

You can select Specified Alarm Input and Radar and select the specified alarm inputs or
radars to import to the area.

Platform will generate security control partitions in the area, based on the settings on the
device.

You can create a new area by the device name or select an existing area.

Up to 64 alarm inputs can be imported in one area. If you don't import resources to area, you
cannot perform further operations for the resources.

Up to 10 radars can be imported in one area. If you don't import radars to area, you cannot
perform further operations for the radars.

9. Finish adding the device.

- Click Add to add the security control device and back to the security control device list.

- Click Add and Continue to save the settings and continue to add next security control device.
10. Perform the following operations after adding the devices.

Remote Click = to set the remote configurations of the corresponding device.
Configurations —
L_!JNote

For details about remote configuration, see the user manual of the
device.

Change Password  Select the added device(s) and click . to change the password for
the device(s).

I..uﬂNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.14.3 Add Security Control Device by Hik-Connect DDNS

You can add security control devices with dynamic IP addresses to the system by domain name
solutions of Hik-Connect. Currently, the system only supports domain name solutions function of
Hik-Connect.
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Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the system via network.

Steps

1.

O A WN

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Click Device and Server - Security Control Device .

. Click Add to enter the Add Security Control Device page.
. Select Hikvision Private Protocol as the Access Protocol.
. Select Hik-Connect DDNS as the adding mode.

. Select a device source.

New Device
Add a new device to both Hik-Connect and the system.
Hik-Connect Device List
Add devices managed by Hik-Connect to the system in a batch by getting the device list.

. Set required parameters.

Hik-Connect Server Address
Enter the address of the Hik-Connect service. By default, it's https://open.ezvizlife.com.

|.~ .iJNote
If you select Hik-Connect Device List as source type, you can click Get Device List to get the
device list in the account.

Serial No.
For adding a new device, enter the serial No. of the device.
Verification Code

For adding a new device, enter the verification code of the device.

. Optional: Set the time zone for the device.

- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I.“'J Note

You can click View to view the details of the selected time zone.

. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm

inputs, alarm outputs and radars) of the added security control device to an area.
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LM d Note

System will generate security control partitions in the area, based on the settings on the

device.

You can create a new area by the device name or select an existing area.
If you do not import resources to area, you cannot perform the further configurations for the

resources.

10.

11.

Finish adding the device.

- Click Add to add the security control device and back to the security control device list page.
- Click Add and Continue to save the settings and continue to add next security control device.
Optional: Perform the following operations after adding the devices.

Remote
Configurations

Change Password

Click 72 to set the remote configurations of the corresponding device.
L_uﬂNote

For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click . to change the password for
the device(s).

L_ .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.14.4 Add Security Control Devices by IP Segment

If the security control devices having the same port No., user name and password, and their IP
addresses are between the IP segment, you can specify the start IP address and the end IP address,
port No., user name, password, and other related parameters to add them.

Before You Start
Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the system via network.

Steps
1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .
2. Click Device and Server - Security Control Device .

3. Click Add to enter the Add Security Control Device page.
4. Select Hikvision Private Protocol as the Access Protocol.
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5. Select IP Segment as the adding mode.
6. Enter the required the information.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I,M'ﬂ Note

You can click View to view the details of the selected time zone.

8. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

l.,,ﬂNote

» System will generate security control partitions in the area, based on the settings on the
device.

» You can create a new area by the device name or select an existing area.

- If you do not import resources to area, you cannot perform the further configurations for the
resources.

9. Finish adding the device.
- Click Add to add the security control device and back to the security control device list page.
- Click Add and Continue to save the settings and continue to add next security control device.
10. Perform the following operations after adding the devices.

Remote Click = to set the remote configurations of the corresponding device.
Configurations _~
I.,. .'JNote

For details about remote configuration, see the user manual of the
device.

Change Password  Select the added device(s) and click .. to change the password for
the device(s).
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L_ .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.14.5 Add Security Control Devices by Port Segment

If the security control devices having the same user name and password, and their port No. are
between the port segment, you can specify the start port No. and the end port No., user name,
password, and other related parameters to add them.

Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Security Control Device .

3. Click Add to enter the Add Security Control Device page.

4. Select Hikvision Private Protocol as the Access Protocol.

5. Select Port Segment as the adding mode.

6. Enter the required the information.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the selected time zone.
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8. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

LM d Note

- System will generate security control partitions in the area, based on the settings on the

device.

- You can create a new area by the device name or select an existing area.
- If you do not import resources to area, you cannot perform the further configurations for the

resources.

9. Finish adding the device.

- Click Add to add the security control device and back to the security control device list page.
- Click Add and Continue to save the settings and continue to add next security control device.
10. Perform the following operations after adding the devices.

Remote
Configurations

Change Password

Click 72 to set the remote configurations of the corresponding device.

L_uﬂNote
For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click . to change the password for
the device(s).

L_ .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.14.6 Add Security Control Device by Device ID

For the security control devices supporting ISUP, you can add them by specifying a predefined
device ID, ISUP login password, etc. This is an economic choice when you need to manage a
security control device in the public network but without fixed IP address by HikCentral

Professional.

Before You Start

« Make sure the security control device you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral Professional via network.

« Make sure you have enabled the ISUP registration function on the security control device. For
details, refer to the user manual of security control device.
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Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Security Control Device .

3. Click Add to enter the Add Security Control Device page.

4. Select Hikvision ISUP Protocol as the access protocol.

I.—a ﬂNote
To allow device registration via ISUP, you need to go to [ - All Modules - General - System
Configuration - Network -» Device Access Protocol and switch on Allow ISUP Registration.

5. Select Device ID as the adding mode.
6. Enter the required information, including device ID, ISUP login password, and device name.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: In the Recording Settings field, switch on Video Storage and select the storage
location from the drop-down list.

8. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

L“ 'ﬂ Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

L_aﬂNote

- System will generate security control partitions in the area, based on the settings on the
device.

- You can create a new area by the device name or select an existing area.

- If you do not import resources to area, you cannot perform the further configurations for the
resources.

10. Finish adding the device.
- Click Add to add the security control device and back to the security control device list page.
- Click Add and Continue to save the settings and continue to add next security control device.
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11. Perform the following operations after adding the devices.

Remote Click = to set the remote configurations of the corresponding device.
Configurations =
I.,. .'JNote

For details about remote configuration, see the user manual of the
device.

Change Password  Select the added device(s) and click ,* to change the password for
the device(s).

I_,,ﬂNote
« You can only change the password for online HIKVISION devices
currently.

. If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.14.7 Add Security Control Device by Device ID Segment

If you need to add multiple security control devices which have no fixed IP address and support
ISUP to HikCentral, you can add them to HikCentral Professional at a time after configuring a device
ID segment for the devices.

Before You Start

« Make sure the security control device you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral Professional via network.

« Make sure you have enabled the ISUP registration function on the security control device. For
details, refer to the user manual of security control device.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Security Control Device .

. Click Add to enter the Add Security Control Device page.

4. Select Hikvision ISUP Protocol as the Access Protocol.

L;ﬂNote
To allow device registration via ISUP, you need to go to ] - All Modules - General - System
Configuration - Network - Device Access Protocol and switch on Allow ISUP Registration.

5. Select Device ID Segment as the adding mode.

6. Enter the required information, including the start device ID, the end device ID, and the ISUP
login password.

w
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7. Optional: In the Recording Settings field, set the Video Storage switch to on, and select the
storage location from the drop-down list to store videos.

8. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

LM d Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs and
radars) of the added security control device to an area.

L;ﬂNote

- System will generate security control partitions in the area, based on the settings on the
device.

- You can create a new area by the device name or select an existing area.

- If you do not import resources to area, you cannot perform the further configurations for the
resources.

10. Finish adding the device.
- Click Add to add the security control device and back to the security control device list page.
- Click Add and Continue to save the settings and continue to add next security control device.
11. Perform the following operations after adding the devices.

Remote Click = to set the remote configurations of the corresponding device.

Configurations —
L L 'J Note

For details about remote configuration, see the user manual of the
device.

Change Password  Select the added device(s) and click . to change the password for
the device(s).

I..uﬂNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.14.8 Add Security Control Devices in a Batch

You can edit the predefined template with the security control device information to add multiple
devices at a time.
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Before You Start

« Make sure the security control device you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral Professional via network.

« Make sure you have enabled the ISUP registration function on the security control device when
adding devices via Hikvision ISUP. For details, refer to the user manual of security control device.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Security Control Device .

. Click Add to enter the Add Security Control Device page.

4. Select Hikvision Private Protocol or Hikvision ISUP Protocol as the Access Protocol.

L;ﬂNote
To allow device registration via ISUP, you need to go to ] - All Modules - General - System
Configuration - Network - Device Access Protocol and switch on Allow ISUP Registration.

5. Select Batch Import as the adding mode.

6. Click Download Template and save the predefined template (excel file) in your PC.

7. Open the exported template file and edit the required information of the devices to be added on
the corresponding column.

8. Click and select the template file.

9. Optional: In the Video Storage field, set the Video Storage switch to on, and select the storage
location from the drop-down list to store video.

I.M 'J Note

This field displays when you select Hikvision ISUP Protocol as the access protocol.
10. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

l.u 'J Note

You can click View to view the details of the selected time zone.
11. Finish adding devices.
- Click Add to add the devices and go back to the device list page.
- Click Add and Continue to save the settings and continue to add other devices.
12. Perform the following operations after adding devices in a batch.

w

Remote Click 72 to set the remote configurations of the corresponding device.
Configurations ——
l._u?JNote

For details about remote configuration, see the user manual of the
device.
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Change Password  Select the added device(s) and click .. to change the password for
the device(s).

LuﬂNote
+ You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.15 Manage Dock Station

The dock station is a data collector which can automatically detect and back up law-enforcement
data and evidence data from body camera(s) connected to it. The dock station can also be used to
charge the body cameras.

After adding dock stations to the system, you can search the data (video footage, pictures, and
audio files) backed up on the dock stations and download the data via the Control Client for
convenient management. You can also monitor the online status of the dock stations, and perform
other operations such as playing video footage backed up on the dock stations.

I._a .iJNote
« For more details about the dock station, see the user manual of the device.

- For details about searching video footage of the dock stations, see the HikCentral Professional
Control Client User Manual.

8.15.1 Add Dock Station by IP Address

When you know the IP address or domain name of the dock station to be added, you can add the
device to the platform by specifying the IP address, user name, password, and other related
parameters.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Dock Station on the left panel.

3. Click Add to enter the Add Dock Station page.

4. Select IP Address as the adding mode.
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. Enter the required information.
Device Address
IP address or domain name of the dock station.
HTTP Port
Enter the HTTP port of the device. By default, it is 5651.
Device Name

Create a descriptive name for the device.

I.M 'ﬂ Note

Up to 64 characters are allowed for the device name.

User Name
User name of the dock station.
Password

Password of the account that you are logging in.
. Optional: Set time zone for the dock station.
- Click Manually Set Time Zone, and click -  to select a time zone from the drop-down list.

I,“ 'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
. Optional: Switch on File Storage to set the storage information of files uploaded by the dock
station.

Storage Location

The recording server, in which the videos and pictures will be stored according to the
configured backup schedule. Two types of recording servers are supported: Hybrid Storage
Area Network and pStor.

LM d Note

You should configure the Hybrid Storage Area Network and pStor in advance, or its storage
location cannot be displayed in the drop-down list.

Backup Time

The backup schedule of files uploaded by the dock station.

. Finish adding the dock station.

- Click Add to add the current dock station and go back to the dock station list page.

- Click Add and Continue to add the current dock station and add more other dock stations.
. Optional: Perform the following operations.

Edit Dock Click the dock station alias on the device list to edit the dock station.
Station
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Delete Dock Select dock station(s) and then click Delete to delete them.
Station

Set Time Zone Select a dock station and then click Time Zone to set its time zone.

Copy Settings In the upper right corner of dock station editing panel, click Copy to to
select the item (settings of time zone or storage information) to copy, and
copy the selected settings of this dock station to other dock station(s).

8.15.2 Add Dock Stations by IP Segment

When multiple dock stations to be added have the same port number, user name, password, and
have different IP addresses within a range, you can add devices by specifying the IP segment and
some other related parameters.

Before You Start

Make sure the dock stations you are going to use are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be able
to connect the devices to the HikCentral Professional via network.

Steps

1.

v A WN

In the top left corner of Home page, select ] > All Modules - General - Resource
Management .

. Click Device and Server - Dock Station on the left panel.
. Click Add to enter the Add Dock Station page.

. Select IP Segment as the adding mode.

. Enter the required information.

Device Address

Enter the start IP address and the end IP address. For example, if five dock stations need to
be added, and their IP address are "10.41.7.231", "10.41.7.232", "10.41.7.233",
"10.41.7.234", and "10.41.7.235" respectively, you should enter 10.41.7.231 and 10.41.7.235.

HTTP Port

Enter the HTTP port number of the device. By default, it is 5651.
User Name

User name of the dock station.
Password

Password of the account that you are logging in.

. Optional: Set time zone for the dock station.

- Click Manually Set Time Zone, and click -  to select a time zone from the drop-down list.

I.“'ﬂ Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
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7. Optional: Switch on File Storage to set the storage information of files uploaded by the dock
station.

Storage Location

The recording server, in which the videos and pictures will be stored according to the
configured backup schedule. Two types of recording servers are supported: Hybrid Storage
Area Network and pStor.

LM 'J Note

You should configure the Hybrid Storage Area Network and pStor in advance, or its storage
location cannot be displayed in the drop-down list.

8. Finish adding the dock stations.

- Click Add to add the dock stations and back to the dock station list page.

- Click Add and Continue to save the settings and continue to add more dock stations.
9. Optional: Perform the following operations.

Edit Dock Click the dock station name on the device list to edit the dock station.
Station

Delete Dock Select dock station(s) and then click Delete to delete them.

Station

Set Time Zone Select a dock station and then click Time Zone to set its time zone.

Copy Settings In the upper right corner of dock station editing panel, click Copy to to
select the item (settings of time zone or storage information) to be copied,
and copy the selected settings of this dock station to other dock station(s).

8.15.3 Add Dock Stations by Port Segment

When multiple dock stations to be added have the same IP address, user name, password, and
have different port numbers within a range, you can add devices by specifying the port segment
and some other related parameters.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server -» Dock Station on the left.

3. Click Add to enter the Add Dock Station page.

4. Select Port Segment as the adding mode.

5. Enter the required information.
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Device Address
The same IP address where the devices are located.
HTTP Port

Enter the start port number and the end port number. For example, if there are five dock
stations to be added, and their port number are 80, 81, 82, 83, and 84 respectively, you
should enter 80 and 84.

User Name
The same user name of the dock stations.
Password

Password of the account that you are logging in.
6. Optional: Set time zone for the dock station.
- Click Manually Set Time Zone, and click - ‘ to select a time zone from the drop-down list.

I.“ 'ﬂ Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
7. Optional: Switch on File Storage to set the storage information of files uploaded by the dock
station.

Storage Location

The recording server, in which the videos and pictures will be stored according to the
configured backup schedule. Two types of recording servers are supported: Hybrid Storage
Area Network and pStor.

|.~ 'J Note

You should configure the Hybrid Storage Area Network and pStor in advance, or its storage
location cannot be displayed in the drop-down list.

Backup Time

The backup schedule of files uploaded by the dock station.
8. Finish adding the device.
- Click Add to add the dock stations and back to the dock station list page.
- Click Add and Continue to save the settings and add more dock stations by port segment.
9. Optional: Perform the following operations.

Edit Dock Click the dock station alias on the device list to edit the dock station.
Station

Delete Dock Select dock station(s) and then click Delete to delete them.

Station

Set Time Zone Select a dock station and then click Time Zone to set its time zone.
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Copy Settings In the upper right corner of dock station editing panel, click Copy to to
select the item (settings of time zone or storage information) to copy, and
copy the selected settings of this dock station to other dock station(s).

8.15.4 Add Dock Stations in a Batch

When there are multiple dock stations to be added to HikCentral Professional, you can download a
predefined template and fill in the required information of the dock stations, and then import the
template to the platform to add multiple dock stations at a time.

Before You Start

Make sure the dock stations you are going to use are correctly installed and connected to the
network as specified by the manufacturer. Such initial configuration is required in order to be able
to connect the device to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - Dock Station on the left panel.

. Click Add to open the Add Dock Station page.

. Select Batch Import as the adding mode.

. Click Download Template and save the predefined template (CSV file) on your PC.

. Open the template file and enter the required information of the devices to be added in the
corresponding column.

. Click = and select the template file.

8. Optional: Set time zone for the dock stations.

- Click Manually Set Time Zone, and click - * to select a time zone from the drop-down list.

o A WN

N

l.M 'J Note

You can click View to view the details of the current time zone.

- Click Get Device's Time Zone to get the device's time zone.
9. Finish adding the dock stations.

- Click Add to add the dock stations and back to the dock station list page.

- Click Add and Continue to save the settings and continue to add more dock stations.
10. Optional: Perform the following operation(s).

Edit Dock Click the dock station name in the device list to edit the dock station.
Station

Delete Dock Select dock station(s) and then click Delete to delete them.

Station

Set Time Zone Select a dock station and then click Time Zone to set its time zone.
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Copy Settings On the upper right corner of dock station editing panel, click Copy to to
select the item (settings of time zone or storage information) to be
copied, and copy the selected settings of this dock station to other dock
station(s).

8.15.5 Add Dock Station Group

Dock station group is a group of persons who are linked to the same dock station(s). After linking
persons to dock station(s), the videos and pictures on the persons' body cameras can be copied to
these dock station(s).

Steps

L“'J Note

Up to 64 dock station groups can be added.

1. In the top left corner of the Home page, select ] - All Modules - Video > Dock Station .
2. Click + to open Add Dock Station Group panel.
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Add Dock Station Group
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Figure 8-12 Add Dock Station Group
3. Enter the basic information.

Name
Create a name for the dock station group.

Description

Enter the descriptive information for the group. E.g., This dock station group is for security
guards in Team A.
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Dock Station

Select dock station(s).

4. Click Add.

The dock station group will be displayed in the dock station group list.
5. Add person(s) to the dock station group.

LM 'J Note

Up to 200 persons can be added to one dock station group.

1) Click Add to open the Add Person/Person Group window.
2) Select a person group from the person group list in the window.
3) Select specific person(s) or check Select All to select all persons in the group.

4) Click Add.

The person(s) will be displayed in the person list.

I.M 'ﬂ Note

If applying person(s) failed, the Applying Failed tag will be displayed on the person profile
card. You can click the person profile card to view the failure details.

6. Optional: Perform following operations for added dock station groups.

Edit Dock Station
Group

Delete Dock Station
Group

Check Person
Applying Failure
Details

Re-Apply Person(s)

Delete Person(s)

Only Display
Person(s) Failed to
Be Applied

Apply All Person(s)

Select a dock station group in the dock station group list and click #
to edit it.

Select a dock station group in the dock station group list and click

Hover the cursor onto the (i} and click Details to view the person
applying failure details.

Hover the cursor onto the @ and click Retry to re-apply the person(s)
to the dock station(s).

Select person(s) from the person list, and then click Delete to delete
the selected person(s). Or hover the cursor onto - next to Delete,
and then click Delete All to delete all persons in the group.

Check Only Display Persons Failed to Be Applied to filter the persons
whose information is failed to be applied.

Click Apply All to apply the person(s) in the person list to the dock
station(s) linked to the group.
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8.16 Manage Digital Signage Terminals

On the Resource Management module, you can add digital signage terminals to the platform and
perform further management and operation. There are two physical forms for the digital signage
terminal. One is a terminal with screen, such as vertical digital signage and wall-mounted digital
signage; the other (called digital signage player) is a station which integrate the function of
information release, and it can connect with LED screen, LCD screen or jointed screen as the
displaying screen.

8.16.1 Add Terminal

You can add terminals to the platform by multiple methods: adding online terminals, adding
terminals by IP address, adding terminals by device serial No., and adding terminals by
authentication code. After adding terminals to the platform, you can configure, manage and
control the terminals.

Add Online Terminals

The platform can detect the online terminals (referred to as device in the following pages) in the
same LAN as the server, and detect the device IP addresses. Based on this function, you can add
the devices to the platform quickly. When the detected devices use the same user name and
password, you can add the devices to the platform simultaneously.

Before You Start
Make sure you have downloaded and installed the Web Control on the login page.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management - Device and Server - Digital Signage Terminal .

2. In the online device list, select one or multiple devices to be added, and then click Add to Device
List to enter the Add Device page.
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Figure 8-13 Add Single Online Device
3. Set the basic information.
Device Address

The IP address of the device, which can be obtained automatically.

L“'J Note

If you add multiple devices simultaneously, this parameter will not be displayed.

Device Port
The port number of the device, which can be obtained automatically.

I.“'J Note

If you add multiple devices simultaneously, this parameter will not be displayed.

Device Name
The name of the device, which can be used to describe the device function, location, etc.

I.“'J Note

If you add multiple devices simultaneously, this parameter will not be displayed.

User Name

The admin account (which is created when activating the device) or the non-admin account,
such as the operator. If you use a non-admin account to add devices, the permissions might
be limited.

Password
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The password of the user name.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

4. Optional: Enable Picture Storage to configure the storage location.
Local Storage
The pictures are stored in the SYS server.

I., : 'ﬂ Note
You can click Configuration to configure the storage location for pictures and files
respectively. For details, refer to Configure Storage for Imported Pictures and Files .

pStor

The pictures are stored in the pStor server.

L“ 'ﬂ Note

In the attendance application scene, you should enable Picture Storage.

5. Optional: Set the time zone of the device.
- Select Get Device's Time Zone to get the time zone of the device.
- Select Manually Set Time Zone (The time zone settings will be applied to the device
automatically.) to manually set the time zone of the device.
6. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.

L_a ﬂNote
You can create a new area by the device name or select an existing area. Also, you can click Add
New to add new area(s). For details, refer to Add Area for Current Site .

7. Click Add.
8. Optional: Perform the following operations after adding devices.

Change Select one or more devices, and click Change Password to change the
Password password of the selected devices.
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L;i.'Note
« You can only change the password of the online Hikvision devices.

« If multiple devices have the same password, you can change the password
for multiple devices simultaneously.

Delete Select one or more devices, and click Delete to delete the selected devices.
Devices e
L;L'Note

If the device which has been linked to the video wall is deleted, the
corresponding video wall program cannot be released.

Set Time Select one or more devices, and click Time Zone to configure the time zone of
Zone the selected devices.

You can select Get Device's Time Zone or Manually Set Time Zone (The time
zone settings will be applied to the device automatically.) according to your
requirements.

Add Terminal by IP Address

If you know the IP address of the terminal (refereed to as device in the following pages) to be
added, you can add the device to the platform by specifying the IP address, user name, password,
etc.

Steps

1. In the top left corner of Home page, select ] = All Modules - General - Resource
Management - Device and Server -» Digital Signage Terminal .

2. Click Add to enter the Add Device page.

3. Select the Access Protocol as Hikvision Private Protocol.
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Figure 8-14 Add Terminal by IP Address
4. Set the basic information.
Device Address
Enter the IP address of the device.
Device Port
Enter the port number of the device.
Device Name
The name of the device, which can be used to describe the device function, location, etc.

I.“'J Note

If you add multiple devices simultaneously, this parameter will not be displayed.

User Name

The admin account (which is created when activating the device) or the non-admin account,
such as the operator. If you use a non-admin account to add devices, the permissions might
be limited.

Password
The password of the user name.
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ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Enable Picture Storage to configure the storage location.
Local Storage
The pictures are stored in the SYS server.

I., : 'ﬂ Note
You can click Configuration to configure the storage location for pictures and files
respectively. For details, refer to Configure Storage for Imported Pictures and Files .

pStor

The pictures are stored in the pStor server.

L“ 'ﬂ Note

In the attendance application scene, you should enable Picture Storage.

. Optional: Set the time zone of the device.

- Select Get Device's Time Zone to get the time zone of the device.

- Select Manually Set Time Zone (The time zone settings will be applied to the device
automatically.) to manually set the time zone of the device.

. Optional: Switch on Add Resource to Area to import the resources of the added devices to an

area.

L_a ﬂNote
You can create a new area by the device name or select an existing area. Also, you can click Add
New to add new area(s). For details, refer to Add Area for Current Site .

. Click Add.
. Optional: Perform the following operations after adding devices.

Change Select one or more devices, and click Change Password to change the
Password password of the selected devices.
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I._a .i.|Note
« You can only change the password of the online Hikvision devices.

« If multiple devices have the same password, you can change the password
for multiple devices simultaneously.

Delete Select one or more devices, and click Delete to delete the selected devices.
Devices e
I._a .'JNote

If the device which has been linked to the video wall is deleted, the
corresponding video wall program cannot be released.

Set Time Select one or more devices, and click Time Zone to configure the time zone of
Zone the selected devices.
You can select Get Device's Time Zone or Manually Set Time Zone (The time
zone settings will be applied to the device automatically.) according to your
requirements.

Add Terminal by Device Serial No.

For the terminal (referred to as device in the following pages) supports ISUP protocol, you can add
it to the platform by entering the device serial No., the authentication code, etc.

Before You Start
« Make sure you have activated the device. For details, refer to Create Password for Inactive

Device(s) .

» Make sure you have configured the IP address for receiving device information on the platform,
and select the current NIC as the address for receiving device information. Refer to Set IP
Address for Receiving Device Information for details.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management -» Device and Server - Digital Signage Terminal .

2. Click Add to enter the Add Device page.
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Figure 8-15 Add Terminal by Device Serial No.

3. Select Hikvision ISUP Protocol as the access protocol.
4. Set the basic information.

Device Serial No.
Enter the device serial No.
Authentication Code

Enter the authentication code of the device.

I.“ 'ﬂ Note

The authentication code should contain 8 to 16 characters, including at least two of the
following categories: upper case letters, lower case letters, and numbers.

Device Name

Name for the device, which can be used to describe the device function and location.
5. Optional: Enable Picture Storage to configure the storage location.

Local Storage

The pictures are stored in the SYS server.

L | 'ﬂ Note
You can click Configuration to configure the storage location for pictures and files
respectively. For details, refer to Configure Storage for Imported Pictures and Files .
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pStor

The pictures are stored in the pStor server.

LM d Note

In the attendance application scene, you should enable Picture Storage.
6. Optional: Set the time zone of the device.
- Select Get Device's Time Zone to get the time zone of the device.
- Select Manually Set Time Zone (The time zone settings will be applied to the device
automatically.) to manually set the time zone of the device.
7. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.

La .iJNote
You can create a new area by the device name or select an existing area. Also, you can click Add
New to add new area(s). For details, refer to Add Area for Current Site .

8. Click Add.

9. Optional: Perform the following operations.

Change Select one or more devices, and click Change Password to change the
Password password of the selected devices.

L-aﬂNote
« You can only change the password of the online Hikvision devices.

« If multiple devices have the same password, you can change the password
for multiple devices simultaneously.

Delete Select one or more devices, and click Delete to delete the selected devices.
Device —
LJJNote

If the device which has been linked to the video wall is deleted, the
corresponding video wall program cannot be released.

Set Time Select one or more devices, and click Time Zone to configure the time zone of
Zone the selected devices.

You can select Get Device's Time Zone or Manually Set Time Zone (The time
zone settings will be applied to the device automatically.) according to your
requirements.

What to do next

Enter the IP address of the platform, registration port No. (7600 by default), and the authentication
code on the device's registration interface. Then the device will be added to the platform
automatically.
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8.16.2 Enable General Authentication Code

For the terminal which supports ISUP, you can set general authentication code on the platform.
The authentication code is used for the terminal to register on the platform by ISUP. After enabling
general authentication code on the platform, you should enter the authentication code on the
terminal, which can then be added to the platform automatically.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management - Device and Server - Digital Signage Terminal .

2. Click General Authentication Code Settings.

3. Switch on General Authentication Code Settings.

Figure 8-16 Set General Authentication Code
4. Enter the authentication code.

I.uﬂNote
The authentication code should contain 8 to 16 characters, including at least two of the
following categories: upper case letters, lower case letters, and numbers.

5. Optional: Switch on Add Resource to Area to import the resources of the device to the area.
6. Optional: Select Create Area by Device Name or Existing Area.

Create Area by Device Name

Create a new area by the device name.
Existing Area

Select an existing area from the area list.

L“'ﬂ Note

You can create a new area by the device name or select an existing area. Also, you can click
Add New to add new area(s). For details, refer to Add Area for Current Site .

7. Click Save.
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8. Optional: Perform the following operations.

Change Select one or more devices, and click Change Password to change the
Password password for the selected devices.

I.“'d Note

+ You can only change the password for online Hikvision devices.
« If multiple devices have the same password, you can change the password
for them simultaneously.

Delete Select one or more devices, and click Delete to delete the selected devices.
Device s
I__~ .'JNote

If the device which has been linked to the video wall is deleted, the
corresponding video wall program cannot be released.

Set Time Select one or more devices, and click Time Zone to configure the time zone of
Zone the selected devices.

You can select Get Device's Time Zone or Manually Set Time Zone (The time
zone settings will be applied to the device automatically.) according to your
requirements.

What to do next

After setting the general authentication code on the platform, you should enter the IP address of
the platform, registration port number (7600 by default), and the authentication code on the
terminal's registration interface. Then the terminal will be added to the platform automatically.

8.16.3 Configure Device Display Settings

After adding terminal (called device in the following pages) to the platform, you can configure the
display parameters of the device remotely, including the luminance, starting up Logo, etc.

Before You Start
Make sure at least one terminal is added to the platform, and make sure the terminal is online.
Refer to Add Terminal for details.

Steps

1. In the top left corner of the Client, select ] - All Modules -> Resource Management -> Device
and Server -> Digital Signage Terminal

2. Select one or multiple device(s), and then click Display Settings to enter the Display Settings
page.

3. Set the device operation related parameters.

Brightness Settings
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Drag the brightness bar to adjust the brightness of the screen, or manually enter the
brightness value. The brightness value is 0 to100. The bigger the value, the lighter the screen.

Starting Up Logo

After enabled, the logo will be displayed when the terminal starts up. The logo is set on the
terminal locally.

SADP

After enabled, the terminal(s) can be detected by the platform via SADP protocol, and be
displayed on the online device list.

L_aﬂNote
« You can enable SADP protocol for either single or multiple terminal(s).
« This function should be supported by the device.

Screen Direction

0

The screen direction is 0° by default.
90

The screen direction will rotate 90° clockwise.
180

The screen direction will rotate 180° clockwise.
270

The screen direction will rotate 270° clockwise.
Enter the Password to Unlock Screen

After the screen is locked, the password is required to be entered to unlock the screen. The
password is set on the terminal locally.
4. Set the timed related parameters.

Timed Startup / Shutdown

After enabled, you should select the schedule as Daily Schedule or Weekly Schedule, and
then the terminal will start up or shut down according to the schedule.

a. Drag the mouse on the time bar to draw the start up time duration (blue bar) of one day.
The terminal will be shut down on the other time period.

L,,ﬂNote
- Supports drawing up to 8 time periods of one day.

- You can click the time period (blue bar), enter the start time and end time of the time
period.

b. You can click Clear to clear the wrong time period you draw on the time bar.
Timed Volume
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After enabled, you should select the schedule as Daily Schedule or Weekly Schedule, and
then the terminal's volume will turned on/off according to the schedule.

a. Drag the mouse on the time bar to draw the start up time duration (blue bar) of one day.
The terminal will be shut down on the other time period.

L,JﬂNote
- Supports drawing up to 8 time periods of one day.

- You can click the time period (blue bar), enter the start time and end time of the time
period.

b. You can click Clear to clear the wrong time period(s) you draw on the time bar.
5. Optional: Click Restore to restore the displaying parameters to the default parameters.
6. Click Save to save the configuration.

8.16.4 Configure Device Parameters Remotely

After adding terminal (called device in the following pages) to the system, you can configure the
parameters of the device remotely, including configuring built-in camera's parameters, linking
external camera, configuring displaying settings and other parameters.

Configure Built in Camera Parameters

Built-in camera is the camera built in the terminal. After adding terminal to the platform, you
should configure the built-in camera parameters, such as device name, function, face similarity,
etc.

Before You Start
Make sure at least one terminal is added to the platform, and make sure the terminal is online.

Steps

1. In the top left corner of the Client, select ] - All Modules -> Resource Management -» Device
and Server - Digital Signage Terminal

2. Click &2 on the Operation column to enter the device remote configuration page of terminal.

. In the Linked Device area, select the channel No. of the built-in camera.

4. In the Linked Device area, the built in camera is displayed by default, click Built in Camera to
enter the camera parameters settings page.

5. Set the parameters.

w

Device Name
The device name of the built-in camera.

Function
In the drop-down list, select Attendance Check,Live View or Temperature Screening.
Attendance Check
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The attendance check function will be enabled, and the attendance data will be displayed
in the attendance programs.

Live View

The live view of the camera will be displayed in the live view window of the normal
programs.

Temperature Screening

Enable the temperature screening function of the camera. The real-time temperature
screening is displayed on the temperature screening program.

Similarity
Set the face similarity. When the captured face picture's similarity reaches the value, it will be
regarded as comparison succeeded.
Recognition Distance
It is used to control the recognition distance between the person and camera.
Wearing Mask
Select Yes or No from the drop-down list.
Yes: The camera will recognize persons wearing masks.
No: The camera will not recognize persons wearing masks.
Enable Temperature Prompt

Check Enable Temperature Prompt, then when the camera detects abnormal temperature,
the corresponding prompt will be displayed on the terminal.

Enable Mask Prompt

Check Enable Mask Prompt, then when the camera detects people without masks, the
corresponding prompt will be displayed on the terminal.

Enable Face Location Prompt

Check Enable Face Location Prompt, then when the camera detects a face, a frame will be
displayed on the terminal.
6. Click Save to save the above settings.

Link External Device to Terminal

After adding terminals to the platform, you can link external devices such as cameras to the
terminals for attendance, live view, or temperature screening.

Before You Start

« Make sure the external device has been installed properly.
« Make sure at least one online terminal is added to the platform.
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Steps

1. In the top left corner of the Home page, select ] - All Modules -> Resource Management -
Device and Server - Digital Signage Terminal .

2. Click & in the Operation column of the online device to enter the remote configuration page of
the terminal.

3. In the Linked Device area, click Add to enter the Add Device page.

Add Device

Figure 8-17 Add Device

4, Select the adding mode as Manually Add or Get From Encoding Device.
5. Optional: Set the following parameters when setting the adding mode as Manually Add.

Device Address

The IP address of the device.
Device Port

The port number of the device. By default, it is 8000.
Device Name

The name of the device, which can be used to describe the function, location, etc., of the
device.

User Name
The user name of logging into the device.

Password
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The password of the device.
6. Optional: Select an encoding device from the list when setting the adding mode as Get From
Encoding Device.
7. Select the channel number of the device to be added to the terminal from the drop-down list.
8. Optional: Click Connect to connect to the device.

I.-a .iJNote
« If you set the adding mode as Get From Encoding Device, the device should be online if you
need to connect to the device.

« After connecting to the device, you can configure the function for the selected channel. For
details, refer to Confiqure Built in Camera Parameters .

9. Click Add Device.

Configure Mode Parameters

On the remote configuration page of terminal, you can configure other parameters except for built-
in camera and external camera, such as basic information, time settings, device operations, timed
configuration and maintenance.

Basic Information

Device Address

Display the IP address of the terminal by default.
Subnet Mask

Display the subnet mask of the terminal by default.
Gateway

Display the gateway of the terminal by default.

Time Settings

Click = to customize the time settings.
You can also select Sync with Server Time to synchronize time from the server.

Device Operation, Timed Settings and Maintenance
The display settings of the terminal, refer to Configure Device Display Settings for details.

8.16.5 Upgrade Old Device Firmware
For the terminal whose firmware version is old, the platform can automatically detect this terminal
need to be upgraded, and you can manually upgrade the terminal's firmware.

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management - Device and Server -» Digital Signage Terminal .
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beside the terminal name indicates this terminal's firmware is old and firmware upgrade is
required. Click .. to enter the Upgrade Device page.

Select the terminal(s) you want to upgrade, and then click Local File to select the firmware package
and then click Upgrade to finish upgrading.

8.17 Manage Smart Wall

Smart wall can provide security personnel with a rich visual overview of the areas you want to keep
an eye on. Before displaying the video on smart wall, you need to set up smart wall firstly, and you
can also edit, delete smart wall or manage decoding devices here.

This mainly includes the following:

« Decoding devices that can be added to the system and used for decoding the video stream from
the encoding devices.

« Virtual smart wall that defines the layout and the name of the smart wall.

« Link between the decoding outputs of the decoding device and the windows of the smart wall.

8.17.1 Add Decoding Device

The decoding devices can be added to the system for linking with the smart wall. You can add
online decoding devices with the IP addresses within SYS server's or Web Client's subnet, and can
also add decoding devices by IP address, IP segment, or by port segment.

Add Online Decoding Device

The system can perform an automated detection for available decoding devices on the network
where the Web Client or SYS server is located, which makes the devices' information about
themselves (e.g., IP address) recognized by the system. Based on the information, you can add the
devices quickly.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

I._a .iJNote
« For Google Chrome, you should install the SADP service according to the instructions and then
the online device detection function is available.

« For Firefox, you should install the SADP service and import the certificate according to the
instructions and then the online device detection function is available.
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1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Smart Wall on the left.

3. Click Add on Decoding Device panel to enter the Add Decoding Device page.

4. Select Online Devices as Adding Mode.

5. In the Online Device area, select a network type.

Server Network

The detected online devices in the same local subnet with the SYS server will list in the Online
Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.
6. Select the device(s) to be added.

|__, ﬂNote
- For the inactive device, you need to create the password for it before you can add it properly.
For detailed steps, see .

« If the detected devices have the same password and user name, you can add multiple devices
at a time. Otherwise, you can add them one by one.

7. Enter the required information.
User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Finish adding the decoding device.

- Click Add to add the decoding device and back to the decoding device list page.

- Click Add and Continue to save the settings and continue to add other decoding devices.
9. Optional: Perform the following operations after adding the decoding device.
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View Decoding Click » to show the decoding outputs. You can view the output
Output resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall .
Edit Decoding Click + to edit the decoding device. You can modify the network
Device location as LAN IP address or WAN IP address according to the type of
the network where the device is.
Remote Click - = & to set the remote configurations of the device.
Configuration =
I.V. .'JNote

For detailed operations, see the user manual of the device.

Delete Click - = = to delete the device.

Add Decoding Device by IP Address

When you know the IP address of the decoding device to add, you can add the device to your
system by specifying IP address, user name, password and other related parameters. This adding
mode requires you to add the devices one by one, so it is a good choice if you only want to add a
few devices and know all the details mentioned above.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Smart Wall on the left.

3. Click Add to enter the Add Decoding Device page.
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© Add Decoding Device

Adding Mode
Onlima Device
s P Add
iP Segmeni
Fa &1
Basic Information
Access Protocol | Hikvigion Private Frotocal

“Device Address
‘Device Part | 8000

"Dhewice Mame
Ueer Bame | admin

Password 5

“ Add and Continue Cancel

Figure 8-18 Add Decoding Device Page
4. Select IP Address as Adding Mode.
5. Enter the required information.

Access Protocol

Select Hikvision Private Protocol to add the devices.
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Device Address
The IP address of the device.
Device Port
The port number on which to scan. The default is 8000.

If the device is located behind a NAT (Network Address Translation)-enabled router or a
firewall, you may need to specify a different port number. In such cases, remember to
configure the router/firewall so it maps the port and IP address used by the device.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

ACaution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
6. Finish adding the device.
- Click Add to add the decoding device and back to the decoding device list page.
- Click Add and Continue to save the settings and continue to add other decoding devices.
7. Optional: Perform the following operations after adding the decoding device.

View Decoding Click » to show the decoding outputs. You can view the output

Output resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall .

Edit Decoding Click .+ to edit the decoding device. You can modify the network

Device location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Remote Click - =» i to set the remote configurations of the device.

Configuration
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I.“ 'J Note

For detailed operations, see the user manual of the device.

Delete Click - = = to delete the device.

Add Decoding Devices by IP Segment

If multiple decoding devices to add have the same port number, user name and password, but
have different IP addresses, which are within a range, you can select this adding mode, and specify
the IP range where your devices are located, and other related parameters. The system will scan
from the start IP address to the end IP address for the devices in order to add them quickly.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select i} - All Modules - General - Resource
Management .

2. Click Device and Server - Smart Wall on the left.

3. Click Add to enter the Add Decoding Device page.

4. Select IP Segment as Adding Mode.

5. Enter the required information.

Access Protocol

Select Hikvision Private Protocol to add the devices.
Device Address

Enter the start IP address and end IP address where the devices are located.
Device Port

The same port number of the devices. By default, the device port No. is 8000.
User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password
The password required to access the account.

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
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three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Finish adding the device.

- Click Add to add the decoding device and back to the decoding device list page.

- Click Add and Continue to save the settings and continue to add other decoding devices.
7. Optional: Perform the following operations after adding the decoding device.

View Decoding
Output

Edit Decoding
Device

Remote
Configuration

Delete

Click » to show the decoding outputs. You can view the output
resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall .

Click + to edit the decoding device. You can modify the network
location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Click -~ =» = to set the remote configurations of the device.

LM 'J Note

For detailed operations, see the user manual of the device.

Click - = = to delete the device.

Add Decoding Devices by Port Segment

When multiple decoding devices to add have the same IP address, user name and password, but

have different port numbers, which are within a range, you can select this adding mode and specify

the port range, IP address, user name, password, and other related parameters to add them.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network as

specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

2. Click Device and Server - Smart Wall on the left.
3. Click Add to enter the Add Decoding Device page.
4. Select Port Segment as Adding Mode.

5. Enter the required information.
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Access Protocol

Select Hikvision Private Protocol to add the devices.

Device Address

The same IP address where the devices are located.

Device Port

Enter the start port number and the end port number on which to scan.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Finish adding the device.
- Click Add to add the decoding device and back to the decoding device list page.
- Click Add and Continue to save the settings and continue to add other decoding devices.
After adding the decoding device, the device will display in the list on Decoding Device panel.
7. Optional: Perform the following operations after adding the decoding device.

View Decoding
Output

Edit Decoding
Device

Remote
Configuration

Click » to show the decoding outputs. You can view the output
resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall .

Click .+ to edit the decoding device. You can modify the network
location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Click - =» i to set the remote configurations of the device.

I.“ 'J Note

For detailed operations, see the user manual of the device.
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Delete Click - = = to delete the device.

8.17.2 Configure Cascade

In some actual scenarios for large screen display, the screen number of the smart wall will exceed
the decoding output number of one decoder, or the cross-decoder functions such as roaming and
spanning are required. You can cascade two decoders with video wall controller to meet various
display demands.

Before You Start

« Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« The decoders' interfaces have be connected with the video wall controller's using the matched
wires.

« The decoders and video wall controller are added to the HikCentral Professional. Refer to Add
Decoding Device for details.

Perform this task when you need to configure cascade for the decoding devices as follows.

Cascade
Chatput Input
Decoder 1
smart Wall
Video Wall
Controller
Decoder 2 Cutput Input
Figure 8-19 Cascade
Steps
1. In the top left corner of Home page, select [f] - All Modules - General - Resource
Management .

2. Click Device and Server - Smart Wall on the left.
3. Click 2 behind the added video wall controller to enter the Cascading page.
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LM d Note

Only video wall controller DS-C10S and DS-C10S-T can support this function.

4. Select the signal channel of the video wall controller and click
5. Select the decoding output of the decoders to set it as the signal input of the video wall
controller.

L-aﬂNote
If the decoders are cascaded with video wall controller, the spared decoding outputs of the
decoders cannot be used to display on smart wall any more.

6. Click Save to save the cascade.
Result

After configuring cascade, you need to add a smart wall and link the decoding outputs of the video
wall controller to display the signal outputs of the two decoders on the smart wall.

8.17.3 Add Smart Wall

You can add the smart wall to the system and configure its row and column.
Perform this task when you need to add a smart wall to the system.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Smart Wall on the left.

3. Click Add on Smart Wall panel to open the Add Smart Wall dialog.
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Figure 8-20 Add Smart Wall Dialog

4. Set the name for the smart wall.
5. If the smart wall type is LED, select the max. resolution of the single output in the drop-down

list.

E@ Note

You can also select Customize to customize the resolution.

6. Set the row number and the column number.
7. Click Add.
8. Optional: Perform the following operations after adding the smart wall.

Link Decoding Output
with Window

Edit Smart Wall
Delete Smart Wall
Set Default Stream Type

For details about the operations, see Link Decoding Output with
Window .

Click » to edit the name of the smart wall.
Click = to delete the smart wall.

For details about setting the default stream type for cameras,
refer to Set Default Stream Type for Cameras on Smart Wall .
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8.17.4 Link Decoding Output with Window

After adding the decoding device and smart wall, you should link the decoding device's decoding
output to the window of the smart wall.

Perform this task when you need to link the decoding output to the smart wall.

Steps

1. In the top left corner of Home page, select ] - All Modules -> General > Resource
Management .

2. Click Device and Server - Smart Wall on the left.

3. Click » in front of the decoding device to show the decoding outputs.

4. Click » in front of the smart wall to show the windows.

5. Drag the decoding output from the Decoding Device panel to the display window of the smart
wall, to configure the one-to-one correspondence.

l.—-ilNote
You can also press the Ctrl key and Alt key at the same time, and select two decoding outputs.

All decoding outputs between the two outputs will also be selected, then you can drag all
outputs to the display window.

- ™ ™
- - - —
- -

Figure 8-21 Link Decoding Device with Window
6. Optional: Perform the following operations after linking the decoding output with the window.

Cancel Linkage Click i to release the linkage.
Set Audio Port Click Audio Port Settings to select the audio port.
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Set Background Click Background Settings to set the background color of the
smart wall.

Set Decoding Output No. Click Decoding Output No. Displayed on Screen. After clicking,
Displayed on Screen the displaying duration of decoding output No. on the screen is
from 30 to 60 seconds.

8.17.5 Set Default Stream Type for Cameras on Smart Wall

According to the actual screen size, display effect, network bandwidth, or other requirements, you
can set the default stream type for cameras displayed on smart wall, including main stream and
sub-stream. You can also set a threshold about window division mode to switch between main
stream and sub-stream automatically. The default stream type is effective for all cameras decoded
and displayed on smart wall firstly.

In the top left corner of Home page, select ] - All Modules - General - Resource
Management . Click Device and Server - Smart Wall on the left to enter the smart wall
management page. On the Smart Wall area, click Stream Type Settings to select the default stream
type as follows.

Default Stream Type for Cameras on Smart Wall
® Main Stream
Sub-5tream

Auto-Switch Stream Type

Save

Figure 8-22 Set Default Stream Type for Cameras on Smart Wall

Main Stream

Main stream provides higher quality video, higher resolution, but brings about higher
bandwidth usage. If you select main stream as default type, the live video streams of all
cameras will be decoded and displayed on smart wall in main stream mode.

Sub-Stream

Sub-stream can save on bandwidth, but the video quality is lower than main stream. If you
select sub-stream as default type, the live video streams of all cameras will be decoded and
displayed on Smart Wall in sub-stream mode.

Auto-Switch Stream Type
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If a window's proportion of the smart wall is larger than the configured threshold, the stream
type will be main stream. If the proportion is smaller than the threshold, it will be switched to
sub-stream. For example, if you set the threshold as %, when the window division turns to 5-
window from 2-window, the stream type will be switched from main-stream to sub-stream.

8.18 Manage IP Speakers

You can add the IP speakers to the platform via multiple methods such as adding by IP address and
IP segment. After that, you can manage the added IP speakers, including editing and deleting
devices, configuring devices remotely, changing devices' passwords, etc.

8.18.1 Add IP Speaker by IP Address

When you know the IP address of a IP speaker, you can add it to the platform by specifying the IP
address, user name, password, etc.

Before You Start

Make sure the IP speakers to be added are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - IP Speaker on the left.

. Click Add to enter the Add IP Speaker page.

. Select Hikvision Private Speaker Protocol as the Access Protocol.

. Select IP Address as the Adding Mode.

. Enter the required information.

O A WN

Device Address

The IP address of the device.
Device Port

The port number of the device. By default, it is 8000.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to the platform using the non-
admin account, your permissions may restrict your access to certain features.
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Password

The password required to access the account.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Switch on Add Resource to Area to import the resources of the added device to the
area.

L—aﬂNote

« You can import all resources (including alarm inputs, alarm outputs, and speaker units) to the
area, or click Specified Speaker Units and select one or more speaker units from the list to
add the selected resources to the area.

« You can create a new area by the device name or select an existing area from the area list.
Also, you can click Add New Area to add a new area. For details about adding a new area,
refer to Add Area .

8. Add the device.

- Click Add to add the current device and return to the device list.

- Click Add and Continue to add the current device and continue to add other device(s).
9. Optional: Perform the following operations.

Remote Click 2 to configure the device remotely.
Configurations =
I.»JJNote

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click .= to change the password(s) for
the device(s).

L,‘ﬂNote
» You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Format SD Card Click = to format the SD card of the IP speaker.
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Search Device Enter a key word in the search box in the top right corner, and click
(or press the Enter key) to search for the target device(s).

View Error If there is an icon & « appearing beside the device name, hover the

Message mouse cursor to the icon and view the error message. You can click

Edit/Refresh to edit/refresh the device if needed.

8.18.2 Add IP Speakers in a Batch

When there are multiple IP speakers to be added, you can edit the predefined template containing
the required device information, and import the template to HikCentral Professional to add devices
in a batch.

Before You Start

Make sure the IP speakers to be added are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] = All Modules - General -> Resource
Management .

2. Click Device and Server - IP Speaker on the left.

3. Click Add to enter the Add IP Speaker page.

4. Select Hikvision Private Speaker Protocol as the Access Protocol.

5. Select Batch Import as the Adding Mode.
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Add [P Speaker

Baise Inlormatson

Figure 8-23 Batch Add IP Speakers

6. Click Download Template and save the predefined template to your PC.

7. Open the template file and enter the required information of the devices in the corresponding
column.

8. Click and select the edited file.

9. Add the devices.
- Click Add to add the current devices and return to the device list.
- Click Add and Continue to add the current devices and continue to add other devices.

10. Optional: Perform the following operations.

Remote Click 2 to configure the device remotely.

Configurations =
L.P_lNote
For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click .= to change the password(s)

for the device(s).
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I. .iJNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Format SD Card Click @ to format the SD card of the IP speaker.

Search Device Enter a keyword in the search box in the top right corner, and click
(or press the Enter key) to search for the target device(s).

View Error If there is an icon 1 « appearing beside the device name, hover the

Message mouse cursor to the icon and view the error message. You can click

Edit/Refresh to edit/refresh the device if needed.

8.19 Manage Security Inspection Devices

You can add security inspection devices to the platform for management, including editing and
deleting devices, remote control, etc. The platform supports multiple ways for adding security
inspection devices.

8.19.1 Add a Detected Online Security Inspection Device

You can add a single detected online security inspection device to the platform.

Before You Start

« Make sure the security inspection devices you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to HikCentral Professional via network.

« The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
detailed operation about activating devices.

Steps

1. In the top left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Security Inspection Device .

3. In the Online Device area, select a network type.
Server Network

As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network
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The detected online devices in the same local subnet with the current Web Client will be
listed in the Online Device area.
4. In the Online Device area, select Hikvision Private Protocol or Hikvision ISUP Protocol to filter
the detected online devices.

L_aﬂNote
To display devices which can be added to the platform via ISUP, you need to go to ] - All

Modules - General -» System Configuration - Network -> Device Access Protocol and switch
on Allow ISUP Registration.

5. In the Online Device area, select an active device and click Add to Device List to open the Add
Security Inspection Device window.

6. Select a device type from the drop-down list.

7. Enter the required information.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I.N 'J Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources of the added security
inspection device to an area.

L;ﬂNote

« You can select all resources or the specified camera(s) to be added.

« You can create a new area by the device name or select an existing area.

« If you do not import resources to area, you cannot perform further configurations for the
resources.

10. Optional: If you choose to add resources to area, select a Streaming Server to get the video
stream.
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11.

12.

13.
14.

LM d Note

You can check Wall Display via Streaming Server to get stream via the selected Streaming
Server when displaying live view on the smart wall.

Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location for recording.

La ﬂNote
Configure the Hybrid Storage Area Network, Cloud Storage Server, or pStor in advance, or the
storage location cannot be displayed in the drop-down list.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the
configured recording schedule.

Cloud Storage Server

The video files will be stored in the Cloud Storage Server according to the configured
recording schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these
pStors.
Optional: Set the recording schedule for the added resources.
- Check Get Device's Recording Settings to get the recording schedule from the device.
-Uncheck Get Device's Recording Settings and set the required information, including
recording schedule template, stream type, etc. Refer to Configure Recording for Cameras on
Current Site for details.

Click Add.
Optional: Perform the following operations for the added device(s).
Remote Click 3 to set the remote configurations of the device.
Configurations e
I.-a L]Note

For details about the remote configurations, refer to the user manual
of the device.

Change Password  Select the added device(s) and click .= to change the password.
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I._a .i.INote
« You can only change the password for online HIKVISION devices
currently.

« If multiple devices in the device list have the same password, you
can change the password for them in a batch.

8.19.2 Add Security Inspection Device by Device ID

For the security inspection devices supporting ISUP, you can add them by specifying the predefined
device ID, ISUP login password, etc. This is an economic choice when you need to manage a
security inspection device in the public network without a fixed IP address.

Before You Start

« Make sure the security inspection devices you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to HikCentral Professional via network.

« The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
detailed operation about activating devices.

Steps

1. In the upper-left corner of the Home page, select ] = All Modules -> General - Resource
Management .

2. Click Device and Server - Security Inspection Device .

3. Click Add to enter the Add Security Inspection Device page.

4. Select Walk-Through Metal Detector or Analyzer as the device type from the drop-down list.

5. Select Hikvision ISUP Protocol as the access protocol.

L-aﬂNote
To allow device registration via ISUP, you need to go to ] = All Modules - General - System
Configuration - Network -» Device Access Protocol and switch on Allow ISUP Registration.

6. Enter the required information, including device ID, ISUP login password, and device name.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
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7. Optional: Switch on Picture Storage and select a storage location from the drop-down list.
Local Storage
The pictures will be stored in the local storage space of the platform server.
Hybrid Storage Area Network
The pictures will be stored in the Hybrid Storage Area Network.
Cloud Storage Server
The pictures will be stored in the Cloud Storage Server.
pStor

The pictures will be stored in the pStor, which is the storage access service for managing local
HDDs and logical disks.

Network Video Recorder

The pictures will be stored in the network video recorder.
8. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I.M 'ﬂ Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources of the added security
inspection device to an area.

I,“ 'J Note

» You can create a new area by the device name or select an existing area.
« If you do not import resources to the area, you cannot perform further configurations for the
resources.

10. Optional: If you choose to add resources to an area, select a Streaming Server to get the video
stream.

L_a ﬂNote
You can check Wall Display via Streaming Server to get the stream via the selected Streaming
Server when displaying live view on the smart wall.

11. Optional: Check Get Device's Recording Settings to get the recording schedule from the
device.

12. Finish adding the device.
- Click Add to save the settings and go back to the device list page.
- Click Add and Continue to save the settings and continue to add another device.

13. Optional: Perform the following operations for the added devices.

Remote Click # to set the remote configurations of the device.
Configurations
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I._a .i.INote
For details about the remote configurations, refer to the user manual
of the device.

Change Password  Select the added device(s) and click . to change the password.

I.“'Ll Note

+ You can only change the password for online HIKVISION devices
currently.

« If multiple devices in the device list have the same password, you
can change the password for them in a batch.

8.19.3 Add Security Inspection Device by IP/Domain

If you know the IP address or domain name of a security inspection device, you can add it to the
platform by specifying the IP address (or domain name), user name, password, etc.

Before You Start

« Make sure the security inspection devices you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to HikCentral Professional via network.

« The devices to be added should be activated. Refer to Create Password for Inactive Device(s) for
detailed operation about activating devices.

Steps

1. In the upper-left corner of the Home page, select ] - All Modules -> General -» Resource
Management .

2. Click Device and Server - Security Inspection Device .

3. Click Add to enter the Add Security Inspection Device page.

4. Select Walk-Through Metal Detector or Analyzer as the device type from the drop-down list.

5. Select Hikvision Private Protocol as the access protocol.

6. Enter the required information, including the device address, device name, user name, and
password.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
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Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
- Click Get Device's Time Zone.
- Click Manually Set Time Zone and select a time zone from the drop-down list.

I.M 'ﬂ Note

You can click View to view the details of the selected time zone.

8. Optional: Switch on Add Resource to Area to import the resources of the added security
inspection device to an area.

I.M 'L| Note

« You can select all resources or the specified camera(s) to be added.

« You can create a new area by the device name or select an existing area.

« If you do not import resources to the area, you cannot perform further configurations for the
resources.

9. Optional: If you choose to add resources to an area, select a Streaming Server to get the video
stream.

L“'J Note

You can check Wall Display via Streaming Server to get the stream via the selected Streaming
Server when displaying live view on the smart wall.

10. Optional: If you choose to add resources to an area, switch on Video Storage and select a
storage location for recording.

L“'J Note

Configure the Hybrid Storage Area Network, Cloud Storage Server, or pStor in advance, or its
storage location cannot be displayed in the drop-down list.

Encoding Device

The video files will be stored in the encoding device according to the configured recording
schedule.

Hybrid Storage Area Network

The video files will be stored in the Hybrid Storage Area Network according to the
configured recording schedule.

Cloud Storage Server

The video files will be stored in the Cloud Storage Server according to the configured
recording schedule.

pStor

According to the configured recording schedule, the video files will be stored in the pStor,
which is the storage access service for managing local HDDs and logical disks.
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pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these
pStors.
11. Optional: Set the recording schedule for the added resources.
- Check Get Device's Recording Settings to get the recording schedule from the device.
-Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type, etc. Refer to Configure Recording for Cameras on Current
Site for details.
12. Finish adding the device.
- Click Add to save the settings and go back to the device list page.
- Click Add and Continue to save the settings and continue to add another device.
13. Optional: Perform the following operations for the added devices.

Remote Click # to set the remote configurations of the device.
Configurations _
|.~ .'_]Note

For details about the remote configurations, refer to the user manual
of the device.

Change Password  Select the added device(s) and click . to change the password.

L“ Ll Note

« You can only change the password for online HIKVISION devices
currently.

« If multiple devices in the device list have the same password, you
can change the password for them in a batch.

8.20 Network Transmission Device Management

Network transmission devices (switch, network bridge and fiber converter) can be added to the
system for management, to help the system monitor the network status of the managed devices.

After the network transmission devices are added to the system, the Control Client will
automatically draw a network topology according to the location of the added devices, and display
the information (IP address, port No., port status and stream rate) and network link status (fluent,
busy, congested, disconnected).

8.20.1 Add Detected Online Network Transmission Devices

The system can perform an automated detection for available network transmission device s in the
network where the Web Client or server is located, which makes the devices' information about
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themselves (e.g., IP address) recognized by the system. Based on the information, you can add the
devices quickly.

You can add one online devices at a time, or add multiple online devices in a batch.

I._a .iJNote
You should install the web control according to the instructions and then the online device
detection function is available.

Add a Detected Online Network Transmission Device

When you want to add one of the detected online devices or add some of these devices with
different user names and passwords, you need to select only one device every time to add it to
HikCentral Professional. The IP address, port number and user name will be recognized
automatically, which can reduce some manual operations in a way.

Before You Start

Make sure the network device (switch, bridge or fiber converter) you are going to use is correctly
installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the device to the HikCentral Professional
via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Network Transmission Device on the left panel.

3. In the Online Device area, select a network type.

Server Network
The detected online devices in the same local subnet with the SYS server will be listed.
Local Network

The detected online devices in the same local subnet with the Web Client will be listed.
4. In the Online Device area, select the active device to be added.
. Click Add to Device List to open the Add Network Transmission Device window.
6. Set the required information.

(94}

Device Address

The IP address of the device, which is filled in automatically.
Device Port

The port number of the device, which is filled in automatically.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.
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User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Country Code

The country code defines the country/region where device will be used.

L—aﬂNote
« You should read and agree the disclaimer to set the country code.

« The country code is required for wireless bridges.
« You cannot edit the country code of the added device on its details page.

7. Click Add.
8. Optional: Perform the following operations after adding the device.

Remote Click # in the Operation column to set the remote configurations of the
Configuration corresponding device.

I.»» .iJNote
For detailed operation steps for the remote configuration, see the user
manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

I_,,ﬂNote
» You can only change the password for online Hikvision devices
currently.

« If the devices have the same password, you can select multiple devices
to change the password for them at the same time.
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Set the System Select the device, click System Connected Switch to set the switch as the
Connected Device system connected device.

I.“ 'ﬂ Note

System connected switch is the switch that is directly connected with the
SYS server.

Add Detected Online Network Transmission Devices in a Batch

For the detected online transmission network devices, if they have the same user name and
password, you can add multiple devices to HikCentral Professional at a time.

Before You Start

Make sure the network devices (switches, bridges or fiber converters) you are going to use are
correctly installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the devices to the HikCentral Professional
via network.

Steps

1.

[,

In the top left corner of Home page, select ] > All Modules - General - Resource
Management .

. Click Device and Server - Network Transmission Device on the left.
. In the Online Device area, select a network type.

Server Network

The detected online devices in the same local subnet with the SYS server will be listed.
Local Network

The detected online devices in the same local subnet with the Web Client will be listed.

. In the Online Device area, select the devices to be added.
. Click Add to Device List to enter the Add Online Device window.
. Enter the user name, password, and country code.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral Professional
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.
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ACaution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Country Code

The country code defines the country/region where device will be used.

l.u 'J Note

« You should read and agree the disclaimer to set the country code.

« The country code is required for wireless bridges.

« For the added device, its country code cannot be edited on the device details page.
7. Click Add.
8. Optional: Perform the following operations after adding devices.

Remote Click # in the Operation column to set the remote configurations of the
Configuration corresponding device.

I.»».iJNote
For detailed operation steps for the remote configuration, see the user
manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

I_,,ﬂNote
» You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple devices
to change the password for them at the same time.

Set the System Select the device, click System Connected Switch to set the switch as the
Connected Device system connected device.

I_,,_iJNote
System connected switch is the switch that is directly connected with the
SYS server.
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8.20.2 Add Network Transmission Device by IP Address

When you know the IP address of a device, you can add it to the system by specifying the IP
address, user name, password, etc.

Before You Start

Make sure the network device (switch, bridge or fiber converter) you are going to use is correctly
installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the device to the HikCentral Professional
via network.

Steps

1.

v A WN

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Device and Server - Network Transmission Device on the left panel.
. Click Add to enter the Add Network Transmission Device window.

. Select IP Address as the adding mode.

. Enter the required information.

Device Address

IP address of the device.
Device Port

The default device port number is 8000.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The administrator account which is created when activating the device, or the non-
administrator account, such as operator. When adding device by non-administrator, the
permission might be limited.

Password

The password required to access the account.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.
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Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Country Code

The country code defines the country/region where device will be used.

L_aﬂNote
« You should read and agree the disclaimer to set the country code.

« The country code is required for wireless bridges.
« Once the device is added, its country code cannot be edited on the device details page.

6. Finish adding the device.

- Click Add to add the current device and back to the device list page.

- Click Add and Continue to finish adding the current device and continue adding other devices.
7. Optional: Perform the following operations after adding devices.

Remote Click # in the Operation column to set the remote configurations of the
Configuration corresponding device.

L.,ﬂNote
For detailed operation steps for the remote configuration, see the user
manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

L_uﬂNote
« You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple devices
to change the password for them at the same time.

Set the System Select the device, click System Connected Switch to set the switch as the
Connected Device system connected device.

I,_= ﬂNote
System connected switch is the switch that is directly connected with the
SYS server.

8.20.3 Import Network Transmission Devices in a Batch

If there are a large number of devices to be added, you can enter the device information in the
pre-defined template and upload the template to add the network transmission devices in a batch.
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Before You Start

Make sure the network devices (switches, bridges or fiber converters) you are going to use are
correctly installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the devices to the HikCentral Professional
via network.

Steps
1. In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .
. Click Device and Server - Network Transmission Device on the left panel.
. Click Add to enter the Add Network Transmission Device window.
. Select the adding mode as Batch Import.
. Click Download Template to download the template to the local PC.
. Open the downloaded template file, and enter the required device information.
. Click = to select the edited template file.
. Finish adding the device.
- Click Add to add the current device and back to the device list page.
- Click Add and Continue to finish adding the current device and continue adding other devices.
9. Optional: Perform the following operations after adding devices.

O NGO UV A~ WN

Remote Click # in the Operation column to set the remote configurations of the
Configuration corresponding device.

I.“ 'J Note

For detailed operation steps for the remote configuration, see the user
manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

I,M 'J Note

» You can only change the password for online HIKVISION devices
currently.

« If the devices have the same password, you can select multiple devices
to change the password for them at the same time.

Set the System Select the device, click System Connected Switch to set the switch as the
Connected Device system connected device.

I.“ 'ﬂ Note

System connected switch is the switch that is directly connected with the
SYS server.
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8.21 Upgrade Device Firmware

You can upgrade the firmwares of the devices added to the system via the current Web Client or
Hik-Connect.

Via Current Web Client

The following devices are supported to be upgraded the firmwares via the current Web Client:

Table 8-1 Device List

No. Device Type

Camera

NVR (Network Video Recorder)

DVR (Digital Video Recorder )

Decoding Device

Access Control Device

Card Reader

Security Control Panel (including AX Security Control Panel)

Security Radar

O O I N[O UV | B WIN|PFP

Indoor Station

[EY
o

Door Station
I.“'.l Note

Upgrading the card reader linked to the door station is not supported.

11 Main Station

12 Guidance Terminal

I.“'_] Note

You can also upgrade the cameras access to the NVR in a batch.

Via Hik-Connect

The following devices are supported to be upgraded the firmwares via Hik-Connect:
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Table 8-2 Device List

No. Device Type

Camera

NVR

DVR

Indoor Station

| | W NP

Door Station
I.“'_' Note

Upgrading the card reader linked to the door station is not supported.

6

Main Station

7

Digital Signage Terminal

I,M '.] Note

You can also upgrade the cameras linked to the NVR in a batch.

8.21.1 Upgrade Device Firmware via Current Web Client

You can upgrade device firmware via the current Web Client.

Steps

1.

v A WN

0

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Firmware Upgrade on the left.

. Select the Via Current Web Client tab.

. In Upgrade By field, select the upgrade method.

. In Simultaneous Upgrade field, set the maximum number of devices for simultaneous upgrade.

Example
If you set the value to 5, up to 5 devices can be selected for batch upgrade.

. Select a upgrade package from the local computer and then click Next.

The upgradable devices will be displayed.

. Optional: Filter devices by device type, device firmware version, or device model.
. Select device(s) and then click Next.
. Select a upgrade schedule to upgrade the selected device(s).

- Select Upgrade Now from the Upgrade Schedule drop-down list to start upgrade.
- Select Custom from the Upgrade Schedule drop-down list and then customize a time period
to upgrade the selected device(s).
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10. Click OK to save the firmware upgrade settings.
The upgrade task list will be open.

11. Optional: In the top right corner of firmware upgrade page, click Upgrade Tasks to view the
task details and control the task status.

8.21.2 Upgrade Device Firmware via Hik-Connect

You can upgrade device firmware via Hik-Connect, which is a cloud service.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Firmware Upgrade on the left.

. Select the Via Hik-Connect tab.

. In Upgrade By field, select the upgrade method.

. In Simultaneous Upgrade field, set the maximum number of devices for simultaneous upgrade.

v A WN

Example

If you set the value to 5, up to 5 devices can be selected for batch upgrade.
6. Click Next.
7. Install the required web plug-in.

I.M'J Note

If you select Local PC as the upgrade method, you should install the required web plug-in if the
prompt pops up.

The upgradable devices will be displayed.
8. Select device(s) and click Next to enter the upgrade schedule page.
9. Select a upgrade schedule to upgrade the selected device(s).
- Select Upgrade Now from the Upgrade Schedule drop-down list to start upgrade.
- Select Custom from the Upgrade Schedule drop-down list and then customize a time period
to upgrade the selected device(s).
10. Click OK to save the firmware upgrade settings.

The upgrade task list will be open.
11. Optional: In the top right corner of firmware upgrade page, click Upgrade Tasks to view the
task details and control the task status.

8.21.3 Upgrade Device Firmware via FTP

You can upgrade device firmware via FTP.
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Steps

1.

2.
3.
4,

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

Click Firmware Upgrade on the left.

Select the Upgrade Firmware via FTP tab.

Set the basic information.

FTP Server Address
The address of FTP server, where you have uploaded the firmware upgrade package.
Port
The port number of FTP server.
User Name
The user name of FTP server.
Password
The password of the FTP server.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Path

If you saved FTP firmware upgrade package in a non-root directory, enter the root directory
name. If you saved FTP firmware upgrade package in a root directory, keep the field empty.

. Click Next.
. Select an upgrade package from the local PC and then click Next.

The upgradable device list will be displayed.

. Optional: Filter devices by device type, device firmware version, or device model.
. Select the device(s) and then select Upgrade Schedule from the drop-down list as upgrade now

or custom.

. Click OK to save the firmware upgrade settings.

The upgrade task list will be displayed.

10. Optional: In the upper-right corner of firmware upgrade page, click Upgrade Tasks to view the

task details and control the task status.

11. Optional: In the upgrade task list, click = in the Operation column to delete the upgrade task.
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8.22 Restore/Reset Device Password

If you forgot the password of the detected online devices, you can restore the device's default
password or reset the device's password through the system. Then you can access the device or
add it to the system using the password.

For detailed operations of restoring device's default password, refer to Restore Device's Default
Password .

For detailed operations of resetting device's password, refer to Reset Device Password .

8.22.1 Reset Device Password

If you forget the password you use to access the online device, you can request to have a key file
from your technical support and reset the device's password through the platform.

Before You Start

» Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral Professional via network.

« The devices should be activated. Refer to Create Password for Inactive Device(s) for details
about activating devices.

Perform this task when you need to reset the device's password. Here we take creating password
for the encoding device as an example.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Encoding Device on the left.

3. In the Online Device area, view the device status (shown on Security column) and click icon *; in
the Operation column of an active device.

The Reset Password window pops up.
4. Click Export File to save the device file on your PC.
5. Send the file to the technical support.

I.M 'J Note

For the following operations about resetting the password, contact the technical support.

&Caution

The password strength of the device can be automatically checked. We highly recommend you

change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special

characters) in order to increase the security of your product. And we recommend you change
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your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8.22.2 Restore Device's Default Password

For some encoding devices with old firmware version, if you forgot the password you use to access
the online device, you can restore the device's default password through the platform and then
you must change the default password to a stronger one for better security.

Before You Start

« Make sure the devices (cameras, DVR, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral Professional via network.

« The devices should be activated. Refer to Create Password for Inactive Device(s) for detailed
operations about activating devices.

Perform this task when you need to restore the device's default password.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Encoding Device on the left.

3. In the Online Device area, view the device status (shown on Security column) and click - in the
Operation column of an active device.
A dialog with security code pops up.

4. Enter the security code and restore the default password of the selected device.

LM 'J Note

Contact our technical support to obtain a security code.

What to do next

You must change this default password to better protect against security risks, such as the
unauthorized access by others to the product that may prevent the product from functioning
properly and/or lead to other undesirable consequences.

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change your
password regularly, especially in the high security system, changing the password monthly or
weekly can better protect your product.
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Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8.23 Manage Recording Server

You can add the Recording Server to the system for storing the videos and pictures. Currently, the
Recording Server supports Hybrid Storage Area Network, Cloud Storage Server, pStor, and NVR
(Network Video Recorder). You can also form an N+1 hot spare system with several Hybrid Storage
Area Networks to increase the video storage reliability of system.

LM d Note

NVR can only be used to store pictures.

8.23.1 Add pStor

You can add a pStor server as a recording server to the HikCentral Professional for storing the
videos and pictures.

Before You Start

« Make sure the pStor servers you are going to use are correctly installed and connected to the
network as specified by the manufacturers.

« Such initial configuration is required in order to be able to connect the devices to the HikCentral
Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Recording Server on the left panel.

3. Click Add to enter the Add Recording Server page.

L“'J Note

If the NTP server is not configured, a prompt message will appear on the top of the page. You
can click Configure to set the time synchronization.

4. Select pStor.
5. Enter the network parameters.

Address

The pStor server's IP address in LAN that can communicate with SYS.
Control Port

The control port No. of the pStor server. If it is not changed, use the default value.
Network Port

The network port No. of the pStor server. If it is not changed, use the default value.
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Signaling Gateway Port

The signaling gateway port No. of the pStor server. If it is not changed, use the default value.
6. Enter the user's access key and secret key of the pStor server for downloading pictures via
Control Client.

LM d Note

You can download these two keys on the pStor server's Web Client page.

7. Optional: Switch on Enable Picture Storage for storing pictures in this pStor.

La .iJNote
You should set picture downloading port No., which is used to download pictures via Control
Client.

8. Optional: If you need to access the server via WAN, switch on Enable WAN Access and set the
corresponding parameters which are available when you access the server via WAN.
9. Enter the name, user name, and password of the pStor server.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

10. Optional: In Storage Information field, switch on Custom Video Copy-Back and set the start
time for copy-back.

11. Finish adding the server.
- Click Add to add the server and back to the server list page.
- Click Add and Continue to save the settings and continue to add other servers.

12. Optional: Perform the following operations after adding the server.

Edit Server Click Name field of the server and you can edit the information of the
server and view its storage and camera information.

Delete Server Select the server(s) from the list, and click Delete to remove the
selected server(s).

Configure Click = in the Operation column to enter the login page of the pStor
Server server. You can log in and configure the pStor server.
Search Server Enter keyword(s) in the search box in the top right corner to search for

the target server(s).
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8.23.2 Add Hybrid Storage Area Network

You can add the Hybrid Storage Area Network (hereafter simplified as Hybrid SAN) as a recording
server to the HikCentral Professional for storing the video files and pictures.

Before You Start

Make sure the Hybrid SANs you are going to use are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be able
to connect the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Recording Server on the left panel.

3. Click Add to enter the Add Recording Server page.

L-aﬂNote
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization.

4. Select Hybrid Storage Area Network.
5. Enter the network parameters.
Address
The server's IP address in LAN that can communicate with SYS.
Control Port
The control port No. of the server. If it is not changed, use the default value.
Network Port
The network port No. of the server. If it is not changed, use the default value.
File Transmission Port

The file transmission port number of the server. If it is not changed, use the default value.
6. Optional: Enable picture storage function for storing pictures in this Hybrid SAN.

1) Switch on Enable Picture Storage.

2) Set picture downloading port number for downloading pictures via the Control Client. If the
picture downloading port No. is not changed, use the default value.

3) Set signaling gateway port number. If the picture downloading port number is not changed,
use the default one.

4) Enter the access key and secret key.

L“ 'ﬂ Note

The access key and secret key are used to download pictures via the Control Client. If required,
you can contact the technical support to get them.

7. Optional: Switch on Enable WAN Access to access the server via WAN.
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I._a .iJNote
When enabled, you should set the corresponding parameters including IP address of the server,
the control port No., the network port No., etc.

8. Enter the name, user name, and password of the server.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

9. Optional: In Storage Information field, switch on Custom Video Copy-Back and set the start time
and end time for copy-back.

10. Optional: In Storage Information field, switch on Video Expiration and set the video expiration

day(s).

The oldest videos will be deleted automatically after the specified retention period.
11. Finish adding the server.

- Click Add to add the server and back to the server list page.

- Click Add and Continue to save the settings and continue to add other servers.
12. Optional: Perform the following operations after adding the server.

Edit Server Click Name field of the server and you can edit the information of
the server and view its storage and camera information.

Delete Server Select the server(s) from the list, and click Delete to remove the
selected server(s).

Configure Server Click 2 in the Operation column, and the login interface of the
Hybrid SAN displays. You can log in and configure the Hybrid SAN.

One-Touch If the Hybrid SAN has not been configured with storage settings, click

Configuration in the Operation column to perform one-touch configuration
before you can store the video files of the camera on the Hybrid
SAN.

8.23.3 Add Network Video Recorder

You can add an Network Video Recorder (NVR) as a recording server to HikCentral Professional for
storing pictures.
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Before You Start

Make sure the NVRs you are going to use are correctly installed and connected to the network as
specified by the manufacturers. Such initial configuration is required in order to be able to connect
the devices to the system via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - Recording Server on the left panel.

3. Click Add to enter the adding server page.

LM d Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Network Video Recorder as the server type.
5. Set the required information.

Address

The server's IP address in LAN that can communicate with SYS.
Control Port

The control port No. of the NVR. If it is not changed, use the default value.
Network Port

The network port No. of the NVR. If it is not changed, use the default value.
Picture Download Port

The picture downloading port of the NVR. If it not changed, use the default value.
Signaling Gateway Port

The signaling gateway port No. of the NVR. If it is not changed, use the default value.
6. Enter the user's access key and secret key of the NVR for downloading pictures via Control
Client.

L“ 'ﬂ Note

You can download these two keys on the NVR's remote configuration page.

7. Optional: If you need to access the server via WAN, set the Enable WAN Access switch to ON
and set the corresponding parameters which are available when you access the server via WAN.
8. Enter the name, user name, and password of the NVR.

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
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characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

9. Finish adding the NVR.

- Click Add to add the NVR and back to the server list page.

- Click Add and Continue to save the settings and continue to add other NVRs.
10. Optional: Perform the following operations after adding the NVR.

Edit NVR Click Name field of the NVR and you can edit the information of the NVR
and view its storage and camera information.

Delete NVR Select the NVR(s) from the list, and click Delete to remove the selected
server(s).

Configure NVR  Click ¢ in the Operation column, and the login interface of the NVR will
be displayed. You can log in and configure the NVR.

8.23.4 Manage Cloud Storage Server

You can add a Cloud Storage Server as a Recording Server to the HikCentral Professional for storing
the video files.

Import Service Component Certificate to Cloud Storage Server

For data security purpose, the Cloud Storage Server's certificate should be same with the SYS
server's. Before adding the Cloud Storage Server to the platform, you should import the certificate
stored in the SYS server to the Cloud Storage Server.

Before You Start

Make sure the Cloud Storage Server you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral Professional via network.

Steps

I.M 'J Note

If the service component certificate is updated, you should export the new certificate and import it
to the Cloud Storage Server again to update.

1. In the top left corner of Home page, select ] - All Modules - General - System
Configuration .

2. Click Security - Service Component Certificate on the left side.

3. Click Export to export the certificate stored in the SYS server.
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4. Log in the configuration page of the Cloud Storage Server via web browser.

5. Click System - Configuration - Cloud Configuration .

6. Input the root keys salt and keys component according to the parameters in the certificate you
export in Step 3.

Emiryplion & Deorpplion: = Open g fMgest Akgorithm: s
Rood Krys Salt FialEANTE 4 514 Karys {ompomssnl;
Heyy Securtty Level High Hgdam m Lo
7. Click Set.

What to do next
After importing the certificate to the Clout Storage Server, you can add the server to the platform
for management. See Add Cloud Storage Server for details.

Add Cloud Storage Server

You can add Cloud Storage Server as recording server to the HikCentral Professional for storing the
video files and pictures.

Before You Start

» Make sure the Cloud Storage Servers you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral Professional via network.

» You should import the service component certificate to the Cloud Storage Server first before
adding it to the system. See Import Service Component Certificate to Cloud Storage Server for
details.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Recourse
Management .

2. Click Device and Server -» Recording Server on the left panel.

3. Click Add to enter the adding server page.

I.“'J Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Cloud Storage.
5. Enter the network parameters.

Address
The server's IP address in LAN that can communicate with SYS server.

Control Port
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The control port No. of the server. If it is not changed, use the default value.
Network Port

The network port No. of the server. If it is not changed, use the default value.
Signaling Gateway Port

The signaling gateway port No. of the server. If it is not changed, use the default value.

. Enter the user's access key and secret key of the Cloud Storage Server for searching the video

files stored in this Server via the HikCentral Professional Mobile Client or downloading pictures
via Control Client.

LM d Note

You can download these two keys on the Cloud Storage Server's configuration page (click
Virtualizing - User Management ).

. Optional: Switch on Enable Picture Storage for storing pictures in this Cloud Storage Server.

LM d Note

If this function is enabled, you need to set picture downloading port No., which is used to
download pictures via Control Client.

. Optional: If you need to access the server via WAN, switch on Enable WAN Access and set the

corresponding parameters which are available when you access the server via WAN.

. Enter the name, user name, and password of the Server.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

10. Finish adding the Server.

11.

- Click Add to add the server and back to the server list page.
- Click Add and Continue to save the settings and continue to add other servers.

Optional: Perform the following operations after adding the server.

Edit Server Click Name field of the server and you can edit the information of the
server and view its storage and camera information.

Delete Server Select the server(s) from the list, and click Delete to remove the
selected server(s).

Configure Click = in the Operation column, and the login interface of the Cloud

Server Storage Server displays. You can log in and configure the Cloud Storage
Server.
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8.23.5 Add pStor Cluster Service

pStor cluster service is a service that can manage multiple pStors and the connected disks of
pStors. When there are multiple pStors storing a large number of video files, you can add pStor
cluster service to the HikCentral Professional for managing pStors. It is also an efficient way to add
multiple pStors.

Before You Start

Make sure the pStor cluster services you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral Professional via network.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Recourse
Management .

2. Click Device and Server - Recording Server on the left panel.

3. Click Add to enter the Add Recording Server page.

Figure 8-24 Add Recording Server Page

L.i_]Note
If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select pStor Cluster Service.
5. Enter the required network parameters.

243



HikCentral Professional Web Client User Manual

Address

The server's IP address in LAN that can communicate with SYS.
Network Port

The network port No. of the pStor cluster service. If it is not changed, use the default value.
Signaling Gateway Port

The signaling gateway port No. of the pStor cluster service. If it is not changed, use the
default value.
6. Enter the user's access key and secret key of the pStor cluster service.

|__, ﬂNote
You can download these two keys on the Web Client page (enter device's IP address: 9012 in the
browser) of pStor cluster service.

7. Optional: If you need to access the server via WAN, set the Enable WAN Access switch to on and
set the corresponding parameters which are available when you access the server via WAN.

8. Enter the name, user name, and password of the pStor cluster service.

&Cauﬁon

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

9. Finish adding the server.
- Click Add to add the server and back to the server list page.
- Click Add and Continue to save the settings and continue to add other servers.

10. Optional: Perform the following operations after adding the server.

Edit Server Click Name field of the server and you can edit the basic information of
the server, view its connected device(s) storage information.

Delete Server Select the server(s) from the list, and click Delete to remove the
selected server(s).

Configure Click = in the Operation column to enter the login interface of the pStor

Server cluster service. You can log in and configure the pStor cluster service.
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8.23.6 Set N+1 Hot Spare for Hybrid SAN

You can form an N+1 hot spare system with several Recording Servers. The system consists of
several host servers and a spare server. When the host server fails, the spare server switches into
operation, thus increasing the video storage reliability of HikCentral Professional.

Before You Start

Make sure the Hybrid Storage Area Networks you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral Professional via network.
At least two online Hybrid Storage Area Networks should be added to form an N+1 hot spare
system.

Steps

it

. ﬂNote

The N+1 hot spare function is only supported by Hybrid Storage Area Networks and NVRs. For
details about configuring N+1 hot spare system with NVRs, see Set N+1 Hot Spare for NVR .
The spare server cannot be selected for storing videos until it switches to host server.

The host server cannot be set as a spare server and the spare server cannot be set as a host
server.

OV AW

. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .
. Click Device and Server - Recording Server - N+1 Hot Spare to enter the N+1 Configuration
page.
N+1 Configuration
| S Hamr Togsr o TR P Dot 5

Figure 8-25 N+1 Configuration Page

. Click Add to set the N+1 hot spare.

. Select a Hybrid Storage Area Network in the Spare drop-down list to set it as the spare server.
. Select the Hybrid Storage Area Network(s) in the Host field as the host server(s).

. Click Add.

I.»a .iJNote
The recording schedules configured on the Hybrid Storage Area Network will be deleted after
setting it as the spare Recording Server.

. Optional: After setting the hot spare, you can do one or more of the following.
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Edit Click (== on the Operation column, and you can edit the spare and host settings.
Delete Click = on the Operation column to cancel the N+1 hot spare settings.

I.M 'J Note

Canceling the N+1 hot spare will cancel all the host-spare associations and clear the
recording schedule on the spare server.

8. Optional: If the host server sending the recording schedule to spare server failed, you can click
[*} on the Operation column to send the recording schedule on the host server to the spare one
again.

8.24 Manage Streaming Server

You can add the Streaming Server to the HikCentral Professional to get the video data stream from
the Streaming Server, thus to lower the load of the device.

I.M 'J Note

For system which supports Remote Site Management, the cameras imported from Remote Site
adopt the Streaming Server configured on the Remote Site by default. You are not required to add
the Streaming Server to Central System and configure again.

8.24.1 Input Certificate Information to Streaming Server

For data security purpose, the Streaming Server's certificate should be the same with the SYS
server's. Before adding the Streaming Server to the platform, you should enter the certificate
information stored in the SYS server to the Streaming Server.

Steps

I.M 'J Note

If the service component certificate is updated, you should enter the new certificate information to
the Streaming Server again to update.

1. Log into the Web Client on the SYS server locally.

You will enter the Home page of the Web Client.

2. In the top left corner of Home page, select ] = All Modules - General - System
Configuration .

3. Click Security - Service Component Certificate on the left.

4. Click Generate Again to generate the security certificate for Streaming Server verification.

LM d Note

You need to enter the account password for verification to generate the security certificate.
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5.
6.

7.

On the computer which has installed with Streaming Service, open the Service Manager.
Click Security Certificate.

& Dy(s) 232542

Figure 8-26 Enter Security Certificate
Enter the certificate information you generate in step 4.

8.24.2 Add Streaming Server

You can add a Streaming Server to the system to forward the video stream.

Steps

1.

w

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Click Device and Server - Streaming Server on the left panel.
. Click Add to enter the Add Streaming Server page.
. Enter the required information.

Name

Create a descriptive name for the server. For example, you can use an alias that can show the
location or feature of the server.

Network Location

Select LAN IP Address if the Streaming Server and the SYS server are in the same LAN.
Otherwise, select WAN IP Address.

Address
The IP address of streaming server to be added.
Real Time Streaming Port
It is used for Streaming Service to get stream. If it is not changed, use the default value.
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Video File Streaming Port

It is used for Streaming Service to get stream for playback. If it is not changed, use the default
value.

Network Port
It is used for getting the status of Streaming Service. If it is not changed, use the default value.
Web Client Streaming Port

It is used for getting stream for Google Chrome or Firefox. If it is not changed, use the default
value.

Management Port

It is used for security certificate authentication. If it is not changed, use the default value.
5. Optional: If you need to access the server via WAN, switch on Enable WAN Access and set the
corresponding parameters which are available when you access the server via WAN.

I._a .iJNote

The Enable WAN Access switch is available when you set Network Location as LAN IP Address.
6. Finish adding the Streaming Server.

- Click Add to add the server and back to the server list page.

- Click Add and Continue to save the server and continue to add other servers.

The servers will be displayed on the server list. You can check the related information of the
added servers on the list.
7. Optional: Perform the following operations after adding the streaming server.

Edit a Server Click Name field of the server and you can edit the basic information of the
server, view its related resources information.

Delete Server(s) Select the server(s) from the list, and click Delete to remove the selected
server(s).

Search Server(s) Enter a keyword in the search box on the upper right corner of the page to
quickly search the target server(s).

8.25 Add DeepinMind Server

When you know the related parameters such as IP address and port No. of the DeepinMind server,
you can add it to the platform for intelligent functions, such as facial recognition, behavior analysis,
and intrusion detection.

Before You Start

Make sure the DeepinMind server you are going to use is correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be able
to connect the devices to the HikCentral Professional via network.
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Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Device and Server - DeepinMind Server on the left.

. Click Add to enter the Add DeepinMind Server page.

4. Set the required basic information such as device address, device port number, and WAN access.
Address

IP address of the DeepinMind server.

Enable WAN Access

Enable the DeepinMind server to access WAN (Wide Area Network).

w

I.n'ﬂ Note

After enabling the WAN Access, you need to set the WAN IP address and port number of the
DeepinMind server for WAN access.

5. Finish adding the DeepinMind server.

- Click Add to finish adding the server.

- Click Add and Continue to add the current server and continue to add more.
6. Optional: Perform the following operations after adding the server.

Edit Server Click Alias field of the server, and you can edit the information of the
server.

Delete Server Select the server(s) from the list, and click Delete to delete the selected
server(s).

Configure Server Click & , and the login interface of the server displays. You can log in and
configure the server.

8.26 Add Security Audit Server

You can add the security audit server to the system to receive the security audit exception logs
(e.g., injection attack logs, XSS events) of encoding devices from the server and trigger related
alarms in the system.

Before You Start

Make sure the security audit servers you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral Professional via network.

Steps
« Adding security audit server is controlled by the system's license.
« Up to 8 security audit servers can be added to the system if the license permits.

1. In the top left corner of Home page, select ] > All Modules - General - Resource
Management .
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2. Click Device and Server - Security Audit Server on the left panel.
3. Click Add to enter the Add Security Audit Server page.
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Figure 8-27 Add Security Audit Server Page

4. Set the required basic information such as device address, device port number, and WAN access.
Address

IP address of the security audit server.
Device Port
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The device port of the security audit server. By default, the port is 443, which means the
security audit server access to HikCentral Professional by HTTPS.

Enable WAN Access

Enable the security audit server to access WAN.

L_aﬂNote
After enabling the WAN Access, you need to set the WAN IP address and log collection port
for WAN access.

Name

Create a descriptive name for the security audit server. For example, you can use an alias that
can show the feature of the server.

User Name
Enter the user name that has the privilege to log into the security audit server.
Password

Enter the password of the user that has the privilege to log into the security audit server.
5. Select the encoding devices for security audit.

LM d Note

The system can receive the security audit exception logs (e.g., injection attack logs, XSS events)
of selected encoding devices from the server, and trigger related alarms in the system.
6. Finish adding the security audit server.
- Click Add to finish adding the server.
- Click Add and Continue to add the server and continue to add more.
7. Optional: Perform the following operations after adding the security audit server.

Edit a Server Click Name field of the server and you can edit the basic information of the
server.

Delete Server(s) Select the server(s) from the list, and click Delete to remove the selected
server(s).

Search Server(s) Enter a keyword in the search box on the upper right corner of the page to
quickly search the target server(s).

8.27 Manage Remote Site

You can add other HikCentral Professional without RSM (Remote Site Management) module to the
HikCentral Professional with RSM module as the Remote Site for central management.

After adding the Remote Site to the Central System, you can manage the Remote Site's cameras
(such as live view and playback), add the Remote Site's configured alarms so that you can manage
the alarms via the Central System, and set the recording schedule for the Remote Site's cameras
and store the recorded video files in the Recording Server added to the Central System.
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Remote Site

If the HikCentral Professional doesn't have RSM module (based on the License you purchased),
you can add it to the Central System as Remote Site.

Central System

If the HikCentral Professional has RSM module (based on the License you purchased), you can
add other Remote Sites to this system. This system and the added Remote Sites are called
Central System.

L,,ﬂNote
« The system with RSM module cannot be added to other Central System as Remote Site.

« If one Remote Site has been added to one Central System, it cannot be added to other Central
System.

8.27.1 Add Remote Site by IP Address or Domain Name

If you know the IP address or domain name of the Remote Site to be added, you can add the site to
the Central System by specifying the IP address (or domain name), user name, password, and other
related parameters.

Steps

L_aﬂNote
- When adding Remote Site, the site's cameras and area information are imported to the Central
System by default.

« When you perform the following steps, the progress of the whole task will be displayed on the
upper right side.

1. In the top left corner of Home page, select ] - All Modules - Video -> Remote Site
Management .

2. Enter the Add Remote Site page.
- If no Remote Site is added, click Add Site to enter the Add Remote Site page.
- If you have already added Remote Site, click -+ on the left to enter the Add Remote Site page.
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Figure 8-28 Add Remote Site

L. UNote
If you did not set the NTP server which is used for synchronizing the time between the SYS and
the NTP server, a message will be displayed on the top of this page. If you need, click the button
to go to the System Configuration page.

3. Select IP Address/Domain as the adding mode.

4. Enter the required information.
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Site Address

The IP address or domain name of the Remote Site.
Site Port

Enter the port No. of the Remote Site.
Name

Edit a name for the Remote Site as desired. You can check Get Name to synchronize the
Remote Site's name automatically.

User Name

The user name for the Remote Site, such as admin user and normal user.
Password

The password required to access the Remote Site.

ACauﬁon

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Description

Optionally, you can enter the descriptive information for the Remote Site, such as location
and deployment.

5. Optional: Enable receiving the alarms configured on the Remote Site.
1) Set the Select Alarm switch to ON to display all the configured alarms on a Remote Site.
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Figure 8-29 Receive Alarm from Site Page

2) Optional: Click " to filter the configured alarms by the alarm source, area, triggering event,
etc.
3) Select the configured alarm(s).

|.. ﬂNote

« After receiving the alarm from Remote Site, the alarm will be configured as alarm in Central
System automatically. You can click Default Configuration Rule to view the imported
alarms' default settings including alarm name, alarm priority, actions, etc.

« You can view and edit alarms in Event and Alarm module. For details about setting the
event and alarm, refer to Event and Alarm Confiquration .

. Back up the Remote Sites' database in the Central System and you can set the maximum number
of backups and view the database saving path in the Central System.
Max. Number of Backups

Define the maximum number of backup files available on the platform.
. Optional: Enable backing up the Remote Site's database in schedule.

1) Switch on Scheduled Database Backup.

2) Select how often to back up the database.

|,» UNote
If you select Weekly or Monthly for running the backup task, select which day to run.

3) Select what time of a day to start backup.
. Click Add to add the remote site.
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8.27.2 Add Remote Site Registered to Central System

If the Remote Sites have been registered to the Central System and the Central System also
enabled the receiving site registration function, the registered Remote Sites will display in the site
list. You can add them to the Central System by entering user names and passwords.

Before You Start

« The Remote Site must be registered to the Central System by entering the Central System's
network parameters (see Set Network Parameters for details).

- Make sure the receiving site registration function has been enabled on the Central System. (see
Set Network Parameters for details).

Perform this task when you need to add the site which has registered to the Central System.

Steps

I.,aﬂNote
- When adding Remote Site, the site's cameras and logical area information are imported to the
Central System by default.

« When you perform the following steps, the progress of the whole task will be displayed on the
upper right side.

1. In the top left corner of Home page, select ] = All Modules - Video -> Remote Site
Management .

2. Enter the adding Remote Site page.
- If no Remote Site added, click Add Site to enter the Add Remote Site page.
- If you have already added Remote Site, click -+ on the left to enter the Add Remote Site page.
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[ |
Figure 8-30 Add Remote Site Page

l.u 'J Note

If you did not set the NTP server which is used for synchronizing the time between the SYS and
the NTP server, a message will be displayed on the top of this page. If you need, click the button
to go to the System Configuration page.

. Select Site Registered to Central System as the adding mode.

The sites which have already registered to the Central System will display in the list.
. Select the Remote Site(s) and enter the user name and password of the Remote Site(s).

ACaution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.
Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Back up the Remote Sites' database in the Central System and you can set the maximum number
of backups and view the database saving path in the Central System.
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Max. Number of Backups
Define the maximum number of backup files available on the system.

Lu'ﬂ Note

The value of maximum number of backups ranges from 1 to 5.

6. Optional: Back up the Remote Site's database in schedule.
1) Set the Scheduled Database Backup switch to ON to enable the scheduled backup.
2) Select how often to back up the database.

L“'J Note

If you select Weekly or Monthly for running the backup task, select which day to run.

3) Select what time of the day to start backup.
7. Click Add to add the Remote Site and go back to the Remote Site list page.

8.27.3 Add Remote Sites in a Batch

When you want to add multiple Remotes Sites at a time for convenience, you can edit the
predefined template by entering the sites' parameters and import the template to the Central
System to add them.

Steps

I.,a.iJNote
« When adding Remote Site, the site's cameras and logical area information are imported to the
Central System by default.

« When you perform the following steps, the progress of the whole task will be displayed on the
upper right side.

1. In the top left corner of Home page, select ] = All Modules - Video -> Remote Site
Management .

I.-= ﬂNote
If you have customized the menu (see Customize Navigation Bar for details), click Remote Site
Management on navigation bar to enter the Remote Site management page.

2. Enter the adding Remote Site page.
- If no Remote Site added, click Add Site to enter the Add Remote Site page.
- If you have already added Remote Site, click + on the left to enter the Add Remote Site page.
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Figure 8-31 Add Remote Site

I.“ 'ﬂ Note

If you did not set the NTP server which is used for synchronizing the time between the SYS and
the NTP server, a message will be displayed on the top of this page. If you need, click the button
to go to the System Configuration page.

. Select Batch Import as the adding mode.

. Click Download Template and save the predefined template on your PC.

. Open the exported template file and input the required information of the Remote Sites to be
added on the corresponding column.

. Click 7 and select the template file.

. Back up the Remote Sites' database in the Central System and you can set the maximum number
of backups and view the database saving path in the Central System.

Max. Number of Backups

Define the maximum number of backup files available on the system.

. Optional: Back up the Remote Site's database in schedule.

1) Set the Scheduled Database Backup switch to ON to enable the scheduled backup.
2) Select how often to back up the database.
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I.“ 'ﬂ Note

If you select Weekly or Monthly for running the backup task, select which day to run.

3) Select what time of the day to start backup.
9. Click Add to add the Remote Site and go back to the Remote Site list page.

8.27.4 Back Up Remote Site's Database to Central System

After adding the Remote Site, you can back up the database of the Remote Site to the Central
System. The database backup can be performed according to the configured schedule or
immediately. In case of the data deletion or corruption following a natural or human-induced
disaster, you can recover the data to ensure the business continuity.

Steps
1. In the top left corner of the Home page, select ] - All Modules -> Video -> Remote Site
Management .

I._- ﬂNote
If you have customized the menu (see Customize Navigation Bar for details), click Remote Site
Management on navigation bar to enter the Remote Site management page.

2. In the site list on the left, click the Remote Site name to view its details.

Back up Remate Site's Conbigured Data in Central Syitem

Lot Database Back Y Back Up Mow

File Mame Backup Time

Figure 8-32 Back up Remote Site Database in Central System

3. Click Back Up Now to back up the Remote Site's database manually.

4. Optional: Set the backup parameters and enable scheduled database backup if needed to back
up the Remote Site's database regularly.
1) Click Set Database Backup to open the Set Database Backup dialog.
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et Database Backup

Figure 8-33 Set Database Backup

2) Switch on the Scheduled Database Backup to enable the scheduled backup.
3) Select how often to back up the database.

I.“'J Note

If you select Weekly or Monthly for running the backup task, select which day to run.

4) Select what time of the day to start backup.
5) Set the Max. Number of Backups to define the maximum number of backup files available on

the system.

I.“'J Note

The maximum number of the backups should be between 1 to 5.

6) Click Save.
Result

The backup file (including manual backup and scheduled backup) will display in the list, showing
the file name and backup time.
8.27.5 Edit Remote Site

After adding the Remote Site, you can view and edit the added Remote Site's information and set
its GPS location.
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Steps

1.

In the top left corner of Home page, select ] - All Modules - Video -> Remote Site
Management .

I.“ 'ﬂ Note

If you have customized the menu (see Customize Navigation Bar for details), click Remote Site
Management on navigation bar to enter the Remote Site management page.

. In the site list on the left, click the Remote Site name to view its details.
. View and edit the basic information of the Remote Site, including IP address, port, alias, etc.

I.M 'J Note

You cannot edit the address and port of the site registered to the Central System.

. In the original information field, view the Remote Site's site name, system ID, system version,

and GPS location.

l.u 'J Note

If the GPS location is not configured, click Configuration to set its location in Map module. See
Map Management for details.

. Optional: Click Configuration on Site to open the Web Client of the Remote Site and log in for

further configuration.

l.u 'J Note

The site must be online if you need to enter its Web Client.

. Click Save.

8.27.6 View Remote Site's Changes

When there are changed resources on the Remote Site, such as newly added cameras, deleted
cameras, and name changed cameras, you can view the changed resources and synchronize the
resources in Central System with the Remote Site.

Steps

7

_ﬂNote

The site should be online if you need to view the changed resources.

1. In the top left corner of the Home page, select ] - All Modules - Video - Remote Site

Management .

I.“'J Note

If you have customized the menu (see Customize Navigation Bar for details), click Remote Site
Management on navigation bar to enter the Remote Site management page.

2. Click . * in the site list on the left to get the latest status of the Remote Sites.
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3. Click the site name whose resources are changed to enter its details page.
4. Click Changes of Remote Site to view the changes.

HikCentral-Remotel

Last Checkied [ime

Chansge of Femate Sibe umber

Figure 8-34 Remote Site Management
5. When there are newly added cameras on the site, you can view the added cameras and add
them to the area in Central System.

1) If there are some newly added cameras on Remote Site, click Newly Added Camera to expand
the newly added camera list.

Change of Remocte Site Mumber

Nameo Arga

Figure 8-35 Changes of Remote Site

You can view the camera name and area name on the Remote Site.
2) Select the camera(s) and click Add to Central Area to synchronize the newly added cameras to
the Central System.
3) Select the area in the Central System.
4) Click Save.
6. When there are some cameras deleted from the site, you can view the deleted cameras and
remove them from Central System.

1) If there are some cameras deleted from Remote Site, click Deleted Camera to expand the
deleted camera list.
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Change of Remate Site Murmibser
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Figure 8-36 Change of Remote Site

You can view the camera name and its area in Central System.
2) Click Delete All Cameras Below in Central to delete the deleted cameras in Central System.
7. When there are some cameras whose names are changed on the site, you can view the name
changed cameras and synchronize them to Central System.
1) If the name of camera of Remote Site is changed, click Name Changed Camera to expand the
name changed camera list.

Change of Remote Site Mumber

T N

Carmsera Mame [Remote) Camera Mame (Central)

Figure 8-37 Name Changed Camera

You can view the camera names in Remote Site and Central System.
2) Select the cameras and click Synchronize Camera Name to synchronize the camera name in
Central System.
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Chapter 9 Area Management

HikCentral Professional provides areas to manage the added resources in different groups. You can
group the resources into different areas according to the resources' locations. For example, on the
1st floor, there mounted 64 cameras, 16 access points, 64 alarm inputs, and 16 alarm outputs. You
can organize these resources into one area (named 1st Floor) for convenient management. You can
get the live view, play back the video files, and do some other operations of the devices after
managing the resources by areas.

LM d Note

If the current system is a Central System with a Remote Site Management module, you can also
manage the areas on a Remote Site and add cameras on Remote Site into areas.

9.1 Add Area

You should add an area before managing the elements by areas.

9.1.1 Add Area for Current Site

You can add an area for the current site to manage the devices.

Steps

1. In the top-left corner of the Home page, select ] - All Modules - General -> Resource
Management .

2. Click Area on the left.

3. Optional: Select the parent area in the area list panel to add a sub area.

I.M 'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
+ Theicon &4 indicates that the site is the current site.

4. Click + on the area list panel to open the Add Area panel.
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Figure 9-1 Add Area for Current Site
5. Select the parent area to add a sub area.
. Create a name for the area.

7. Optional: Select a Streaming Server for the area to get the video stream of the cameras
belonging to this area via the server.

(22}

All cameras belonging to this area via the server are listed in the Related Cameras area. If the
camera is online, you can click its name to view its basic information, recording settings, and
picture storage settings.

8. Optional: If you select a Streaming Server for the area, check Wall Display via Streaming Server
to display the area's resources on the smart wall via this Streaming Server.

9. Optional: Click Expand to expand and set the additional area information as needed.

I.,a .iJNote
For details about customizing fields of the additional area information, refer to Customize
Additional Information .

10. Click Add.
11. Optional: After adding the area, you can do one or more of the following:

Edit Area Click # to edit the area.
Delete Click = to delete the selected area, or press Ctrl on your keyboard, select
Area multiple areas, and then click = to delete areas in a batch.

LM 'J Note

After deleting the area, the resources (cameras, doors, elevators, radars,
alarm inputs, alarm outputs, UVSSs, and digital signage terminals) in the
area will be removed from the area, as well as the corresponding recording
settings, event settings, and map settings.

Search Enter a keyword in the search field of the area list panel to search for the
Area area.

Move Area Drag the added area to another parent area as the child area.
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9.1.2 Add Area for Remote Site

You can add an area for the Remote Site to manage the devices in the Central System.

Steps

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added Remote Site from the drop-down site list to show its
areas.

I.M 'J Note

The icon && indicates that the site is a Remote Site.

4. Click + on the area list panel to open the Add Area panel.

Add Area

R
Figure 9-2 Add Area for Remote Site

5. Select the parent area to add a sub-area.
6. Set the adding mode for adding the area.
Import Area with New Cameras
If there are some cameras newly added to the areas on a Remote Site, you can import the

areas as well as those newly added cameras. The areas with newly added cameras will be
displayed and you can select the areas to add.

267



HikCentral Professional Web Client User Manual

Add New Area

Add a new area to the parent area.
7. Optional: Select a Streaming Server for the area to get the video stream of the cameras
belonging to this area via the server.
8. Optional: If you select a Streaming Server for the area, check Wall Display via Streaming Server
if you want to display the area's resources on the smart wall via this Streaming Server.
9. Optional: Click Expand to expand and set the additional area information as needed.

|__, ﬂNote
For details about customizing the additional area information, refer to Customize Additional

Information .

10. Click Add.
11. After adding the area, you can do one or more of the following:

Edit Area Click # to edit the area.

Delete Area  Click = to delete the selected area, or press Ctrl on your keyboard, select
multiple areas, and then click = to delete areas in a batch.

I.u .iJNote
After deleting the area, the cameras will be removed from the area, as well
as the corresponding recording settings and event settings.

Search Area  Enter a keyword in the search field of the area list panel to search for the
area.

Move Area Drag the added area to another parent area as the child area.

9.1.3 Customize Additional Information

You can customize the area information which is not included in the basic information according to
actual needs, e.g., description. After customizing, you can enter the additional area information to
make the area information complete when adding or editing an area.

In the top-left corner of the Home page, select ] > All Modules - General - Resource
Management - Area .

In the area list panel on the left, click : to enter the Customize Additional Information page. Click
Add, set the name and type, and click Add to customize the additional area information.

You can also click «# to edit the additional information or click & to delete it.
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9.2 Add Element to Area

You can add elements including cameras, alarm inputs, alarm outputs, access points, and under
vehicle surveillance systems into areas for management.

9.2.1 Add Camera to Area for Current Site

You can add cameras to areas for the current site. After managing cameras into areas, you can get
the live view, play the video files, and so on.

Before You Start
The cameras need to be added to HikCentral Professional for area management. Refer to Manage
Encoding Device for details.

Steps

LM d Note

One camera can only belong to one area. You cannot add a camera to multiple areas.

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area for adding cameras to.

I.M 'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is the current site.

. Select the Camera tab.

. Click 4+ on the element page to enter the Add Camera page.

. Select the device type.

. Select the camera(s) to add.

. Optional: Check Get Device's Recording Settings to obtain the recording schedule configured on
the local device and the device can start recording according to the schedule.

0O NO UV A

l.—a ﬂNote
If the recording schedule configured on the device is not continuous recording, it will be
changed to event recording on the local device.

9. Click Add.

The added camera(s) will be displayed in the list.
10. Optional: After adding the camera(s), you can do one or more of the followings:

Configure Camera Click = in the Operation column to configure the camera.
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Export Information of

All Cameras

Synchronize Camera
Name

Apply Camera Name

Get Recording
Schedule

Set Camera ID

Move Camera(s) to
Another Area

Get PTZ
Configuration

Set Geographic
Location

Display Cameras of
Child Areas

Click "+ to export the information of all cameras added to the
area to an Excel file.

Select the cameras and click 7, to get the cameras' names from
the devices in a batch.

L:ﬂNote
You can only synchronize the camera name of the online
HIKVISION device.

Select the cameras and click [-* to apply the cameras' names to
the devices in a batch.

Select the cameras and click
from the devices in a batch.

to get the recording schedules

Click % to enter the Camera ID page, edit the default identifier
number in the ID column of each camera, and click Save.

I.M 'J Note

The camera ID is unique and used to display a certain camera's
live view on the smart wall via the network keyboard.

Select the cameras, click =7 , select a target area, and click Move
to move the selected cameras to the target area.

Select the cameras and click « to get the details of PTZ
Configuration from the devices in a batch.

Click /. to enter the Map Settings page and drag the camera to
the map. For details, refer to Add Hot Spot on Map .

Check Include Sub-Area to display the cameras of child areas.

9.2.2 Add Camera to Area for Remote Site

If the current system is a Central System with a Remote Site Management module, you can also
add cameras from the Remote Site to areas in the Central System for management.

Before You Start
Encoding devices need to be added to HikCentral Professional for area management. Refer to
Manage Encoding Device for details about adding devices.
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Steps

I.“ '.I Note

Cameras can only belong to one area. You cannot add a camera to multiple areas.

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added Remote Site from the drop-down site list to show its
areas.

I.“ '_] Note

The icon &% indicates that the site is a Remote Site.

4. Select an area for adding cameras to in the area list panel.
. Select the Camera tab.
6. Click 4~ on the element page to enter the Add Camera page.

]

Add Camera

! Refresh

Figure 9-3 Add Camera to Area for Remote Site
7. Select the camera(s) to add.

I.“'_I Note

Up to 64 cameras can be added to one area.

8. Click Add.
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The added camera(s) will be displayed in the list.
9. Optional: After adding the camera(s), you can do one or more of the following:

Export Information of Click | - to export the information of all cameras added to the area to
All Cameras an Excel file.

Synchronize Camera Select the cameras and click 1. to get the cameras' names from the
Name devices in a batch.

Set Camera ID Click &= to enter the Camera ID page, edit the default identifier
number in the ID column of each camera, and click Save.

I.M '_I Note

The camera ID is unique and used to display a certain camera's live
view on the smart wall via the network keyboard.

Move Camera(s) to Select the cameras, click =7, select a target area, and click Move to
Another Area move the selected cameras to the target area.

Display Cameras of Check Include Sub-Area to display the cameras of child areas.
Child Areas

9.2.3 Add Door to Area for Current Site

You can add doors to areas for the current site for management.

Before You Start
The access control devices need to be added to the HikCentral Professional for area management.
Refer to Manage Access Control Device for details.

Steps

I.M 'J Note

One door can only belong to one area. You cannot add one door to multiple areas.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area for adding doors to in the area list panel.

l.“'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is current site.

4. Select the Door tab.
5. Click 4~ on the element page to enter the Add Door page.
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6. Select the device type.

7. Select the door(s) to be added.

8. Click Add.

The added door(s) will be displayed in the list.
9. Optional: After adding the doors, you can do one or more of the following.

Synchronize Door
Name

Apply Door Name

Move to Other Area

Set Geographic
Location

Display Doors of
Child Areas

Select the doors and click 7, to synchronize the doors' names from
the device in a batch.

l.“ 'J Note

You can only synchronize the door name of online HIKVISION device.

Select the doors and click | * to apply the doors' names to the device
in a batch.

Select the doors and click _* . Then select the target area to move
the selected doors to and click Move.

Click . to enter Map Settings page and drag the door to the map.
See Add Hot Spot on Map for details.

Check Include Sub-area to display the doors in child areas.

9.2.4 Add Elevator to Area for Current Site

You should add elevator to areas for further management.

Before You Start

The elevator control devices need to be added to the HikCentral Professional for area
management. Refer to Manage Elevator Control Device for details.

Steps

LM 'J Note

One elevator can only belong to one area. You cannot add an elevator to multiple areas.

1. In the top left corner of Home page, select ] - All Modules - General - Resource

Management .
. Click Area on the left.

o A WN

. Select an area for adding elevators to in the area list panel.

. Select the Elevator tab.

. Click + to enter the Add Elevator page.

. In the Elevator Control Device field, all the added elevator control devices are displayed. Select

the device to add the elevator to.
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7. In the Range of Floor No. field, enter the start No. and end No. of the floors that you want to
import to the area.
The floors between the start No. and end No. will be imported to the area. After imported, you
can manage the floors in the system, such as adding to access levels, controlling status, etc.

8. Click Add.

9. After adding the elevator, you can do one or more of the followings.

Get Floor Name Select the elevator and click 7, to get the floors' names of the
elevator from the device in a batch.

Apply Floor Name Select the elevator and click % to apply the elevator's floors names to
the device in a batch.

Move to Other Area  Select the elevators and click " . Then select the target area to move
the selected elevators to and click Move.

Add Elevator to Map Click /4 to enter Map Settings page and drag the elevator to the map.
See Add Hot Spot on Map for details.

Display Elevators of  Check Include Sub-area to display the elevators of child areas.
Child Areas

9.2.5 Add Vehicle to Area for Current Site

You can add vehicles to areas for the current site for management. Only vehicles linked with mobile
devices can be added to areas and one vehicle can only be added to one area.

Before You Start
The mobile devices need to be added to HikCentral Professional for area management. Refer to
Manage Mobile Devices for details.

Steps

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area for adding vehicles to in the area list panel.

I.M 'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is the current site.

4. Select the Vehicle tab.
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Figure 9-4 Add Vehicle to Area

5. Click Add on the element page to enter the Add Vehicle page.

6. Set the vehicle information, including the plate number, driver information, vehicle type, color,
brand, and vehicle picture.

7. Select the mobile device linked with the vehicle from the Linkage Device drop-down list.

8. Click Save.
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The added vehicle will be displayed in the list.
9. Optional: After adding the vehicle(s), you can do one or more of the following:

Delete Vehicle

Set Speed Threshold

Move to Other Area

Display Vehicles of
Child Areas

Remotely Configure
Linkage Device

Select the vehicle(s) and click Delete.

Select the vehicle(s), click Speed Threshold Settings, and drag the
slider or enter an integer in the text field.

Select the vehicle(s) and click Move to Area. Then select the target
area to move the selected vehicle(s) to and click Move.

Check Include Sub-Area to display the vehicles in child areas.

Click  to go to the remote configuration page of the mobile device.

LilNote
This function is supported when the transfer protocol between the
Web Client and the SYS server is HTTPS.

9.2.6 Add Radar to Area for Current Site

You can add radars to different areas of the current site according to their locations, so that you
will be informed when an alarm/event is triggered if you have configured an alarm/event.

Before You Start
The devices need to be added to the HikCentral Professional for area management. Refer to
Resource Management for details.

Steps

it

. ﬂNote

You cannot add a radar to multiple areas.

1.

00 NO UV A

In the top left corner of Home page, select ] - All Modules - General - Resource

Management .

. Click Area on the left.
. In the area list panel, select the added current site in the drop-down site list to show its areas.

l.“'J Note

The icon ¢# indicates that the site is current site.

. Select an area for adding radars to.
. Click Radar tab.
. Click 4 to enter the Add Radar page.
. Select a radar in the Radar field.

. Click Add.
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9. Optional: After adding the radars, you can do one or more of the followings

Arm/Disarm Select the radar(s) and click # / & to arm/disarm the selected radar(s).
Radar _
La .'JNote

An event will be triggered if anybody or an object enters an armed
radar's detection area.

Move to Other Select the radars and click _* . Then select the target area to move the
Area selected radars to and click Move.

Add Radar to Map Click /. to enter Map Settings page and drag the radar to the map. See
Add Hot Spot on Map for details.

Display Radars of  Check Include Sub-area to display the radars of child areas.
Child Areas

9.2.7 Add Alarm Input to Area

You can add alarm inputs to areas for the current site for management.

Before You Start
The devices need to be added to the HikCentral Professional for area management. Refer to
Resource Management for details.

Steps

I.nd Note

One alarm input can only belong to one area. You cannot add an alarm input to multiple areas.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area for adding alarm inputs to.

L_, .iJNote
« For a Central System with a Remote Site Management module, you can select the current site

from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is current site.

. Select the Alarm Input tab.

. Click + to enter the Add Alarm Input page.
. Select the device type.

. Select the alarm inputs to add.

N O s
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I.“ 'ﬂ Note

For the security control device, you need to select its zones as alarm inputs to add to the area.

8. Click Add.

9. Optional: After adding the alarm inputs, you can do one or more of the followings.

Move to Other
Area

Add Alarm
Input to Map

Display Alarm
Inputs of Child
Areas

View Alarm
Input Status

Bypass/
Restore Bypass
Alarm Input

Select the alarm inputs and click _* . Then select the target area to move
the selected alarm inputs to and click Move.

Click . to enter Map Settings page and drag the alarm input to the map.
See Add Hot Spot on Map for details.

Check Include Sub-area to display the alarm inputs of child areas.

In the Status column, the alarm input's online status, arming status, bypass

status, alarm status, fault status, and detector connection status are

displayed.

» Online Status: & indicates alarm input online; £ indicates alarm input
offline.

« Arming Status: & indicates alarm input armed; i indicates alarm input
disarmed.

- Bypass Status: [ indicates alarm input bypassed; % indicates bypass
restored.

» Fault Status: . indicates alarm input exception.

+ Alarm Status: [] indicates that the alarm input is alarming.

» Detector Connection Status: /%' indicates alarm input not enrolled or
offline; ez indicates detector online.

- Battery Status: indicates normal alarm input's battery status;
indicates abnormal alarm input's battery status.

When an exception of alarm input occurs, and other alarm inputs can work
normally, click [= to bypass the abnormal alarm input, otherwise, you
cannot arm the security control partition which the alarm input belongs to.
When a bypassed alarm input works normally, click [’ to restore bypass.

9.2.8 Add Alarm Output to Area

You can add alarm outputs to areas for the current site for management. When the alarm or event
linked with the alarm output is detected, the alarm devices (e.g., the siren, alarm lamp, etc.)
connected with alarm output will make actions. For example, when receiving the alarm out signal
from the system, the alarm lamp will flash.
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Before You Start
The devices need to be added to the HikCentral Professional for area management. Refer to
Resource Management for details.

Steps

LM d Note

One alarm output can only belong to one area. You cannot add an alarm output to multiple areas.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area for adding alarm outputs to.

I.M 'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is current site.
. Select the Alarm Output tab.
. Click + to enter the Add Alarm Outputs page.
. Select the device type.
. Select the alarm outputs to add.
. Click Add.
. Optional: After adding the alarm outputs, you can do one or more of the followings.

O 00 NO UV b~

Move to Other Area Select the alarm outputs and click _* . Then select the target area to
move the selected alarm outputs to and click Move.

Add Alarm Output to Click ‘% to enter Map Settings page and drag the alarm output to
Map the map. See Add Hot Spot on Map for details.

Display Alarm Outputs Check Include Sub-area to display the alarm outputs of child areas.
of Child Areas

9.2.9 Add UVSS to Area for Current Site

You can add Under Vehicle Surveillance Systems (UVSSs) to areas for the current site for
management.

Before You Start
The UVSS devices need to be added to the HikCentral Professional for area management. Refer to
Add Under Vehicle Surveillance System for details.
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Steps

LM d Note

One UVSS can only belong to one area. You cannot add a UVSS to multiple areas.

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area for adding UVSSs to.

I.M 'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is current site.

. Select the UVSS tab.

. Click + to enter the Add UVSS page.

. Select the UVSSs to add.

. Click Add.

. Optional: After adding the UVSSs, you can do one or more of the followings.

0O NO UV A

Move to Other Area  Select the UVSSs and click _* . Then select the target area to move
the selected UVSSs to and click Move.

Add UVSS to Map Click . to enter Map Settings page and drag the UVSS to the map.
See Add Hot Spot on Map for details.

Display UVSSs of Check Include Sub-area to display the UVSSs of child areas.

Child Areas

9.2.10 Add Digital Signage Screen to Area for Current Site

You can add digital signage screens to areas for the current site for management.

Before You Start
The digital sighage screens need to be added to HikCentral Professional for area management.
Refer to Manage Digital Signage Terminals for details.

Steps

I.M 'ﬂ Note

One digital signage screen can only belong to one area. You cannot add one digital signage screen
to multiple areas.

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .
2. Click Area on the left.
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3. Select an area for adding digital signage screens to.

LM d Note

- For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is the current site.

4. Click Digital Signage Screen tab.

5. Click Add to enter the Add Digital Signage Screen page.

6. Select the digital signage screens to add them.

7. Click Add.

8. Optional: After adding the digital signage screens, you can do one or more of the followings:

Delete Digital Signage Select the digital signage screen(s) in the list and click Delete.
Screen(s)
Move to Other Area Select the digital signage screens and click Move to Other Area.

Then select the target area to move the selected digital signage
screens to and click Move.

Display Digital Signage Check Include Sub-Area to display the digital signage screens of
Screens of Child Areas child areas.

9.2.11 Add Speaker Unit to Area for Current Site

You can add speaker units to areas for the current site for management.

Before You Start
The speaker units need to be added to HikCentral Professional for area management. Refer to
Group Speaker Units for details.

Steps

1. In the top-left corner of the Home page, select ] - All Modules - General -> Resource
Management .

2. Click Area on the left.

3. Select an area for adding speaker units to.

l.u 'J Note

« For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon 4 indicates that the site is the current site.

4. Select the Speaker Unit tab.
5. Click Add on the element page to enter the Add Speaker Unit page.

281



HikCentral Professional Web Client User Manual

Add Speaker Unit

Figure 9-5 Add Speaker Unit
6. Select the device type.
7. Select the speaker unit(s) to be added.
8. Click Add.

The added speaker unit(s) will be displayed in the list.
9. Optional: After adding speaker unit(s), you can do one or more of the followings:

Move to Other Area  Select the speaker unit(s) and click Move to Other Area. Then select
the target area to move the selected speaker unit(s) to and click

Move.

Adjust Volume Select speaker unit(s) and click Volume to adjust the alarm volume
and/or volume.

Set Geographic Click Set Geographic Location to enter the Map Settings page. You

Location can search for the speaker unit(s) to be added to the map and drag
the speaker unit to the map. For details, refer to Add Hot Spot on
Map .

Display Speaker Unit Check Include Sub-Area to display the speaker units in child areas.
of Child Areas

Search Speaker Units Enter the name of speaker unit(s) and click = to search for the
speaker unit(s).
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Delete Speaker Unit  Select the speaker unit(s) and click Delete to delete the speaker
unit(s).

9.3 Edit Element in Area

You can edit the area's added elements, such as recording settings, event settings, and map
settings for cameras, application settings, hardware settings, and attendance settings for doors,
and so on.

9.3.1 Edit Camera for Current Site

You can edit basic information, recording settings, and picture storage settings of the camera for
current site.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added current site from the drop-down site list to show its
areas.

I.nd Note

The icon 4 indicates that the site is current site.

. Select an area.

. Select the Camera tab to show the added cameras.

. Click a camera's name in the Name column to enter the camera editing page.

. Edit the camera's basic information, including camera name and protocol type.

N o b

I.M 'J Note

If you changes the camera's name, you can click | in the added cameras list page to apply the
new name to the device.

8. Optional: Click Live View to view the live view of the camera and hover over the window and
click @ in the lower-right corner to switch to playback.
9. Edit the recording settings of the camera. See Configure Storage and Recording for details.

I.M 'ﬂ Note

« If no recording settings have been configured for the camera, you can click Configuration to
set the parameters.

« You can also select multiple cameras and click Get Device's Recording Settings in the added
cameras list page to get recording schedules of the devices in a batch.

10. Optional: Set the Picture Storage switch to ON and select the storage location from the drop-
down list for storing the pictures uploaded from the camera to the specified location.
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|._ ! d Note
- Refer to Configure Storage for Uploaded Pictures for details.

« For cameras added by ISUP protocol, this function is not available. You should click
Configuration to edit the picture storage configurations.

11. Optional: Click Configuration on Device in the top right corner of camera editing panel or click
in the Operation column of the added camera list page to set the remote configurations of
the corresponding device if needed.

I.M 'J Note

For details about the remote configuration, refer to the user manual of the device.

12. Optional: In the top right corner of camera editing panel, click Copy to to select configuration
item and copy the settings of this camera to other cameras.
13. Click Save.

9.3.2 Edit Door for Current Site

You can edit basic information, related cameras, picture storage settings, card reader settings, and
face recognition terminal settings of the door on current site.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added current site from the drop-down site list to show its areas
and select one area.

4. Select the Door tab to show the added doors in this area.

5. Click a door's name in the Name column to enter the Edit Door page.

6. Edit the door's basic information.

Name
Edit the name for the door.

LJHNote
If you changes the name, you can click |-* in the door list page to apply the new name to the
device.

Door Contact
The door contact's connection mode.
Exit Button Type
The exit button connection mode.
Open Duration
The time interval between the door is unlocked and locked again.
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Extended Open Duration

The time interval between the door is unlocked and locked again for the person whose
extended access function enabled.

Door Open Timeout Alarm

After enabled, if the door has configured with event or alarm, when the door contact open
duration has reached the limit, the event or alarm will be uploaded to the system.

Duress Code

If you enter this code on the card reader keypad, the Control Client will receive a duress
event. It should be different with the super password and dismiss code.

Super Password

If you enter this password on the card reader keypad, you are exempted from all the
remaining locked (Credential Failed), anti-passback, and first card authorization restrictions. It
should be different with the duress code and dismiss code.

. Relate cameras to the door, and you can view its live view, recorded video, captured pictures via
the Control Client.

LM d Note

« Up to 2 cameras can be related to one door.
« Youcanclick + or . toadjust the displaying priority of its auto capture.
« You can switch on Auto Capture to realize the function of capturing automatically.

. Optional: Switch on Picture Storage and select the storage location from the drop-down list for
storing the pictures (captured by the device's camera) to the specified location. Refer to
Configure Storage for Uploaded Pictures for details.

I,, | 'J Note
- For details, refer to Confiqure Storage for Uploaded Pictures .

« If error occurred during picture storage configuration, i « appears on the right of the door
name.

. In the Card Reader panel, switch on Card Reader 1 or Card Reader 2 and set the card reader
related parameters.

Min. Card Swipe Interval

After enabled, you cannot swipe the same card again within the minimum card swiping
interval.

Reset Entry on Keypad after

Set the maximum time interval of pressing two keys on the keypad. If timed out, the first
entry will be reset.

Failed Card Attempts Alarm

After enabled, if the door has configured with event or alarm, when the number of excessive
failed card swiping attempts has reached the limit, the event or alarm will be uploaded to the
system.
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Tampering Detection

After enabled, if the door has configured with device tampered event or alarm, when the
device body or panel is taken apart, the alarm will be triggered and sent to the system.

OK LED Polarity

Only supported when the device is connected via Wiegand interface. The polarity for OK core
wire connection on the card reader mainboard.

Error LED Polarity

Only supported when the device is connected via Wiegand interface. The polarity for ERR
core wire connection on the card reader mainboard.

LM d Note

The parameters displayed vary according to the model of the access control device. For details
about the parameters, refer to the user manual of the device.

10. Optional: For the turnstile, set Face Recognition Terminal switch to on and add the face
recognition terminals to link the selected turnstile.
1) Click Add to enter Add Face Recognition Terminal page.
2) Select IP Address, Online Devices, or Device ID as the adding mode, and set the required

parameters, which may vary according to different terminals.

3) Click Add to link the terminal to turnstile.

11. Optional: Click Copy to in the upper right corner to apply the current settings of the door to
other door(s).

12. Click Save.

9.3.3 Edit Elevator for Current Site

You can edit basic information, floor information, related cameras, card reader settings of the
elevator on current site.

Steps

1. In the top left corner of Home page, select ] = All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added current site from the drop-down site list to show its
areas.

I.M 'J Note

The icon 4 indicates that the site is current site.

4. Select the Elevator tab to show the added elevators in this area.
. Click an elevator's name in the Name column to enter the elevator editing page.
6. Edit the elevator's basic information.

u

Name

286



HikCentral Professional Web Client User Manual

Edit the name for the elevator.

L_aﬂNote
If you changes the name, you can click [=* in the elevator list page to apply the new name to
the device.

Open Duration
The time interval between the elevator door is open and closed again.
Extended Open Duration

The time interval between the elevator door is open and closed again for the person whose
extended access function is enabled.

Elevator Door Open Timeout Alarm

After enabled, if the elevator has configured with event or alarm, when the elevator door
open duration has reached the limit, the event or alarm will be uploaded to the system.

Duress Code

If you enter this code on the card reader keypad, the Control Client will receive a duress
event. It should be different with the super password and dismiss code.

Super Password

If you enter this password on the card reader keypad, you are exempted from all the
remaining locked (Credential Failed), anti-passback, and first card authorization restrictions. It
should be different with the duress code and dismiss code.

Dismiss Code

If you enter this code on the card reader keypad, the buzzer's beeping will be stopped. It
should be different with the duress code and super password.

. In the Floor panel, all the imported floors will be displayed in the list. You can edit the floor's
name or reset the imported floor No.

Edit Floor Name

You can edit the floor name if needed.

I_,,ﬂNote
If you changes the name, you can click Apply Floor Name in the elevator list page to apply
the new name to the device.

Reset Imported Floor No.

You can click Reset Imported Floor No. and enter the range of the floor No. to reset the
settings of the floors, such as schedule settings, name, access level settings, etc.

. Relate cameras (such as the cameras mounted inside the elevator) to the elevator, and you can
view its live view, recorded video, captured pictures via the Control Client.
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I.“ 'ﬂ Note

Up to two cameras can be related to one elevator.

« You can select the door and click + or . to adjust the displaying priority of its auto capture.
« You can switch on Auto Capture to realize the function of capturing automatically.

. In the Card Reader panel, switch on Card Reader 1 or Card Reader 2 and set the card reader
related parameters.

Min. Card Swipe Interval

After enabled, you cannot swipe the same card again within the minimum card swiping
interval.

Reset Entry on Keypad after

Set the maximum time interval of pressing two keys on the keypad. If timed out, the first
entry will be reset.

Failed Card Attempts Alarm

After enabled, if the door has configured with event or alarm, when the number of excessive
failed card swiping attempts has reached the limit, the event or alarm will be uploaded to the
system.

Tampering Detection

After enabled, if the door has configured with device tampered event or alarm, when the
device body or panel is taken apart, the alarm will be triggered and sent to the system.

OK LED Polarity

Only supported when the device is connected via Wiegand interface. The polarity for OK core
wire connection on the card reader mainboard.

Error LED Polarity

Only supported when the device is connected via Wiegand interface. The polarity for ERR
core wire connection on the card reader mainboard.

Buzzer Polarity
Only supported when the device is connected via Wiegand interface. The polarity for buzzer
connection on the card reader mainboard.

Fingerprint Security Level

Select the fingerprint security level. The higher is the security level, the lower is the face
acceptance rate (FAR). The higher is the security level, the higher is the false rejection rate
(FRR).

|.~ 'J Note

The parameters displayed vary according to the model of the access control device. For details
about the parameters, refer to the user manual of the device.

10. Optional: Click Copy to in the upper right corner to apply the current settings of the elevator to
other elevator(s).
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11. Click Save.

9.3.4 Edit Vehicle for Current Site

After adding vehicles to areas of the current site, you can edit the basic vehicle information (plate
number, driver information, vehicle type, color, brand, and vehicle picture) for the current site as
needed.

Steps

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added current site from the drop-down site list to show its
areas.

I.M 'J Note

The icon &4 indicates that the site is the current site.

. Select an area.

. Select the Vehicle tab to show the added vehicles.

. Click a vehicle's plate number in the Plate No. column.

. Edit the vehicle information (plate number, driver's name, driver's phone, vehicle type, color,
brand, and vehicle picture).

8. Click Save.

N O h

9.3.5 Edit Radar for Current Site

After adding a radar to an area of the current site, you can edit the radar name, view the drawn
zones or trigger lines, and view the related calibrated cameras.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added current site from the drop-down site list to show its
areas.

I.M 'J Note

The icon ¢# indicates that the site is current site.

. Select an area.

. Select the Radar tab to show the added radars.

. Click a radar's name in the Name column to enter the Edit Radar page.
. Edit the radar's name.

. Optional: In the Zone field, view the drawn zones of the radar.

00 NO UV A
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9.

I.“ 'ﬂ Note

If there is no zone drawn for the radar, you should go to Map Settings module to draw. Refer to
Draw Zone or Trigger Line for Radar for details.
Optional: In Related Calibrated Camera field, view the calibrated cameras related to the radar.

I.M 'ﬂ Note

If there is no calibrated camera related to the radar, you should go to Map Settings module to
configure. Refer to Relate Calibrated Camera to Radar for details.

10. Click Save to save the settings for the radar.

9.3.6 Edit Alarm Input for Current Site

You can edit the basic information of alarm input and relate detector to the security control panel's
alarm input for current site.

Steps

1.

N O s

In the top left corner of Home page, select ] - All Modules - General -> Resource
Management .

. Click Area on the left.
. In the area list panel, select the added current site from the drop-down site list to show its

areas.

L“'ﬂ Note

The icon 4 indicates that the site is current site.

. Select the Alarm Input tab to show the added alarm inputs.

. Click an alarm input name in the Name column to enter the Edit Alarm Input page.

. Edit the alarm input name.

. Optional: For the alarm input of security control panel, set the Related Detector switch to ON to

configure related detector for the alarm input.
1) Click Add to add a detector.

2) Enter the detector name.

3) Click @ to save the detector type.

I,_aﬂNote

« Only the alarm input of a security control panel supports this function. Make sure you have
added a security control device to the system, and have added its zone to area as an alarm
input. See Add Alarm Input to Area for details.

- On Map Settings page, the detectors related to the alarm input of a security control panel will
be displayed in the resource list of alarm input on the right panel. When selecting the alarm
input and dragging it to the map, the related detectors will also be added to the map, and the
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8.

relations among them will be marked with lines. If you only drag the alarm input to the map
without selecting it, the related detectors will not be added to the map.

- You cannot edit the detector type here. If you want to edit it, go to the Remote Configuration
page of security control panel, and click Input Settings = Zone .

Click Save.

9.3.7 Edit Alarm Output for Current Site

You can edit the alarm output name for current site.

Steps

1.

N O v s

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Area on the left.
. In the area list panel, select the added current site from the drop-down site list to show its

areas.

I.“d Note

The icon 4 indicates that the site is current site.

. Select the Alarm Output tab to show the added alarm outputs.
. Click an alarm output name in the Name column.

. Edit the alarm output name in the pop-up window.

. Click Save.

9.3.8 Edit Under Vehicle Surveillance System for Current Site

You can edit name of the Under Vehicle Surveillance System (UVSS) and relate cameras to the UVSS
for current site.

Steps

1.

N O v s

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Area on the left.
. In the area list panel, select the added current site from the drop-down site list to show its

areas.

L“'J Note

The icon 4 indicates that the site is current site.

. Select an area.

. Select the UVSS tab to show the added UVSSs.
. Click an UVSS name in the Name column.

. Edit the name of UVSS.
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8.

9.

Relate cameras to the UVSS.

1) Set the Relate Camera switch to ON.
2) Select the camera(s).

Click Save.

9.3.9 Edit Digital Signage Screen for Current Site

You can edit the name of a digital signage screen for the current site.

Steps

1.

00 NO UV A

In the top-left corner of the Home page, select ] - All Modules -> General > Resource
Management .

. Click Area on the left.
. In the area list panel, select the added current site from the drop-down site list to show its

areas.

I.M 'J Note

The icon &4 indicates that the site is the current site.

. Select an area.

. Select the Digital Signage Screen tab to show the added digital signage screens.
. Click a digital signage screen's name in the Name column.

. Edit the name in the pop-up window.

. Click Save.

9.3.10 Edit Speaker Unit for Current Site

You can edit basic information, related cameras settings of the speaker unit on current site.

Steps

1.

N O s

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Area on the left.
. In the area list panel, select the added current site from the drop-down site list to show its

areas.

I.M 'J Note

The icon 4 indicates that the site is current site.

. Select the Speaker Unit tab to show the added speaker unit(s) in this area.

. Click speaker unit's name in the Name column to enter the speaker unit editing page.
. Edit the name for the speaker unit.

. Relate camera(s) to the broadcast.
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« Up to 4 related cameras are allowed.
o Click + or . toadjust the displaying sequence of the cameras.
8. Click Save.

9.3.11 Edit Third-Party Integrated Resource for Current Site

After integrating the resources on third-party system to the HikCentral Professional via Optimus,
the third-party resources are added to the areas.

In the top left corner of Home page, select ] > Resource Management -> Area -> Third-Party
Integrated Resource .

Click the name of third-party resource to enter the details page.

You can view the basic information of the resource, such as name, device type, and manufacturer.

You can also add the resource on the map so that when an event/alarm is triggered on the
resource, you can view the notification and details on the map.

L;ﬂNote
 For details about locating resource on map, refer to Add Hot Spot on Map .

« The Third-Party Integrated Resource tab is available only when the Integrate via Optiums switch
in System Configuration module is set to ON. For details, refer to Set Third-Party Integration .

9.3.12 Edit Element for Remote Site

If the current system is a Central System with a Remote Site Management module, you can edit the
cameras added from the Remote Site.

Steps

1. In the top-left corner of the Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. In the area list panel, select the added Remote Site from the drop-down site list to show its
areas.

I.M 'J Note

The icon & indicates that the site is a Remote Site.
4. Select an area to show its cameras.
. Click a camera's name in the Name column to enter the camera editing page.
6. Edit the camera's basic information, including camera name and protocol type.

LJHNote
If you change the camera's name, you can click |* on the added camera list page to apply the
new name to the device.

]
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7. Optional: Click Live View to view the live view of the camera and hover over the window and
click @ in the lower-right corner to switch to playback.

L_aﬂNote
Double authentications is required for live view and playback on the camera editing page. For
details about configuring double authentications, refer to System Security Settings .

8. Edit the recording settings of the camera.

La .iJNote
For recording settings, if no recording settings have been configured for the camera, click

Configuration on Site to set the parameters (for details, refer to Configure Recording for
Cameras on Remote Site ).

9. Optional: Click Configuration on Device in the top-right corner of the camera editing panel or
click 7 in the Operation column of the added camera list page to set the remote configurations
of the corresponding device if needed.

LM d Note

For details about the remote configuration, refer to the user manual of the device.

10. Optional: Click Copy to to copy the current camera's specified configuration parameters to
other cameras of the Remote Site.
11. Click Save.

9.4 Remove Element from Area

You can remove the added cameras, alarm inputs, alarm outputs, doors, and Under Vehicle
Surveillance Systems (UVSSs) from the area.

9.4.1 Remove Element from Area for Current Site

You can remove the added cameras, doors, elevators, radars, alarm inputs, alarm outputs, UVSSs,
speaker unit, and digital signage terminals from the area for current site.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

2. Click Area on the left.

3. Select an area in the area list panel to show its added elements.

I.N 'J Note

» For a Central System with a Remote Site Management module, you can select the current site
from the drop-down site list to show its areas.
« Theicon &4 indicates that the site is the current site.
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4,

5.
6.

Select the Camera, Door, Elevator, Radar, Alarm Input, Alarm Output, UVSS, Digital Signage
Screen or Speaker Unit tab to show the added elements.

Select the elements.

Click = to remove the cameras from the area for current site.

9.4.2 Remove Element from Area for Remote Site

If the current system is a Central System with a Remote Site Management module, you can remove
the added cameras from its area.

Steps

1.

N O s

In the top left corner of Home page, select ] - All Modules - General - Resource
Management .

. Click Area on the left.
. In the area list panel, select the added Remote Site from the drop-down site list to show its

areas.

I.M 'ﬂ Note

The icon && indicates that the site is a Remote Site.

. Select an area to show its added cameras.

. Select the cameras.

. Click = to remove the cameras from the area for remote site.

. Optional: If (=} appears near the camera name, it means the camera has been deleted from the

Remote Site. Hover the cursor over the (& and click Delete to delete the camera from the area.
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Chapter 10 Person Management

You can add person information to the platform for further operations such as access control
(linking a person to an access level), face comparison (adding a person to a face comparison
group), time and attendance (assign a shift schedule to a person), etc. After adding the persons,
you can edit and delete the person information if needed.

10.1 Add Person Groups

When there are a large number of persons managed in the platform, you can put the persons into
different person groups. For example, you can group employees of a company to different
departments.

Steps

1. In the top left corner page of the Client, select ] - All Modules -> General - Person .

2. Click -+ at the top of the person group list to enter the Add Person Group page.

3. Set the person group information, including the parent group, group name, and description.

Add Person Group

“ P ared Add Person Cancel

Figure 10-1 Add Person Group

4. Add person group.
- Click Add to add the person group and go back to the person management page.
- Click Add and Add Person to add the person group and enter the Add Person page.
5. Optional: If your HikCentral Professional License contains the permission to access the Access
Control module, set parameters of authentication via PIN code.
1) Click 27 to open the Set Authentication via PIN Code window.
2) Switch on Authenticate via PIN Code.
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L_aﬂNote

« When enabled, if the authentication mode of the card readers at the access points is also
set to Authenticate via PIN Code, all the added persons are allowed to use their PIN codes
alone as the credential for access authentication.

« When enabled, no duplicated PIN code is allowed.

« You can set a PIN code for a person when setting basic information for the person. For
details, see Add a Person Manually .

3) Set the PIN code update mode.
Auto
The platform will automatically reset all persons' PIN codes and apply the reset PIN codes

to the access control devices. The system administrator needs to notify all users of the
updated PIN codes.

Manual
The system administrator needs to manually filter out persons who have no PIN code or

have duplicated PIN codes, change their PIN codes and then notify them of the updated
PIN codes.

L_aﬂNote
The system administrator needs to notify relevant persons of the updated PIN codes in

time. Otherwise these persons' access authentication and attendance results will be
affected.

6. Optional: Perform the following operations after adding person groups.

Edit Person Select a person group, and click # at the top of the person group list to
Group edit the parent group, group name, or remarks.

Delete a Person  Select a person group and click @ at the top of the person group list to
Group delete the selected one.

I.M 'J Note

The root person group cannot be deleted.

Delete All Click - beside = at the top of the person group list to delete all added
Person Groups person groups.

10.2 Set Person ID Rule

Before adding persons, you should configure a rule to define the prefix No., total length, and
whether using random digits for the person ID.
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Steps

I.“ ".I Note

Once a person is added to the platform, the ID rule will be not configurable, so we recommended
that you should ensure the ID rule at the very beginning.

1. In the top left corner of the Client, select [ - All Modules -> General -> Person .
2. Click [%7 at the top of person list to open the ID rule settings pane.

Prefix No.

Total Length

10

+| Random

Figure 10-2 ID Rule Settings Pane

3. Enter a prefix No. and select the total length.
4. Optional: Check Random to generate the ID (excepts the fixed prefix No.) with random digits.

Example
If you enter 10 as the prefix No. and set the total length to 8, all the person IDs will start from
"10", such as "10125454" (when Random is checked) and "10000001" (when Random is
unchecked).

5. Click OK.

10.3 Add Person

Multiple methods are provided for you to add persons to the platform. You can add a person
manually. If you want to add multiple persons at a time, you can import persons by downloading
and filling in a template or import persons from access control devices/video intercom devices/
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enrollment stations. In addition, you can batch add profile pictures for persons, and import domain
persons.

I.“ 'ﬂ Note

Before adding persons to the platform, you should confirm and set the person ID rule. As once a
person is added, the ID rule cannot be edited any more. For more about the ID rule settings, refer
to Set Person ID Rule .

10.3.1 Add a Person Manually

You can manually add a person to the platform by setting the person's basic information, credential
information, and other information such as the person's access level. The above-mentioned person
information constitutes the data basis for the applications related to identity authentication of the
person, such as the access control application, the elevator control application, the attendance
management application, and the video intercom application.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Person .

2. Select a person group from the person group list on the left.
All persons in the selected person group will be displayed on the right. You can check Include
Sub-Group to display the persons in sub person groups (if any).

3. Click + at the top of person list to enter the Add Person page.

Figure 10-3 The Entry for Adding a Person
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Figure 10-4 Add Person Page

4. Set the person's basic information, such as first name, last name, and gender.
ID (Required)

The default ID is generated by the platform. You can edit it if needed.

I.»-ﬂNote
- If the person is a police officer or a security guard with body cameras, make sure the
person ID is same with the police ID configured on the body camera.

« The ID cannot be edited after finishing adding a person, so you should ensure its
correctness at the beginning.

Person Group (Required)

Select a person group for the person.

I.M '.| Note

See Add Person Groups for details about how to add a person group.

Profile Picture

Hover the cursor onto , and you can select from three modes to add a picture.
From Device

You can select Access Control Device, Video Intercom Device, or Enroliment Station and
set parameters (if required) to connect the device to the platform, and then collect the
face picture via the device. This mode is suitable for non-face-to-face scenario when the
person and the system administrator are on different locations.
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LM d Note

« For access control devices, only specific models of face recognition terminals are
supported.

- For video intercom devices, door stations and outer door stations are supported.

- For enrollment stations, you need to set related parameters, including access mode,
access protocol, device address, port, user name, password, face anti-spoofing, and
security level.

Take a Picture

Click Take a Picture and then select one of the PC's webcams to take a picture.
Upload Picture

Click Upload Picture to select a picture from your PC.

I.M 'J Note

+ Itis recommended that the face in the picture be in the full-face view directly facing the
camera, without a hat or head covering.

« You can drag the picture to change its position or zoom in/out before cutting it.

« You can switch on Verify Profile Picture Quality and select a device to check the quality
of the profile picture. Click Save to start checking. You will be informed if the picture is
not qualified.

Skin-Surface Temperature/Skin-Surface Temperature Status

Enter the person's skin-surface temperature and select the corresponding temperature
status.

I.nd Note

For example, if a person's skin-surface temperature is 37 °C, then you can select her/his
temperature status as normal.

Effective Period (Required)

Set the effective period for the person in applications such as access control application and
time & attendance application, to determine the period when the person can access the
specified access points with credentials. For example, if the person is a visitor, you can set a
short effective period for the person.

Click Extend Effective Period to show a drop-down list and select 1 Month/3 Months/6
Months/1 Year to quickly extend the effective period based on the configured end time. For
example, if the period is from 2021/10/23 13:30:00 to 2022/01/20 14:10:00 and the
extended time is selected as 1 Month, the end time of effective period will change to
2022/02/20 14:10:00.

Super User
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If the person is set as a super user, the person will be exempted from remaining locked
(credential failed) restrictions, all anti-passback rules, and first person authorization.

Extended Access

When the person accesses the door, grant this person more time to pass through doors which

have been configured with extended open duration. Use this function for the persons with
reduced mobility.

I.“ 'ﬂ Note

The extended access and super user functions cannot be enabled concurrently.

Device Administrator
Determine if the person has the administrator permission of access control devices.

If the check-box is checked, when you synchronize person information from access control
devices, the administrator permission for the person will be retained.

PIN Code

Set the PIN code for access authentication. In most cases, the PIN code cannot be used as a
credential alone: it must be used after card or fingerprint when accessing; It can be used
alone only when Authenticate via PIN Code is enabled on the platform and the
authentication mode of the card readers is also set to Authenticate via PIN Code.

L,_ﬂNote
« The PIN code should contain 4 to 8 characters.

 For details about enabling Authenticate via PIN Code on the platform, see Add Person
Groups .

. Add credential information for the person. See Manage Credentials for details.

. Assign access levels to the person to define the access points where the person can access
during the authorized period.

1) Click Assign.

2) Select one or more access levels for the person.

3) Click Assign to add the person to the selected access level(s).

I.M 'L| Note

You can click  to view information on access points and access schedules.

. Optional: View shift schedule of the person in the table.

I.M 'J Note

You can click: or - to switch the time (month).

. Optional: Add the person to the existing face comparison group(s) which will be used for face
recognition and comparison.
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I._J.UNote
After adding the person to the face comparison group(s), you should apply the face comparison

group(s) to a device to make the settings effective. For details about applying face comparison
group to the device, refer to Apply Face Comparison Group to Device .

9. Optional: Add the person to the existing dock station group(s), and then set the login password
which is used for the dock station(s) in the group to log into the body cameras.

I.M 'ﬂ Note

By default, the login password is 123456.

The videos and pictures stored on the person's body camera can be copied to the person's linked
dock station(s).
10. Optional: Set resident information to link the person with the indoor station and room number.

I.M 'L| Note

« Make sure you have added indoor stations to the platform.

« Up to 10 persons can be linked with one indoor station. And a person cannot be linked to
multiple indoor stations.

« Make sure the room number is consistent with the actual location information of the indoor
station.

11. In Custom Public Information area, select custom information to be applied.

l., ! 'J Note
Make sure you have set the custom public information. See Customize Additional Information
for details.

12. Finish adding the person.
- Click Add.
- Click Add and Continue to finish adding the person and continue to add other persons.

The person will be displayed in the person list and you can view the details.
13. Optional: After adding persons, perform the following operation(s).

Edit Person Click the person name to edit the person details.

I._jJNote
When editing the person's effective period, if you have issued

temporary card(s) to the person, make sure the expiry date(s) of the
person's temporary card(s) are within the effective period.

Delete Persons Check the person(s) and click i to delete the selected person(s).
Delete All Hover the cursor onto - beside = , and then click Delete All to
Persons delete all persons.

303



HikCentral Professional Web Client User Manual

Clear Profile
Pictures

Move Person

Clear Access
Levels

Check Person
Authorization

Export Person
Information

Export Profile
Pictures

Link Persons to
Indoor Stations

Hover the cursor onto beside = , and then click Delete Profile
Picture Only to clear all the uploaded profile pictures.

Follow the steps below to move the persons to another person group.
Once moved, the access levels and shift schedules of the selected
persons will be changed.

a. Select one or more persons, click ~.- .

b. Select the target person group to which the persons are about to
be moved.

c. Click Move.

Select one or more persons, click [l to clear the access levels of the
selected persons.

|,,. ﬂNote
The access levels of these persons cannot be restored once they are
cleared.

Select one or more persons, click - & to enter Check Person
Authorization page. On the page, you can test whether the person's
access levels and credentials are applied to the access control devices,
elevator control devices, and video intercom devices. If failed to be
applied, you can apply them again.

Click [= = Export Person Information to export all the added person
information as a ZIP file to your PC. For information security, you need
to set a password for decompressing the ZIP file.

I.“ 'ﬂ Note

You can check Linked Access Levels or Linked Shift Schedules to
export the additional information at the same time.

Click = -> Export Profile Picture to export the profile pictures of the
added persons as a ZIP file to your PC. For information security, you
need to set a password for decompressing the ZIP file.

L. ﬂNote
To activate this function, you should go to General - System

Configuration - Security - Export Profile Pictures page to check the
Export Profile Pictures.

Select one or more persons, click & and then select an indoor station
for each person to apply the person information to the indoor station.
For details, refer to Link Persons to an Indoor Station .
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I.,a .iJNote

« Make sure you have added indoor stations to the platform.

« Up to 10 persons can be linked to one indoor station. And one
person can only be linked to one indoor stations.

« Make sure the room number is consistent with the actual location
information of the indoor station.

Filter Displayed Enter a person's full name, ID, or card No. and click Filter to filter
Persons persons as required.

I._a .iJNote
When entering the card No., you can select Read Card Number by

Device to select a device to read the card No. For details, refer to Set
Card Issuing Parameters .

Manage Credentials

When adding a person, you can add the required credential information for the person. The
supported credentials include normal cards, fingerprints, and special cards. These credentials can
be used for the access authentication in applications such as access control and elevator control.

Steps

1. In the top left corner of the Client, select ] - All Modules -> General - Person .

2. On the adding or editing person page, click Credential Management under the profile picture to
open the Add Credential pane.

3.
In the Card area, click , and then manually enter the card No. or swipe the card on devices

(enrollment station, card enrollment station, or card reader) to add normal cards.

I.nd Note

- For manually entering, digits, letters, and the combination of digits and letters can be entered.
« For swiping cards, you can read card information via the enrollment station, card enrollment
station, or card reader. For details, see Batch Issue Cards to Persons .

A QR code will be generated automatically after adding a card and the icon = will appear in the
top right corner of the card area when you enter the Add Credential page from the editing
person page. You can click & to view and scan the QR code or click Download to download the
QR code picture to the local storage for further operations.
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Figure 10-5 View QR Code of Card

4. In the Fingerprint area, click Configuration to set the method for collecting the person's

fingerprint, and then collect the fingerprint.

USB Fingerprint Recorder
Plug the USB interface of the fingerprint recorder to the PC on which the Web Client runs and
then collect the person's fingerprint via the device.

Fingerprint and Card Reader
Select a device type and then select a fingerprint and card reader to collect the person's
fingerprint.

Enrollment Station
If you set network as the access mode, set other parameters of the enrollment station (e.g.,

access protocol, device IP address, and device port No.,) to allow the platform to access the
device via network. And then collect the person's fingerprint via the device.

If you set USB as the access mode, plug the USB interface of the enrollment station to the PC
on which the Web Client runs, and then collect the person's fingerprint via the device.
5. Optional: Switch on Special Credential and then add special cards and corresponding fingerprint
information.
6. Optional: Perform the following operation(s).

Edit Card / Fingerprint Information  Hover the cursor onto an added card or fingerprint, and

then click
View and Download QR Code of
Card
Delete Card / Fingerprint Hover the cursor onto an added card or fingerprint, and
then click @ .
7. Click Save.
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10.3.2 Batch Add Persons by Template

You can batch add persons to the platform with the minimum effort by importing a template (an
excel file) which contains the person information such as the names of the person group and the
access levels.

Steps
1. In the top left corner of the Client, select ] - All Modules -> General -> Person .

2. Click =Z# = Import by Template .

Import by Template

m .- Irl'lr-"ll

Figure 10-6 Batch Add Persons by Template

3. In the pop-up window, click Download Template to save the template to your PC.
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. In the downloaded template, enter the person information following the rules shown in the
template.

. Click 8 , and then select the template from your PC.

. Optional: Check Replace Repeated Person to replace the person information if the imported ID
information is the same with that of the existing persons in the list.

. Optional: Check Auto Replace Card No. to replace the card No. automatically if it already exists
in the platform.

. Click Import to start importing.

L-aﬂNote
« The importing process cannot be stopped once started.
« You can batch issue cards to the persons by importing the template with card No. information.

The importing progress shows and you can check the results.

I,“ 'J Note

You can export the person information that failed to be imported, and try again after editing.
. Optional: After adding persons, perform the following operation(s).

Edit Person Click the person name to edit the person details.
Li'Note
When editing the person's effective period, if you have issued temporary

card(s) to the person, make sure the expiry date(s) of the person's
temporary card(s) are within the effective period.

Delete Persons Check the person(s) and click 1 to delete the selected person(s).

Delete All Hover the cursor onto -.- beside = , and then click Delete All to delete all
Persons persons.

Clear Profile Hover the cursor onto -.- beside = , and then click Delete Profile Picture
Pictures Only to clear all the uploaded profile pictures.

Move Person Follow the steps below to move the persons to another person group.

Once moved, the access levels and shift schedules of the selected persons
will be changed.

a. Select one or more persons, click =
b. Select the target person group to which the persons are about to be

moved.
c. Click Move.
Clear Access Select one or more persons, click [l to clear the access levels of the
Levels selected persons.
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Check Person
Authorization

Export Person
Information

Export Profile
Pictures

Link Persons to
Indoor Stations

Filter Displayed
Persons

‘.._i.'Note
The access levels of these persons cannot be restored once they are
cleared.

Select one or more persons, click = & to enter the Check Person
Authorization page. On the page, you can test whether the person's
access levels and credentials are applied to the access control devices,
elevator control devices, and video intercom devices. If failed to be
applied, you can apply them again.

Click [= -> Export Person Information to export all the added person
information as a ZIP file to your PC. For information security, you need to
set a password for decompressing the ZIP file.

LuﬂNote
You can check Linked Access Levels or Linked Shift Schedules to export
the additional information at the same time.

Click = -> Export Profile Picture to export the profile pictures of the
added persons as a ZIP file to your PC. For information security, you need
to set a password for decompressing the ZIP file.

L.uﬂNote
To activate this function, you should go to General = System

Configuration - Security - Export Profile Pictures page to check the
Export Profile Pictures.

Select one or more persons, click ©* and then select an indoor station for
each person to apply the person information to the indoor station. For
details, refer to Link Persons to an Indoor Station .

'.,_ .i.|Note

« Make sure you have added indoor stations to the platform.

« Up to 10 persons can be linked to one indoor station. And a person
cannot be linked to multiple indoor stations.

« Make sure the room number is consistent with the actual location
information of the indoor station.

Enter a person's full name, ID, or card No. and click Filter to filter persons
as required.
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L-i.'Note
When entering the card No., you can select Read Card Number by Device

to select a device to read the card No. For details, refer to Set Card
Issuing Parameters .

10.3.3 Import Profile Pictures

You can add multiple persons' profile pictures to the persons in a person group. If you access the
platform via the Web Client running on the SYS, you need to specify a path where the profile
pictures are stored. If you access the platform via the Web Client running on other computers, you
can import a ZIP file containing the profile pictures.

Steps

I.M 'ﬂ Note

If the ID in the name of the profile picture is duplicate with the person's ID that already exists in
the platform, the former will replace the latter. If the ID in the name of the profile picture doesn't
exist in the platform, or the name of the profile picture only contains the person name, the
platform will create a new person.

1. Name the profile pictures according to the person name or person ID.

L-i‘Note

« The naming rule of picture is: Person Name, Person ID, or Person Name ID. The person name
should contain the first name and the last name, separated by a plus sign.

- Dimension recommendation for each picture: 295x412.
Size recommendation for each picture: 60 KB to 100 KB.

« The pictures should be in JPG, JPEG, or PNG format.

2. Optional: If you access the platform via the Web Client running on the SYS, move these pictures
into one folder and then compress the folder in ZIP format.

I.M'J Note

The ZIP file should be smaller than 4 GB, or the uploading will fail.

3. In the top left corner of Home page, select ] - All Modules -> General - Person .
4. Click =z - Import Profile Pictures .
5. Select the profile pictures.
- If you access the platform via the Web Client running on the SYS, select a path where the
profile pictures are stored.
- If you access the platform via the Web Client running on other computers, select ZIP files
containing the profile pictures.
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I.“ 'ﬂ Note

You can hold CTRL key and select multiple ZIP files. Each ZIP file should be no larger than 4 GB.

6. Select a person group from Person Group.

7. Optional: Switch on Verify Face Quality by Device and then select a device for verifying the face
quality.

8. Click Import to start importing.
The importing progress shows and you can check the results.

9. Optional: After importing profile pictures, click Export Failure Details to export an Excel file to
the local PC and view the failure details.

10.3.4 Import Domain Persons

You can import the users in the AD (Active Directory) domain to the platform as persons. After
importing the person information (including person name and account name) in the AD domain,
you can set other information for the persons, such as credentials.

Before You Start
Make sure you have configured the active directory settings. See Set Active Directory for details.

Steps
1. In the top left corner of the Client, select ] > All Modules - General - Person .
2. Click = = Import Domain Persons to enter the Import Domain Persons page.
3. Select the importing mode.
Person

Import the specified persons. Select the organization unit and select the persons under the
organization unit which are displayed in the Domain Person list on the right. The person
information will be synchronized based on each person.

Group
Import all the persons in the organization unit. The person information will be synchronized
based on each group.

Security Group
Import the selected security groups in the AD domain.

|.~ 'J Note

Make sure you have set security groups.

4. Optional: When selecting Person or Security Group as the importing mode, select a person
group to which the selected items (persons or security groups) need to be imported.

5. Set the effective period for the persons as needed.

6. Complete importing the domain persons.
- Click Add.
- Click Add and Continue to save the settings and continue to add persons.
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7. Optional: Click the person name shown in the person list to view and edit the person

information.

LM d Note

. If the profile picture/email in the domain is linked to the profile picture/email in the platform,
the persons' profile picture/email will be imported to the platform from the domain as well.
You can view the profile picture/email on the person details page but you cannot edit it. For
linking the person information in the domain to the person information in the platform, refer
to Set Active Directory .

. If the profile picture/email in the domain is NOT linked to the profile picture/email in the
platform, you can take a picture or upload a picture as the person's profile picture and enter
the email address. For linking the person information in the domain to the person information
in the platform, refer to Set Active Directory .

8. Optional: After adding persons, perform the following operation(s).

Edit Person

Delete Persons

Delete All
Persons

Clear Profile
Pictures

Move Person

Clear Access
Levels

Click the person name to edit the person details.
L-aﬂNote
When editing the person's effective period, if you have issued temporary

card(s) to the person, make sure the expiry date(s) of the person's
temporary card(s) are within the effective period.

Check the person(s) and click i@ to delete the selected person(s).

Hover the cursor onto - beside = , and then click Delete All to delete all
persons.

Hover the cursor onto - beside = , and then click Delete Profile Picture
Only to clear all the uploaded profile pictures.

Follow the steps below to move the persons to another person group.
Once moved, the access levels and shift schedules of the selected
persons will be changed.

a. Select one or more persons, click =

b. Select the target person group to which the persons are about to be
moved.

c. Click Move.

Select one or more persons, click [l to clear the access levels of the
selected persons.

I._ai.|Note
The access levels of these persons cannot be restored once they are
cleared.
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Check Person
Authorization

Export Person
Information

Export Profile
Pictures

Synchronize
Domain Persons

Link Persons to
Indoor Stations

Filter Displayed
Persons

Select one or more persons, click =1 ¢ to enter the Check Person
Authorization page. On the page, you can test whether the person's
access levels and credentials are applied to the access control devices,
elevator control devices, and video intercom devices. If failed to be
applied, you can apply them again.

Click (= -» Export Person Information to export all the added person
information as a ZIP file to your PC. For information security, you need to
set a password for decompressing the ZIP file.

LaﬂNote
You can check Linked Access Levels or Linked Shift Schedules to export
the additional information at the same time.

Click = -> Export Profile Picture to export the profile pictures of the
added persons as a ZIP file to your PC. For information security, you need
to set a password for decompressing the ZIP file.

I..aﬂNote
To activate this function, you should go to General = System

Configuration - Security - Export Profile Pictures page to check the
Export Profile Pictures.

Select person(s) whose information has changed in the AD domain and
click 7, at the top of person list to get the latest person information.

Select one or more persons, click & and then select an indoor station for
each person to apply the person information to the indoor station. For
details, refer to Link Persons to an Indoor Station .

L-aﬂNote

« Make sure you have added indoor stations to the platform.

« Up to 10 persons can be linked to one indoor station. And one person
can only be linked to one indoor stations.

« Make sure the room number is consistent with the actual location
information of the indoor station.

Enter a person's full name, ID, or card No. and click Filter to filter persons
as required.
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L;i.'Note
When entering the card No., you can select Read Card Number by Device

to select a device to read the card No. For details, refer to Set Card
Issuing Parameters .

10.3.5 Import Persons from Access Control Devices or Video Intercom Devices

If the added access control devices and video intercom devices have been configured with person
information, you can get the person information from these devices and import it to the platform.
The person information that can be imported includes person names, profile pictures, credentials
(PIN codes, cards, and fingerprints), effective periods, person roles, etc.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Person .
2. Click =2 - Import from Device .

3. Select Access Control Device or Video Intercom Device as the device type.

4. Select one or more devices from the device list.

I,“ 'J Note

You can enter a key word (fuzzy search supported) in the search box to search the target
device(s) quickly.

5. Select a person group to which the persons will be imported.

6. Optional: Check Replace Profile Picture to replace the existed person profile pictures with the
new ones from the devices.

7. Click Import to start importing.

I.,aﬂNote

When importing, the platform will compare person information on the device with person
information in the platform based on the person name. If the person name exists on the device
but does not exist in the platform, the platform will create a new person. If a person name exists
on both sides, the corresponding person information in the platform will be replaced by the one
on the device.

8. If the following window pops up, select a method to import the person information.

L“ 'ﬂ Note

If not, skip this step.
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Figure 10-7 Select an Import Method

Import by Name

The person information directly linked to the access control devices will be imported.

I.“ i.l Note

This method is usually used for the access control devices with facial recognition capability.

Import by Card

The person information linked to the cards of the access control devices will be imported

I.,.i_INote
This method is usually used for the access control devices which link person information via
cards.

9. Optional: Perform the following operation(s).

Edit Person Click the person name to edit the person details.

L.ﬂNote
When editing the person's effective period, if you have issued temporary

card(s) to the person, make sure the expiry date(s) of the person's
temporary card(s) are within the effective period.

Delete Person Select one or more persons and click = to delete the selected person(s).
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Export Added
Person
Information

Export Profile
Pictures

Filter Person

Move Persons

Link Persons to
Indoor Stations

Clear Access
Levels

Clear Profile
Pictures

Or hover the cursor onto beside = , and then click Delete All to

delete all persons.

Click = -> Export Person Information to export all the added person
information as a ZIP file to your PC. For information security, you need to
set a password for decompressing the ZIP file.

Click (= -» Export Profile Pictures to export the profile pictures of the
added persons as a ZIP file to your PC. For information security, you need
to set a password for decompressing the ZIP file.

L-aﬂNote
This function is available after you have enabled exporting profile

pictures. Go to System Configuration - Security - Export Profile
Pictures to enable this function.

Set conditions such as full name and ID, and then click Filter.

Follow the steps below to move the persons to another person group.
Once moved, the access levels and shift schedules of the selected
persons will be changed.

a. Select one or more persons, click <. .

b. Select the target person group to which the persons are about to be
moved.

c. Click Move.

Select one or more persons, click ©* and then select an indoor station for
each person to apply the person information to the indoor station.

L«ﬂNote

« Make sure you have added indoor stations to the platform.

« Up to 10 persons can be linked to one indoor station. And a person
cannot be linked to multiple indoor stations.

« Make sure the room number is consistent with the actual location
information of the indoor station.

Select one or more persons, click il to clear the access levels of the
selected persons.

I.“d Note

The cleared access levels of the persons cannot be restored.

Hover the cursor onto beside = , and then click Delete Profile Picture
Only to clear all the uploaded profile pictures.
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Check Person Select one or more persons, click =1 © to enter Check Person Authorization

Authorization page. On the page, you can test whether the person's access levels and
credentials are applied to the access control devices, elevator control
devices, and video intercom devices. If failed to be applied, you can apply
them again.

10.3.6 Import Persons from Enrollment Station

HikCentral Professional allows you to apply the required person information to an enrollment
station via a template or the person list on the platform, and then enroll the persons' credentials
via the enrollment station. Once you complete the enrollment, you can import the person and
credential information from the enrollment station to the platform by specifying the IP address,
port number, user name and password of the device to allow the platform to access it.

Before You Start
Make sure you have enroll the persons' credentials via the enrollment station. For details, see
Manage Credentials .

Steps
1. In the top left corner of Home page, select ] - All Modules - General - Person .
2. Click =2 - Import from Device .
3. Select Enrollment Station as the device type.
4. Set other parameters, such as access mode, device address, device port, and stage.
Device Address
Enter the IP address of the enrollment station from which the person information needs to be
imported.
Device Port
Enter the port No. of the enrollment station from which the person information needs to be
imported.
User Name
Enter the user name of the enrollment station from which the person information needs to
be imported.
Password
Enter the password of the enrollment station from the person information needs to be
imported.
5. Select Enrollment Station from the device list.
6. Set device address, port No., user name and password for accessing the enroliment station.
7. Set importing stage and method.
Apply Person Information

The persons whose credentials need to be enrolled will be applied to the enroliment station.
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Import from Template

If the persons are not added to the platform, download the template from the enroliment
station and then edit the template and apply it to the enrollment station for enrolling the
persons' credentials.

Import from Person List

If the persons have been added to the platform, select the person group to apply the
persons to the enrollment station for enrolling the persons' credentials.

Copy Back Person and Credential Information

When the persons' credentials are enrolled, select the person group to which the person and
credential information will be imported to.

8. Click Import to start importing.

9. Optional: Perform the following operation(s).

Edit Person

Delete Person

Export Added
Person
Information

Export Profile
Pictures

Filter Person

Move Persons

Click the person name to edit the person details.

|._a .iJNote
When editing the person's effective period, if you have issued temporary

card(s) to the person, make sure the expiry date(s) of the person's
temporary card(s) are within the effective period.

Select one or more persons and click = to delete the selected person(s).

Or hover the cursor onto .- beside = , and then click Delete All to
delete all persons.

Click [= = Export Person Information to export all the added person
information as a ZIP file to your PC. For information security, you need to
set a password for decompressing the ZIP file.

Click = -> Export Profile Pictures to export the profile pictures of the
added persons as a ZIP file to your PC. For information security, you need
to set a password for decompressing the ZIP file.

L;ﬂNote
This function is available after you have enabled exporting profile

pictures. Go to System Configuration - Security - Export Profile
Pictures to enable this function.

Set conditions such as full name and ID, and then click Filter.

Follow the steps below to move the persons to another person group.
Once moved, the access levels and shift schedules of the selected
persons will be changed.
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a. Select one or more persons, click <. .

b. Select the target person group to which the persons are about to be
moved.

c. Click Move.

Link Persons to Select one or more persons, click & and then select an indoor station for
Indoor Stations each person to apply the person information to the indoor station.

I.N 'J Note

« Make sure you have added indoor stations to the platform.

« Up to 10 persons can be linked to one indoor station. And a person
cannot be linked to multiple indoor stations.

« Make sure the room number is consistent with the actual location
information of the indoor station.

Clear Access Select one or more persons, click il to clear the access levels of the
Levels selected persons.

I.“'J Note

The cleared access levels of the persons cannot be restored.

Clear Profile Hover the cursor onto - beside = , and then click Delete Profile Picture
Pictures Only to clear all the uploaded profile pictures.

Check Person Select one or more persons, click :1© to enter Check Person Authorization
Authorization page. On the page, you can test whether the person's access levels and

credentials are applied to the access control devices, elevator control
devices, and video intercom devices. If failed to be applied, you can apply
them again.

10.4 Person Self-Registration

If there are persons to be added to the system, you can generate a QR code for them to scan. After
scanning the generated QR code by smart phone, the persons can enter their personal information
(including profile) on Self-Registration page. If you have enabled Review Self-Registered Persons
function, you need to review and approve their person information, otherwise they cannot be
added to the system.

This function is applicable to circumstances like a company where there are a large amount of new
employees to be added to the system. For example, you print the generated QR code for the new
employees to scan. After scanning the QR code by smart phone, new employees will enter Self-
Registration page to import their personal information.
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I.“ 'ﬂ Note

You should set self-registration parameters beforehand. See Set Self-Registration Parameters for
details.

10.4.1 Set Self-Registration Parameters

Before starting self-registration, you need to set self-registration parameters. A QR code is
necessary for the persons to register their information by themselves. Besides, you can configure
face quality verification and person information review.

320



HikCentral Professional Web Client User Manual

In the top left corner of Home page, select ] - All Modules - General - Person , and click -.-
beside [, , and then click Self-Registration Settings to enter the Self-Registration Settings page.

1.

Setf- Registration Scttings

0

Figure 10-8 Self-Registration Settings

QR Code for Self-Registration

The platform will generate a QR code for you to download. After downloading the QR code, you
can print it or send it to persons who are going to register.
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Face Quality Verification

After the person uploads profile by a cellphone, the selected device will automatically start
checking the profile's quality. If the profile picture is not qualified, the person will be notified. Only
when the uploaded profile is qualified can the person register successfully. Otherwise, the person's
information cannot be uploaded to the platform.

LM d Note

To use this function properly, make sure you have added an access control device or video
intercom device to the platform beforehand.

Review Self-Registered Persons

Set a default person group. Once the person information is registered, the person will be added to
this group.

If you enable Review Self-Registered Persons, after registration, you need to review the person
information on the Persons to be Reviewed page. After verification, the person will be added to the
selected person group. See Review Self-Registered Person Information for details about how to
review.

10.4.2 Scan QR Code for Self-Registration

If a person needs to register by self-service, the person should use a smart phone to scan the self-
registration QR code to enter the Self-Registration page and enter person information. After
registration, the person details will be uploaded to the platform for review.

Before You Start
The administrator can print the QR code or send the QR code to persons to scan. See Set Self-
Registration Parameters about how to generate a self-registration QR code.

Steps
1. Use your smart phone to scan the self-registration QR code to enter the Self-Registration page.
2. Tap the profile frame to upload a face picture.

L-aﬂNote

« You can select a picture from your phone album, or take a photo by phone.

 After uploading a profile, profile quality checking will automatically start. If the profile is not
qualified, you will be notified. Only when the uploaded profile is qualified can you register
successfully. Otherwise, your personal information cannot be uploaded to the platform. See
Set Self-Registration Parameters for details about setting Face Quality Verification function.

3. Set your personal information, including name, ID, gender, email, phone number, etc.
4. Enter the verification code.
5. Tap Save.
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- If Review Self-Registered Persons function is enabled, wait for the review. If you are
approved, you will be added to the platform. See Review Self-Registered Person Information
about how to review.

- |If Review Self-Registered Persons function is disabled, the person information will be
uploaded to the platform.

10.4.3 Review Self-Registered Person Information

If you have enabled Review Self-Registered Persons function when you set self-registration
parameters, after the persons registered, their person information will be displayed on the Persons
to be Reviewed page, and their status will be displayed as To be Reviewed. You should review their
personal information to approve. After approving, they will be added to the target person group.

Steps

1. In the top left corner of the Client, select ] > All Modules - General - Person, and click -.-
beside [, , and then click Persons to be Reviewed to enter the Persons to Be Reviewed page.

2. Optional: Click =" to filter registered persons by name, ID, gender, or status to quickly find your
wanted persons.

3. Review the displayed person information and verify them.

Operations Description
Approve Self- If the self-registered person information is correct, approve the
Registered Person information to add the registered persons into the platform.
Information . Select a registered person, and click ., to approve the person.
« Check multiple registered persons, and click Approve to approve

them all.
Reject Self- If there is something wrong or missing with the self-registered person
Registered Person  information, reject the person and tell the person to register again with
Information right information.

« Select a registered person, and click . to reject the person.
« Check multiple registered persons, and click Reject to reject them in a

batch.
Delete Self- « Select a registered person, and click i to delete the person from the
Registered Person Persons to be Reviewed list.
Information « Check multiple registered persons, and click Delete to delete them all

from the Persons to be Reviewed list.

l.“'ﬂ Note

Approved persons will be added to the target person group; rejected persons will not be added
to the target person group, but they will stay in the Persons to be Reviewed list.
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10.5 Batch Issue Cards to Persons

The platform provides a convenient way to batch issue cards to multiple persons.

Steps

(1

- HNote

Up to 5 cards can be issued to one person.
You cannot issue cards to persons who have temporary cards.

A WN R

8.

. In the top left corner of Home page, select ] - All Modules > General - Person .
. Select persons to whom the cards will be issued.

. Hover the cursor onto fif, and then click Batch Issue Cards to Persons.

. In the pop-up window, set the related parameters.

I_“ 'ﬂ Note

For details about setting the card issuing mode and parameters, refer to Set Card Issuing
Parameters .

. Issue one card to one person according to the issuing mode you select.

- If you set the issuing mode to Card Enrollment Station, place the card on the card enroliment
station. The card number will be read automatically and the card will be issued to the first
person in the list.

- If you set the issuing mode to Card Reader, swipe the card on the card reader. The card
number will be read automatically and the card will be issued to the first person in the list.

- If you set the issuing mode to Enrollment Station, place the card on the enrollment station.
The card number will be read automatically and the card will be issued to the first person in
the list.

- If you set the issuing mode to Enter Manually, enter the card number manually in the Card
Number field. Press Enter key on the keyboard to issue the card to the person.

I.“ d Note

You can check Auto Increment Card Number and enter a start card number to issue cards
with incremental numbers to the selected persons in the list.

. Click Start to start issuing cards.
. Repeat step 5 to issue the cards to the persons in the list in sequence.

I.M 'J Note

You cannot change the card issuing mode once you issue one card to one person.

Click Save.
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10.5.1 Set Card Issuing Parameters

HikCentral Professional provides multiple modes for issuing cards, including reading card numbers
via devices (card enrollment stations, enrollment stations, or card readers)(card enrollment
stations or enrollment stations) and manually entering card numbers.

Steps
1. In the top left corner of the Client, select ] - All Modules -> General -> Person .
2. Open the card issuing settings window when managing credentials or batch issuing cards to
persons.
- Open the window when managing credentials.
- Open the window when batch issuing cards to persons.
- Open the window when filtering persons in the person list.
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o Card Enrollment Station
Enrollment Station
Card Reader

Enter Manually

Card Format
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Reading Frequency
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Figure 10-9 Card Issuing Settings Window Opened when Batch Issuing Cards to Persons
3. Select an issuing mode and set the related parameters.
Card Enrollment Station

Connect a card enroliment station to the PC on which the Web Client runs. You can place the
card on the card enrollment station to get the card No.

If you select this mode, you should set the card format and card encryption function.
Card Format

If the card is Wiegand card, select Wiegand. If not, select Normal.
Reading Frequency
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If your card supports dual frequency (both IC and ID), select Dual. If not, select Single.

LM d Note

If you select Dual, you cannot set card encryption for the card.

Card Encryption

If you set Normal as the card format, you can enable the card encryption function and
select section(s) to be encrypted for security purpose. After enabled, you should enable
the card encryption in the access control device's configuration page to make card
encryption effective.

Audio
Turn on or turn off the audio.
Enrollment Station

You can enroll the card number remotely via the enrollment station and copy back to the
platform.

If you select this mode, you should set the required parameters below.
Access Mode
The access mode of the enrollment station. Click Network or USB from the dropdown list.
Access Protocol
The access protocol of the enrollment station. By default, the access protocol is SDK.
Device Address
The IP address of the enrollment station.
Device Port
The port number of the enrollment station.
User Name
The user name used to log in to the enrollment station.
Password
The password used to log in to the enrollment station.
Card Format
If the card is Wiegand card, select Wiegand. If not, select Normal.
RF Card Type
Select the needed card type(s), including EM card, M1 card, etc.

La ﬂNote
When selecting M1 Card, you can switch on Card Encryption and select section(s) if
needed.

Card Reader
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Select one card reader of one access control device added to the platform. You can swipe the
card on the card reader to get the card number.

L_aﬂNote
« One card reader can be selected for issuing cards by only one user at the same time.

« If you set a third-party card reader to read the card number, you should set the custom
Wiegand protocol for the device to configure the communication rule first.

Enter Manually

I,,.ﬂNote
This parameter is not available on the card issuing settings window opened when managing
credentials and filtering persons in the person list.

If you select this mode, you need to manually enter the card number. You can check Auto
Increment Card Number to enter a start card number to issue cards with incremental
numbers to the selected persons in the list

4. Click Save (for Credential Management) or Start (for Batch Issue Cards to Persons).

10.6 Report Card Loss

If a person cannot find her/his card, he/she should contact the card issuer as quickly as possible
and the card issuer should report card loss via Web Client immediately to freeze the access level of
the lost card. The card issuer can issue a temporary card with effective period and access level to
the person. When the card is found, the card issuer need to take back the temporary card and
cancel the card loss report, and then the found card will be active again.

10.6.1 Report Card Loss

If a person cannot find her/his card, you can report card loss via the platform to freeze the access
levels related to the card.

Steps

1. In the top left corner of the Client, select ] - All Modules -> General - Person .

2. Optional: On the Filter pane, click « and set more conditions to search for persons for whom
you want to report card loss.

3. Click the name of the person in the person list to enter the basic information page, and then
click Credential Management to expand the Add Credential panel.
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Aad Credential

Figure 10-10 Add Credential Panel
4. In the Card area, move the cursor onto the lost card and then click ~ .
5. Click OK to confirm the operation.
6. Click Save.

After you report card loss, the access levels of the lost card will be inactive.
7. Optional: Move the cursor onto the lost card and then click [ to cancel the card loss report.

LM 'J Note

You need to delete all the temporary cards before you can cancel the card loss report.

The card's access level will be active and the original biometric credentials (such as fingerprints
and face information) will be linked to this card again.

10.6.2 Issue a Temporary Card to a Person

If a card is reported as loss, you can issue a temporary card to the person who loses the card. Once
the temporary card is issued, other cards linked to this person will be inactive, and the biometric
credentials(such as fingerprints and profile) linked to these inactive cards will be transferred to this
temporary card.

Steps

1. In the top left corner of the Client, select ] - All Modules -> General - Person .

2. Optional: On the Filter pane, click » and set more conditions to search for the person to whom
you want to issue the temporary card.

3. Click the name of the person in the person list to enter the basic information page.

4. Click Credential Management to open the Add Credential pane.

"In the Card area, click
6. Click OK to confirm the operation.
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7. Enter the card number.
8. Set the expiry date to define the time when the temporary card becomes invalid.

La ﬂNote
The expiry date of the temporary card should be within the effective period of the person (card

owner). In other words, the expiry date cannot be later than the effective period. For details
about setting or editing the person's effective period, see Add a Person Manually .

9. Click Save.

L-aﬂNote
You can delete the temporary card for the person. Once the temporary card is deleted, the

inactive cards of the person will restore to the active status, and their previously linked person
information such as fingerprints will also restore.

10. Perform the following operation(s) if needed.

Edit the Temporary Card Move the cursor onto the temporary card, and then click

to edit the temporary card.
Delete the Temporary Move the cursor onto the temporary card, and then click i .
Card

10.6.3 Batch Cancel Card Loss

If the lost cards are found, you can batch cancel the card loss reports for multiple persons. After
that, the cards' access levels will return to be active and the original biometric credentials (such as
fingerprints and face information) will be linked to these cards again.

Steps

1. In the top left corner of Home page, select ] - All Modules - General > Person .

2. Optional: On the Filter pane, click » and set more conditions to search for the persons for
whom you want to cancel card loss reports.

3. Select the persons in the person list.

4. Move the cursor onto [ilf, and then click Cancel Card Loss.

The persons' temporary cards will be deleted.

10.7 Customize Additional Information

You can add additional information items as the options for configuring a person's basic
information. The platform allows you to customize two types of additional information items:
custom private information items and custom public information items. The former refers to
private information such as the person's salary. The latter refers to public information such as the
person's department and occupation. When an additional information item is added, it will be
displayed as an configuration option on the Basic Information tab of the Add Person page.
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The following figure shows the custom private information items (marked in red rectangles) on the
Add Person page. See Add a Person Manually for details about how to add a person.

Figure 10-11 Custom Private Information Item as Configuration Option

Steps

|., .iJNote

« You can customize up to 20 private information items and 20 public information items.

« The system administrator can define whether a user has the permission to view the custom
private information when setting permissions for a user (see Add Role ). For information
security, the system administrator needs to make sure the custom private information is only
viewable to specific users.
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. In the top left corner of Home page, select ] - All Modules - General > Person .

. Click {: Customize Additional Information to enter the customizing addition information page.
. Click Add.

. Create a name for the item.

Lu'ﬂ Note

You can enter up to 32 characters.

. Select the type to restrict the format of the contents of the item.

Example

For example, if you select General Text, entering text information as the content of the item is
required when adding a person. If you select Date, setting date as the content of the item is
required when adding a person (see the figure below).
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Figure 10-12 If You Select Date as the Type

6. Click Save.
7. Optional: Perform the following operation(s) if needed.

Edit Name Click # to edit the name of the additional information item.

Delete Click m to delete the additional information item.

|.A A'.I Note

You cannot delete the additional information item linked with person
information in the domain.
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10.8 Print Cards

After adding persons to the platform, you can print their information onto blank physical cards. If
you have set credential information (e.g., virtual card information) for the persons, the credential
information will be linked to the physical cards once the physical cards are printed. For example, in
the scenario of employee management, you can print physical cards as the employee ID badges,
which can be used by your employees as the credentials for access authentication at the access
points of your company.

Before You Start

« Make sure you have added the supported printers to the platform. For details, see Set Printer .
« Make sure you have added card templates to the platform. For details, see Set Card Template .

Steps

. In the top left corner of Home page, select ] - All Modules - General - Person .

. Optional: Set conditions to search for the target persons.

. Select the persons for whom you need to print cards.

. Click = to open the Print Card window.

. Select a card template from Card Template.

. Select a printer from Printer.

. Select person(s) from the Selected Person list.

. Click Front and Back to preview the information to be printed on the front and back of the
physical cards.

9. Click Print.

O NGOV A WNBR

What to do next

If you have not manually added card information for the persons, batch issue card information to
them. Otherwise the persons cannot use the physical cards for access authentication. See Batch
Issue Cards to Persons for details.

Related Information Add a Person Manually

334



HikCentral Professional Web Client User Manual

Chapter 11 Role and User Management

The system allows you to add users and assign user's permissions for accessing and managing the
system. Before adding users to the system, you should create roles to define the user's access
rights to system resources and then assign the role to the user for granting the permissions to the
user. A user can have many different roles.

11.1 Add Role

Role is a group of platform permissions. You can add roles and assign permissions to roles, so that
users can be assigned with different roles to get different permissions.

Steps

I._a .iJNote
The platform has predefined two default roles: Administrator and Operator. You can click the role
name to view details. The two default roles cannot be edited or deleted.

Administrator
Role that has all permissions of the platform.

Operator
Role that has all permissions for operating the Control Client and has the permission for
operating the Applications (Live View, Playback, and Local Configuration) on the Web Client.

1. On the top left corner of Home page, select ] = All Modules - General - Account and
Security .

2. Click Roles on the left.

3. Click Add.
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Add Role

Kl T
Figure 11-1 Add Role Page

4. Set the basic information of the role, including role name, effective period, role status,
permission schedule template, description, etc.
Copy From

Copy all settings from an existing role.

Effective Period
Set the time range within which the role takes effect. The role is inactive outside the effective
period.

Permission Schedule Template

Set the authorized time period when the role's permission is valid. Select All-day Template/
Weekday Template/Weekend Template as the permission schedule of the role, or click Add
New to customize a new permission schedule template.

L“'ﬂ Note

« When role expires or the role's permission is invalid after editing the permission schedule,
users assigned with the role will be forced to log out and not able to log in.

« The permission schedule's time zone is consistent with that of the platform.

« By default, the role will be linked with All-day Template after updating the platform.

« The permission schedule also goes for RSM client and OpenSdk client.

5. Configure permission settings for the role.
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Area Display Rule

Show or hide specific area(s) for the role. If an area is hidden, the user assigned with the role
cannot see and access the area and its resources.

R
EEE N E

Figure 11-2 Area Display Rule

Resource Access Permission

Select the functions from the left panel and select resources from right panel to assign the
selected resources' permission to the role.

l.u 'J Note

If you do not check the resources, the resource permission cannot be applied to the role.

Figure 11-3 Resource Access Permission

User Permission

Assign resource permissions, configuration permissions, and operation permissions to the role.
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Figure 11-4 User Permission

I.'.I Note
In Resource Permission, you can set time restriction for video playback permission. Once set,
the role's permission of viewing and downloading video playback will be restricted within the

configured time period. For example, if you set restriction for recent video to 6 minutes, the
role can only view video playback of the last 6 minutes.

Figure 11-5 Playback Permission

6. Do one of the following to complete adding the role.

- Click Add to add the role and return to the role management page.

- Click Add and Continue to save the settings and continue to add another role.
7. Optional: Perform further operations on added roles.

Edit Role Click role name to view and edit role settings.

Delete Role Check a role and click Delete to delete the role.

338



HikCentral Professional Web Client User Manual

Inactivate Role Check a role and click Inactivate to set the role status to Inactive.
Activate Role Check an inactive role and click Activate to set the role status to Active.
Refresh Role Click Refresh All to get the latest status of the roles.

Filter Role Click 77 to expand the filter conditions. Set the conditions and click Filter to
filter the roles according to the set conditions.

11.2 Add Normal User

You can add normal users and assign roles to them for accessing the system and assign role to the
normal user. Normal users refer to all users except the admin user.

Steps

1. On the top left corner of Home page, select ] - All Modules - General - Account and
Security .

2. Click Users on the left.

. Click Add.

4. Set basic information for the user.

w

User Name
Can contain letters (a-z, A-Z), digits (0-9), and "-" only.
Password

Create an initial password for the user. The user will be asked to change the password when
logging in for first time. See First Time Login for Normal User for details.

L—aﬂNote

We highly recommend you to create a strong password of your own choosing (using a
minimum of 8 characters, including at least three kinds of following categories: upper case
letters, lower case letters, numbers, and special characters) in order to increase the security
of your product. And we recommend you change your password regularly, especially in the
high security system, changing the password monthly or weekly can better protect your
product.

Expiry Date
The date when the user account becomes invalid.
Email

The system can notify user by sending an email to the email address. The user can also reset
the password via email.
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L_aﬂNote
The email address of the admin user can be edited by the user assigned with the role of
administrator.

User Status
If you select Inactive, the user account will be inactivated until you activate it.
Restrict Concurrent Logins

To limit the maximum IP addresses logged in to the system using the user account, switch on
Restrict Concurrent Logins and set the maximum number of concurrent logins.
. Configure permission settings for the user.

PTZ Control Permission

Set the permission level (1-100) for PTZ control. The larger the value is, the higher permission
level the user has. The user with higher permission level has the priority to control the PTZ of
a camera.

Assign Role

Select the roles that you want to assign to the user.

I,“ 'J Note

If you want to add new roles, click Add New Role. See Add Role for details. Click a role on the
list and then View Role Details to view the Basic Information and Permission Settings of the
role.

. Do one of the following to complete adding the user.

- Click Add to add the user and return to the user management page.

- Click Add and Continue to save the settings and continue to add another user.
. Optional: Perform further operations on the added normal users.

Edit User Click user name to view and edit user settings.

Reset Password Click user name and click Reset to set a new password for the user. Enter a
new password and click Reset.

L«i_lNote

The admin user can reset the passwords of all the other users (except
domain user). Other users with Security permission (in Configuration and
Control Permission) can reset the passwords of the users without Security
permission. When the normal user's password is reset by admin user,
he/she should change the initial password and set a new password when
logging into HikCentral Professional via the Web Client.

Delete User Select a users and click Delete to delete the selected user.

Force Logout Select an online user and click Force Logout to log out the online user.
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Inactivate/ « The admin user or user with administrator permission can inactivate or
Activate User activate a user.
. Select an active users and click Inactivate/Activate to inactivate/activate
the user.
Refresh User Click Refresh All to get the latest status of all users.
Filter User Click %" to set conditions and filter the users.

11.3 Import Domain Users

You can batch import the users (including the user name, real name, and email) in the AD domain
to the platform and assign roles to the domain users.

Before You Start
Make sure you have configured active directory settings. See Set Active Directory for details.

Steps

1. On the top left corner of Home page, select [ = All Modules - General - Account and
Security .

2. Click Users on the left.

3. Click Import Domain Users.
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Impeort Domain Users
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Figure 11-6 Import Domain Users
. Select an importing mode.
User

Import individual users. Select an organization unit and select one or more domain users in
this organization unit.

Group
Select an organization unit to import all the domain users in this organization unit.

Security Group
Import all the domain users in the security group(s). Select an organization unit and select
one or more security groups in this organization unit.

. Select the user status as Active or Inactive.

. Optional: To limit the maximum IP addresses logged in to the platform using the user account,

switch on Restrict Concurrent Logins and enter the maximum number of concurrent logins.
. Set the permission level (1-100) for PTZ control in PTZ Control Permission.
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I._a .iJNote
The larger the value is, the higher permission level the user has. The user with higher permission
level has the priority to control the PTZ unit.

Example

When two users control the PTZ unit at the same time, the user who has the higher PTZ control
permission level takes control of the PTZ.
8. Select the roles that you want to assign to the domain users.

|.~ 'J Note

« If norole has been added, two default roles are selectable: administrator and operator.

Administrator
The role that has all permissions of the HikCentral Professional.
Operator

The role that has all permissions of the HikCentral Professional Control Client.
- If you want to add new roles, you can click Add New Role. See Add Role for details. Click a role
on the list and then View Role Details to view the Basic Information and Permission Settings
of the role.

9. Complete importing the domain users.
- Click Add to import the domain users and return to the user management page.
- Click Add and Continue to save the settings and continue to import other domain users.

10. Optional: After importing the domain user information to the platform, if the user information
in domain is changed, click Synchronize Domain Users to get the latest information of the users
imported to the platform. If the users are imported by group, it will synchronize the latest user
information from the domain group (including added users, deleted users, edited users, etc., in
the group).

Result

After successfully adding the domain users, the users can log in to the HikCentral Professional via
the Web Client, Control Client, and Mobile Client with their domain accounts and passwords.

11.4 Change Password of Current User

You can change the password of your currently logged-in user account via Web Client.

Steps
1. Move the cursor to the user name at the top-right corner of the Web Client.
2. In the drop-down list, click Change Password to open the Change Password panel.
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Figure 11-7 Change Password Panel
3. Enter the old password and new password, and confirm the new password.

&Caution

The password strength of the device can be checked by the system. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or
weekly can better protect your product.
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4,

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Click OK to save the change.

11.5 Configure Permission Schedule

Permission schedule defines the time when a role's permissions are valid. During unauthorized
time periods, the user assigned with the role will be forced to log out and cannot log in. The
platform provides 3 default permission schedule templates: All-day Template, Weekday Template,
and Weekend Template. You can add new templates according to actual needs.

Steps
1. In the top left corner of Home page, select ] = All Modules - Account and Security .
2. Click Permission Schedule Template on the left.
3. Click + to create a blank template.
4. Set basic information.
Name
Create a name for the template.
Copy From
Select the template from the drop-down list to copy the settings from another existing
template.
5. In the Weekly Schedule area, set the weekly schedule as needed.
1) Click Authorize, and select or draw in the box to define the authorized time periods.
2) Optional: Click Erase, and select or draw on the authorized time periods to clear the selection.
L-aﬂNote
You can set up to 6 separate time periods for each day.
6. Optional: Set a holiday schedule if you want different schedules for specific days.
1) Click Add Holiday.
2) Select existing holiday templates, or click Add New to create a new holiday template (see Set
Holiday for details).
3) Click Add.
4) Set the schedule for holidays.
L—aﬂNote
The holiday schedule has a higher priority than the weekly schedule.
7. Click Add to add the permission schedule template.
8. Optional: Perform further operations for the added templates.

View and Edit Click the template to view and edit its configuration.
Template Details
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I.“ 'ﬂ Note

Default templates cannot be edited.

Delete Template Click a template, and click 1 to delete it.

I.“ 'ﬂ Note

Default templates cannot be deleted.

What to do next

Set permission schedules for roles to define in which period the permissions for the roles are valid.
For details, refer to Add Role .
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Chapter 12 System Security Settings

System security is crucial for your system and property. You can lock IP address to prevent
malicious attacks, enable auto lock the Control Client, and set other security settings to increase
the system security.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Account and
Security .

2. Click Security Settings on the left.

«
-«
° -«
o «

Figure 12-1 Security Settings Page

3. Switch on Lock IP Address to limit the number of failed login attempts.
1) Select the allowable login attempts for accessing HikCentral Professional.

I.“ 'ﬂ Note

Failed login attempts include failed password attempt and failed verification code attempt.

347



HikCentral Professional Web Client User Manual

2) Set the locking duration for this IP address. During the locking duration, the login attempt via
this IP address is not allowed.

The number of login attempts is limited.
4. Select the Minimum Password Strength to define the minimum complexity requirements that
the password should meet.
5. Set the maximum password age.
1) Switch on Enable Maximum Password Age to force user to change the password when the
password expires.
2) Set the maximum number of days that the password is valid.

I.M 'ﬂ Note

After the maximum number of days, you should change the password. You can select the
predefined time length or customize the time length.

6. Set minutes after which the Web login will expire if there is no actions during the set minutes.

7. Configure the settings to automatically lock the Control Client after a time period of inactivity on
the Control Client.
1) Switch on Auto Lock Control Client.
2) Select time period for user inactivity.

I.“d Note

You can select the predefined time period or customize the time period.

8. Configure double authentications by selecting the authenticator and the users who need
authentication.

I.nd Note

Double authentications means the users who need authentication should let the authenticator
enter the user name and password so that they can use the functions of manual recording,
video playback, and video exporting. Resources on the site support double authentication. Only
one resource can be configured for a user who needs authentication.

1) Switch on Double Authentications.
2) Click Add to enter the Add Authenticator panel.
3) Select a user from the drop-down list, configure the authenticatable resource(s) and
permission(s), and click Add to add the authenticator.
4) Select the user(s) who need authentication.
9. Click Save to save the above settings.
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Chapter 13 Event and Alarm Configuration

You can set the linkage actions for the detected events and alarms. The detailed information of the
events and alarms can be received and checked via the Control Client and the Mobile Client.

Event

Events can be divided into:
Generic Event

The signal that resource (e.g., other software, device) sends when something occurs, and can be
received in the form of TCP or UDP data packages, which the system can analyze, and generate
events if they match configured expression.

User-Defined Event
The user-defined event can be used to:

« The user can trigger a user-defined event manually in Monitoring and Alarm Center module on
the Control Client when viewing the video or checking the alarm information.

« A user-defined event can trigger an alarm if configured.

« An alarm will be armed or disarmed when the user-defined event is triggered.

« An alarm can trigger a user-defined event as alarm actions.

Alarm

Alarm is used to notify security personnel of the particular situation which helps handle the
situation promptly. An alarm can trigger a series of linkage actions (e.g., popping up window) for
notification and alarm handling.

Linkage Actions

You can set linkage actions for both events and alarms.

« An event's linkage actions are used to record the event details (such as recording and capturing)
and trigger basic actions (such as linking access point to lock or unlock, triggering alarm output,
sending email, etc.).

« Analarm's linkage actions are used to record the alarm details and provide the recipients
multiple ways to view alarm information for alarm acknowledgment and handling, such as
popping up alarm window, displaying on smart wall, audible warning, etc.

13.1 About Event and Alarm

Event

Event is the signal that resource (e.g., device, camera, server) sends when something occurs.
System can receive and record event for checking, and can also trigger a series of linkage actions
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for notification. The event can also trigger an alarm for further notification and linkage actions
(such as alarm recipients, pop-up window on the Control Client, etc.). You can check the event
related video and captured pictures via the Control Client if you set the recording and capturing as
event linkage.

The rule of an event includes four elements, namely, "event source" (i.e., the device which detects
the event), "triggering event" (specified event type), "what to do" (linkage actions after this alarm
is triggered), and "when" (during specified time period, the linkage actions can be triggered).

Example

The event can be defined as intrusion (triggering event) which happens in the bank vault and be
detected by cameras mounted in the bank vault (event source) on weekend (when), and trigger
the camera to start recording (what to do) once happened.

Alarm

Alarm is used to notify security personnel of the particular situation which helps handle the
situation promptly. Alarm can trigger a series of linkage actions (e.g., popping up window on the
Control Client, showing the alarm details) for notification and alarm handling. You can check the
received real-time alarm message via the Control Client and search the history alarms.

The rule of an alarm includes six elements, namely, "alarm source" (i.e., the device which detects
the triggering event), "triggering event" (specified event type occurred on the alarm source and
triggers the alarm), "when" (during specified time period, the alarm can be triggered), "recipient"
(the user in the system who can receive this alarm), "priority" (the priority of this alarm), and
"what to do" (linkage actions after this alarm is triggered). Besides these five elements, you can
also set other properties for this alarm such as alarm description, etc.

Example

The alarm can be defined as intrusion (triggering event) which happens in the bank vault and be
detected by cameras mounted in the bank vault (alarm source) on weekend (when), and trigger
the camera to start recording (what to do) once happened. this alarm is marked as High priority
(priority), and users including admin and operators (recipient) can receive this alarm notification
and check the alarm details.

13.1.1 Supported Events and Alarms

Currently, the system supports events and alarms for the following types of resources:
Video
Camera

The video exception or the events detected in the monitoring area of the camera, such as
motion detection, line crossing, and so on.

Alarm Input
The event or alarm triggered by the alarm input of the video device in the system.

Face
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The event or alarm detected by facial recognition camera or temperature screening cameras,
such as face matched event or alarm, face mismatched event or alarm, rarely appeared event
or alarm, abnormal skin-surface temperature, no mask event or alarm, etc.

Access Control
Door

The access control event or alarm triggered at the doors (doors of access control devices and
video intercom devices), such as access event, door status event, etc.

Elevator

The elevator control event or alarm triggered in the elevators, such as card swiping event,
elevator status event, etc.

Alarm Input
The event or alarm triggered by the alarm input of the access control device in the platform.
Person
The event triggered by card number or person matched with that in the platform.
Vehicle
Vehicle Features

The event triggered by license plate number and vehicle types matched with that in the
platform, and license plate number mismatched with that in the platform.

Parking Lot
The events or alarms triggered by different parking lots.
Alarm
Security Radar

The radar arming event or alarm and the event ot alarm detected by the radars, such as
auto-arming event, line crossing event, etc.

Alarm Input

The event or alarm triggered by the alarm input of the resources in the system, such as a
smoke detector and zones of a security control panel.

Intelligent Analysis Group

The alarm or pre-alarm triggered when people amount in a region is more/less than the
threshold.

Maintenance

The operating exceptions of the resources (e.g. camera, door, UVSS, dock station, recording
server, security audit server) added to the system, such as camera offline, server exception, and
so on.

User-Defined Event

The event or alarm triggered by the user-defined event added in the system.
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Generic Event

You can customize the expression to create a generic event to analyze the received TCP and/or
UDP data packages, and trigger events when specified conditions are met. In this way, you can
easily integrate your system with a very wide range of external sources, such as access control
systems and alarm systems. See Configure Generic Event for details.

Digital Signage
The event or alarm triggered in the Digital Signage, such as abnormal temperature and person
amount more than threshold.

Visitor

The alarm triggered by visitors not checked out in effective period.

LM 'J Note

You should enable the alarm detection frequency of auto checkout for visitor after effective
period. See Set Basic Parameters for details.

Broadcast

The event triggered by alarm input linked with the IP speaker. When an event is triggered in the
alarm input, the IP speaker will start broadcasting.

Security Inspection
The alarms triggered by walk-through metal detectors.
Mobile Monitoring

The alarms triggered by ADAS (advanced driver assistance system) events, driver behavior, and
vehicles.

13.1.2 Define Alarm Priority, Alarm Category, and Alarm Icon

The system predefines several alarm priorities, alarm categories, and alarm icons for basic needs.
You can edit the predefined alarm priority and alarm category, and set customized alarm priority
and alarm category according to actual needs.

Steps

L,aﬂNote
Alarm Priority
Define the priority for the alarm when add the alarm and filter alarms in the Control Client.

Alarm Category
Alarm category is used when the user acknowledges the alarm in the Control Client and
categories what kind of alarm it is, e,g., false alarm, or alarm to be verified. You can search the
alarms by the alarm type in the Alarm Center of Control Client.

Alarm Ilcon When Alarm Occurs
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The system pre-defines some icons of resources for several special alarms.
For example, it pre-defines the icon for the Door Opened Abnormally alarm. When this alarm is
triggered, the door icon will turn to the icon displayed here to notify the users.

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm =
Basic Settings - Alarm Custom Settings to enter the alarm custom settings page.
2. Set the alarm priority according to actual needs. By default, three kinds of alarm priority exist.

Figure 13-1 Alarm Priority
1) Click Add to add a customized priority.

L.i]Note
Up to 255 levels of alarm priority can be added. The priority levels can be used for sorting
alarms in Alarm Center of Control Client.

2) Select a level No. for the priority.
3) Enter a descriptive name for the priority.
4) Select the color for the priority.
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Figure 13-2 Alarm Priority Settings Window
5) Click Save to add the priority.

The priority will be displayed on the alarm priority list.
3. Set the alarm category according to actual needs. By default, four alarm categories exist.

Figure 13-3 Alarm Category
1) Click Add to add the customized alarm category.

I.“'.l Note

Up to 25 alarm categories can be added.

2) Select a No. for the alarm category.
3) Enter a descriptive name for the alarm category.
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Figure 13-4 Alarm Category Settings Window
4) Click Save to add the alarm category.

The alarm category will be displayed on the alarm category list.
4. In the Alarm Icon When Alarm Occurs field, you can view the alarm icons provided by the system
which are used to notify the users that the alarm is triggered.

|._- i.INote
These pre-defined alarm icons cannot be edited and deleted.
5. Perform the following operation(s) after adding alarm priority and category.

Edit Click » to edit the alarm priority and category.
L-.iJNote

You cannot edit the No. of predefined alarm priorities and categories.

Delete Click i to delete the alarm priority and category.
I.»-ﬂNote

You cannot delete the predefined alarm priorities and categories.

13.1.3 Add Event and Alarm

In the top left corner of Home page, select [i] > All Modules - General - Event and Alarm -
Event and Alarm Configuration - Normal Event and Alarm and click Add to add an alarm or
event.
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Triggering Event and Source

The following fields indicate two elements in the rule: "triggering event" and "event or alarm
source".

Triggering Event
The specific event type detected on the event source will trigger an event or alarm.
Source

This field refers to the specific entity (such as cameras, devices, servers, etc.) which can trigger
this event and alarm.

When setting a thermal related event and alarm for thermal cameras, you can select areas,
points, or lines as event and alarm sources.

I._a .iJNote
Triggering event type including Camera, Alarm Input, and Face in Video and Camera, Encoding

Device, Decoding Device, Recording Server, and Streaming Server in Maintenance supports
selecting sources in remote sites. For different device types, the labels vary.

Name

After selecting the source(s), you need to name the event or source. You can customize a name,
or click the labels below to name the event or alarm by the selected label(s). If you name the
event or alarm by the selected labels, the platform will display the event/alarm name by the
combination of source name, area name, triggering event name, or site name, so that you can
quickly know the location where the event/alarm occurs.

Face Comparison Group
If the triggering event you select is Face, you need to select the face comparison group so that
the platform can compare the detected face pictures with face pictures in the group.
Threshold

If the triggering event you select is Regional People Counting, you need to set extra conditions
to define the triggering event.

Currently, you can set Person Amount More/Less than Threshold and Person Amount More/
Less than Threshold (Pre-Alarm) for people counting group. For these two alarms, you need to
set the threshold which determines whether the selected people counting groups will trigger an
alarm when the detected number of people stayed less than or more than the threshold.

For example, if you set the threshold as "2 100 or < 10", when the number of people detected
in the selected people counting group is more than 100 or less than 10, an alarm will be
triggered to notify the security personnel.

Frequency

If the source type you selected is Parking Lot and the triggering event is Frequently Appeared
Vehicle, you can predefine the frequency.
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For example, if you set the frequency to daily 3 times, when the devices in the source parking
lot detect the license plate numbers of the vehicles in the selected vehicle list for more than 3
times in one day, an alarm will be triggered.

Vehicle List

If you select triggering events related with vehicle recognition, you need to select vehicle lists,
so that the platform will compare detected vehicles with vehicles in the selected list.

Vehicle Type

If the source type you selected is Vehicle Features and the triggering event is Vehicle Type
Matched Event, you need to specify the vehicle type(s). When the source camera detects a
vehicle the type of which matches with the one(s) you selected here, a vehicle type matched
alarm will be triggered.

For example, if oil tank truck is not allowed on one road, you can set a vehicle type matched
alarm for the camera mounted on this road and set the vehicle type as Oil Tank Truck. When
the camera detects an oil tank truck, an alarm will be triggered.

Color

Click the color to select the color to indicate this event or alarm, which will be displayed in the
event center. You can set the color according to the emergency of this event or alarm. For
example, you can set red color for the urgent alarm and set green color for the prompt event.

Ignore Recurred Event/Alarm

This function is used to avoid the same event or alarm occurs frequently in a short time. You
need to set the Ignore Events Recurred in (s) which is the threshold of the recurring events or
alarms.

For example, if you set Ignore Events Recurred in (s) to 30 s, the events or alarms of the same
type occurred on the same camera within 30 s will be regarded as one event or alarm.

I.“ 'ﬂ Note

The Ignore Events Recurred in (s) is 15 s by default. You can set it from 15 s to 1800 s.

Delay Alarm

If the source type you selected is Camera of Maintenance and the triggering event is Camera
Offline, you can enable this function and set a delay duration. During the delay duration, when
the source detects the triggering event, the triggering event will not be uploaded to the system.
After this duration, if the source still detects this triggering event, the triggering event will be
uploaded to the system and trigger an alarm.

With this function, when the system detects that the camera is offline, if the camera gets online
again within the delay duration, it will not trigger a camera offline alarm. Thus the maintainers
can focus on the cameras which are truly disconnected.

What to Do

The fields defines what actions the system will take to record the alarm details and notify security
personnel.
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Trigger Recording

Select the related camera to record the alarm video when the alarm is triggered. You can view
the live video and play back these video files in the Alarm Center of the Control Client.

- To relate the source camera itself for recording, select Source Camera and select the storage
location for storing the video files.

- To relate other cameras, select Specified Camera and click Add to add other cameras as
related cameras. Select the storage location for storing the video files.

« View Pre-Event Video: You can view the video recorded from periods preceding the alarm.
Specify the number of seconds which you want to view the recorded video for before the
alarm starts. For example, when someone opens a door, you can view the recorded video to
see what happens right before the door opened.

« Post-record: Record video from periods following detected alarms. Specify the number of
seconds which you want to record video for after the alarm stops.

- Lock Video Files for: Set the days for protecting the video file from being overwritten.

- Display Video by Default: Set the video to be displayed by default on the Control Client when
receiving the triggered alarm information. You can select the recorded video or the live video
to be displayed.

L_aﬂNote
« Make sure the related camera(s) have been configured with recording schedule.
- Up to 16 cameras can be set as related camera.

Capture Picture

Select cameras to capture pictures during the alarm, and you can view the captured pictures
when checking the alarm in the Event & Alarm Search of the Control Client.

- If the alarm source is a camera, you can set to trigger the source camera itself for capturing
pictures by selecting Source Camera.

- To trigger other cameras for capturing pictures, select Specified Camera and select cameras
for capturing pictures.

Capture Picture When: Specify the number of seconds to define when the camera will capture
pictures for the alarm. After you set the number of seconds for pre/post-event (here the event
refers to the triggering event), the camera will capture one picture at three time points
respectively: at the configured seconds before the alarm starts, at the configured seconds after
the alarm ends, and when the event is happening (as shown in the picture below).

ri-Event Fosi-Ewenk
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Figure 13-5 Capture Pictures
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I.“ 'ﬂ Note

The pre-event picture is captured from the camera's recorded video footage. This pre-event
capture function is only supported by the camera which is set to store the video in the
Recording Server (Cloud Storage Server, Hybrid SAN, or pStor).

Create Tag

Select the cameras to record video when the event occurs and set the storage location for
storing the video files. The system will add a tag to the event triggered video footage for
convenient search. The tagged video can be searched and checked via the Control Client.

- If the event source is a camera, you can set to trigger the source camera itself for tagged
recording by selecting Source Camera.

« To trigger other cameras for tagged recording, select Specified Camera and click Add to add
other cameras.

You can enter the tag name as desired. You can also click the button below to add the related
information to the name.

Set the time range to define the tagged length of the video footage. For example, you can set to
record the tagged video started from 5 seconds before the event and lasted until 10 seconds
after the event. The tagged video can be searched and checked via the Control Client.

Add the description to the tagged video as needed.

Link Access Point
You can enable this function to trigger the access points (including doors and floors).
For doors, the doors can be locked, unlocked, remained locked, or remained unlocked when the
alarm occurs.
For floors, the elevators can access the floors freely, with credentials, temporarily, or access
forbidden.
For example, you can set to trigger all the doors remaining locked and all the floors access
forbidden when intrusion of suspicious person is detected.

« All Access Points: When the alarm occurs, the system will trigger all the doors and floors to
take certain action.

+ Specified Access Point: Click Add to select specified access points or emergency operation
groups as the linkage targets. When the alarm occurs, the system will trigger these doors,
floors, or doors/floors in the emergency operation groups to take certain action.

Link Alarm Input
Select alarm inputs and these alarm inputs will be armed or disarmed when the alarm occurs.

For example, when adding an intrusion alarm of camera A, which is mounted at the entrance of
the building, you can link to arm the alarm input B, C, and D, which are PIR detectors mounted
in different rooms in the building and are disarmed usually. When camera A detects intrusion
alarm, these PIR detectors will be armed and trigger other events or alarms (if rules configured),
so that the security personnel will get to known where the suspect goes.
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Link Alarm Output

Select alarm output (if available) and the external device connected can be activated when the
alarm occurs.

I.M 'ﬂ Note

Up to 64 alarm outputs can be selected as event linkage.

Close Alarm Output: The added alarm output(s) can be closed manually, or you can set the time
period (unit: s) after which that the alarm output(s) will be closed automatically.

Trigger PTZ
Call the preset, patrol or pattern of the selected cameras when the alarm occurs.
I_,,ﬂNote

Up to 64 PTZ linkages can be selected as event linkage.

Link Third-Party Integrated Resource

Click Add to select the resources integrated from third-party platform and set the control about
detailed operations that will happen when the alarm occurs.

Send Email

Select an email template to send the alarm information according to the defined email settings.
If you have purchased the license of emergency mustering, you can select an emergency
counting group in the drop-down list of Send Data of Emergency Counting Groups. When the
event occurs or the alarm is triggered, the platform will send the data of the selected
emergency counting group to the email in a PDF file.

L“'J Note

For details about setting email template, refer to Set Email Template .

Attach with Entry & Exit Counting

If the source type you selected is Alarm Input, you can select an entry & exit counting group
from the drop-down list to attach a report of entry & exit counting in the sent email.

For example, if the fire alarm input detects fire in the building, the security personnel will
receive a file, which contains the information such as the number of people still in the
building, their names and profiles, phone numbers, and locations of last access.

Link Printer

If the source type you selected is Alarm Input, you can link to print the entry & exit counting
report of certain entry & exit counting group.

For example, if the fire alarm input detects fire in the building, the platform will automatically
send the entry & exit counting report to all the printers configured in the system so that they
can get the information such as how many people are still in the building, their names and
profiles, phone numbers, and locations of last access.
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For details about printer settings, refer to Set Printer .
Trigger User-Defined Event
Trigger the user-defined event(s) when alarm is triggered.
You can select the pre-defined user-defined event(s) in the event list.

L,JﬂNote
« Up to 16 user-defined events can be selected as alarm linkage.
« For setting the user-defined event, refer to Configure User-Defined Event .

Link Speaker Unit

After linking speaker units to an event or alarm and selecting an audio file to be played, the
selected audio file will be played by the selected speaker units when the event or alarm is
triggered.

Trigger Remaining Open for Entrance and Exit

When the event occurs or the alarm is triggered, the selected entrance(s) and exit(s) will turn to
the status of remaining open so that the vehicles can enter or exit the parking lot without
authentication or the allowance of guards.

When

The field defines a time period when the event or alarm can be triggered.
Receiving Schedule

The event or alarm source is armed during the receiving schedule and when the source detects
the triggering event, an alarm will be triggered and link the configured linkage actions. The
system provides two types of receiving schedule:

« Schedule Template: Select a receiving schedule template for the event or alarm to define
when the event or alarm can be triggered. For setting customized template, refer to
Configure Receiving Schedule Template .

« Event Based: Specify a user-defined event or an alarm input as the start or end event of the
receiving schedule. When the user defined event or alarm input is triggered, the receiving
schedule will start or end. You can set the Auto-End Arming switch to on and set the specified
time to automatically end arming for this event or alarm even if the end event does not occur.

l._d .iJNote

For example, assume that you have set event A as start event, event B as end event, and set
the value of Auto-End Arming in to 60 s. Under these conditions, when event A occurs at T1,
if event B occurs within 60 s, the receiving schedule ends at the occurrence of event B (see

the following figure Receiving Schedule 1); if not, ends at 60 s after the occurrence of event A
(see the following figure Receiving Schedule 2).
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Figure 13-6 Receiving Schedule 1
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Figure 13-7 Receiving Schedule 2

When A occurs at time T1, the event or alarm will be armed from T1, if A occurs again at time
T2 but B doesn't occur, the event or alarm will be armed from T2 again.
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Figure 13-8 Receiving Schedule 3

Alarm Settings
Recipient

The field defines users who can receive the alarm notification and check the alarm details when
the alarm is triggered.

Select the user to send the alarm information to and the user can receive the alarm information
when he/she logs in to HikCentral Professional via the Control Client or Mobile Client.

L.i,]Note
By default, the admin user and the users configured with the permission of receiving alarms will
be automatically selected as the recipients and cannot be unselected.

Alarm Priority

The field defines the priority for the alarm. Priority can be used for filtering alarms in the
Control Client.
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Trigger Pop-up Window

Display the alarm window on the Control Client to show the alarm details and all the alarm
related cameras' live videos and playback when alarm occurs.

Trigger Emergency

When the event occurs or the alarm is triggered by an emergency (such as fire), the platform
automatically switches to the In Emergency mode or End Emergency mode.

Display on Smart Wall

Display the alarm video of the alarm's related camera or display the specified public view on the
smart wall. You can select the added smart wall and select which window to display the alarm.

- Alarm's Related Cameras: Display the video of the alarm's related cameras on the smart wall.
You can select to display the video on which smart wall and which window and set the alarm
video's stream type.

« Public View: A view enables you to save the window division and the correspondence
between cameras and windows as favorites to quickly access the related cameras later. If you
select Public View, when the alarm is triggered, the system can display the selected public
view on the specified smart wall and users can view the video of the cameras pre-defined in
the view.

- Wall Related to Graphic Card: Display the alarm video on the wall which adopts graphic card
of the PC that running the Control Client to decode video.

- Wall Related to Decoding Device: Display the alarm video on the wall which adopts decoding
device (namely the wall that related to the decoding device) to decode the video.

« Smart Wall No.: Select the No. of smart wall window to display the alarm video.

« Stream Type: Select the stream type of the alarm video displaying on the smart wall.

- Stop Displaying Alarm: Define when the system will stop displaying the alarm on the smart
wall. The system can stop displaying alarm within specified seconds, or replace the original
alarm when other alarm with higher alarm priority is triggered.

Related Map

Select a map to show the alarm information and you should add the camera to the map as a hot
spot (refer to ). You can check the map in the Alarm Center and Alarm & Event Search of the
Control Client.

Trigger Audible Warning

Set the voice text for playing on the PC when alarm is triggered.

I.“ 'ﬂ Note

You should set voice engine as the alarm sound on System Settings page of Control Client.

Restrict Alarm Handling Time

When the alarm is triggered, you need to handle the alarm on the Control Client. Enable this
function to trigger user-defined event(s) or alarm output(s) if the alarm is not handled within
the configured alarm handling time.

363



HikCentral Professional Web Client User Manual

I._-.i.INote
- Up to 16 user-defined events and alarm outputs can be set as the triggered event when

handling alarm timed out.
« For configuring the user-defined event, refer to Configure User-Defined Event .

Other Operations After Adding an Alarm

After adding an alarm, you can perform the following operations if needed.

Table 13-1 Other Operation

Operation Description
Edit Alarm Click 14 in the Operation column to edit the alarm.
Copy to Other Alarms You can copy the current alarm's specified parameters to other

added alarms for batch configuration.

Click # in the Operation column to enter the alarm details page
and click Copy to.

Specify the settings of the source alarm, select target alarm(s),

and click OK.
Delete Alarm Select alarms and click Delete to delete the selected alarms.
Delete All Invalid Alarms Click Delete All Invalid Items to delete all the invalid alarms in a
batch.
Enable Alarms Select an alarm and click Enable < Enable to enable the alarm,

or click Enable - Enable All to enable all the added alarms..

Disable Alarm Select an alarm and click Disable - Disable to disable the alarm.
Set a time when the alarm is disabled and the duration how long
the alarm will be disabled for.

Disable All Alarms Click Disable - Disable All to disable all the added alarms. Set a
time when the alarms are disabled and the duration how long
the alarms will be disabled for.

Test Alarm Click Test to trigger this alarm automatically. You can test if the
linkage actions work properly.

13.1.4 Add Combined Alarm

For some complicated scenarios, the alarm should be triggered when multiple events or alarms are
detected or triggered. For example, the system detects intrusion in area B, then the arming of area
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A starts. After that, if the system detects intrusion in area A, then an alarm will be triggered to
notify the security personnel.

In this section, we suppose the combined alarm is alarm A, the triggering event is event B. (The
system detects event B, the arming of alarm A starts.)

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm -
Event and Alarm Configuration - Combined Alarm .

2. Click Add Combined Alarm to open the Add Combined Alarm window.

3. Set the parameters on the page and save.
Alarm Triggered Area
Select the area of the alarm (alarm A) happened.
Alarm Priority

The priority including low, medium, high and custom level which indicates the urgent degree
of this alarm (alarm A).

Alarm Name

Create a name for this alarm (alarm A).
Description

Describe the alarm (alarm A) according to your requirements.
Ignore Recurring Alarms

Enable Ignore Recurring Alarms and set the time. After enabled, the system will ignore the
recurring alarm(alarm A) within the time period.

4. Click the name of an added combined alarm to enter the Alarm Configuration page.

5. Configure the Schedules, which defines the receiving schedule of this alarm (alarm A).
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Figure 13-9 Receiving Schedule

1) Click Receiving Schedule to show the Select Receiving Schedule panel.

2) Select the schedule template as All-Day Template, Weekday Template, Weekend Template,
or a customized template. See Configure Receiving Schedule Template for details.

3) Click Save.

L.i.INote
You can click = appeared on the top right of the Receiving Schedule button to delete it. If the
schedule is deleted, all related conditions and actions will also be deleted.

6. Select the alarm triggering logic and configure the condition, which defines the triggering
condition of this alarm (alarm A).
1) Click the area in the following image to show the Select Alarm Triggering Logic panel.
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Figure 13-10 Select Triggering Logic

2) Select the triggering logic on the Select Alarm Triggering Logic panel.
3) Click €3 to select the event type and event source (event B) that trigger this alarm (alarm A).
4) Click Save.
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5) Optional: Click #5 at the right of selected event type and source panel to select more event
types and sources.

6) Optional: Click ©: to open the remote configuration page of the triggering source to configure
the source. For details about remote configuration, refer to the device user manual.

L+

Figure 13-11 Add New Event Type and Source

I.,.ﬂNote
You can click the configured Condition panel to edit all conditions, or move the cursor to the
Condition panel and click = appeared in the top right corner to delete all configured conditions
at the same time. If the conditions are deleted, all related actions will also be deleted.

7. Configure the Actions, which defines the linkage action (such as triggering recording, capturing

picture, and creating tag) and recipient after this alarm (alarm A) is triggered.
1) Click &% to open the Select Alarm Linkage Action panel.
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Figure 13-12 Action
2) Click Alarm Recipients and select the Alarm Recipients.

I.'J Note

If Automatically Receive Alarm is enabled for some users (refer to Add Normal User for
details), an action panel of Alarm Recipients will be automatically generated after setting the
conditions, and the users will be selected as the recipient. You can click the generated action

panel to edit the alarm recipients, but the selected users cannot be unselected.
3) Click Save.
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4) Optional: Click & below the Alarm Recipients panel to add more linkage actions and configure
action parameters. See Add Event and Alarm for details about linkage actions.
8. Click Save in the top right corner of this page, and this alarm (alarm A) will be added to the

platform.

I.“ 'ﬂ Note

If the alarm recipients are not configured for this combined alarm, you cannot save the

combined alarm.

9. Optional: Perform the following operations according to your requirements.

Add to Map

Copy Parameters
to Existing Alarm

Delete Alarm

Test

Enable/Disable

Click Add to Map to add this alarm to the map. After that, the alarm will
be marked in the map when the alarm is triggered.

Click Copy, and then select the items (such as basic information, actions,
receiving schedule, receiving mode) to copy, and select the target alarm
to copy to.

Click Delete to delete this alarm.

Click Test to trigger this alarm manually, and you can check whether the
linkage actions take effect and whether the recipients receive the
notification.

Switch on the button beside Status to enable or disable this alarm. After
the alarm is enabled, it can be received by the platform. If you disable this
alarm, you will be required to set the time and duration of disabling and
the plaform cannot receive the alarm in the duration.

13.2 Configure Generic Event

You can customize the expression to create a generic event to analyze the received TCP and/or UDP
data packages, and trigger events when specified conditions are met. In this way, you can easily
integrate your system with a very wide range of external sources, such as access control systems

and alarm systems.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm -
Basic Settings - Generic Event to enter the generic event settings page.
2. Click Add to enter the Add Generic Event page.
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Adad Genenc Event

]

Figure 13-13 Add Generic Event Page

3. Set a name for the event in the Event Name field.
4. Optional: Copy the settings from other defined generic events in the Copy from field.
5. Select TCP, UDP, HTTP, or HTTPS as the package transmission protocol.
6. Select the match type which indicates how particular your system should be when analyzing the

received data packages:

Search

The received package must contain the text defined in the Expression field.

For example, if you have defined that the received packages should contain "Motion" and
"Line Crossing", the alarm will be triggered when the received packages contain "Motion",
"Intrusion" or "Line Crossing".
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Match

The received package must exactly contain the text defined in the Expression field, and

nothing else.

. Define the event rule for analyzing the received package in the Expression field.

1) Enter the term which should be contained in the expression in the text field.

2) Click Add to add it to the expression.

3) Click parenthesis or operator button to add it to the expression.

4) To add a term, parenthesis or operator to the expression, position the cursor inside the
expression field in order to determine where a new item (term, parenthesis or the operator)
should be included, and click Add or one of the parenthesis or operator buttons.

5) To remove an item from the expression, position the cursor inside the field in order to
determine where an item should be removed, and click = . The item immediately to the left
of the cursor will be removed.

The parenthesis or operator buttons are described in the following:
AND
You specify that the terms on both sides of the AND operator must be included.

For example, if you define the rule as "Motion" AND "Line Crossing" AND "Intrusion", the
term Motion, and Line Crossing as well as the term Intrusion must be all contained in the
received package for the conditions to be met.

I.M 'ﬂ Note

In generally, the more terms you combine with AND, the fewer events will be detected.

OR
You specify that any term should be contained.

For example, if you define the rule as "Motion" OR "Line Crossing" OR "Intrusion", any of the
terms (Motion, Line Crossing, or Intrusion) must be contained in the received package for the
conditions to be met.

LM d Note

In generally, the more terms you combine with OR, the more events will be detected.

Add the left parenthesis to the rule. Parentheses can be used to ensure that related terms are
processed together as a unit; in other words, they can be used to force a certain processing
order in the analysis.

For example, if you define the rule as ("Motion" OR "Line Crossing") AND "Intrusion", the two
terms inside the parentheses will be processed first, then the result will be combined with
the last part of the rule. In other words, the system will first search any packages containing
either of the terms Motion or Line Crossing, then it searches the results to look for the
packages that contain the term Intrusion.
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Add the right parenthesis to the rule.
8. Click Add to add the event and back to the event list page, or click Add and Continue to add the
event and continue to add a new event.
9. View in the Generic Event list to check whether the event has been added successfully.
10. Optional: Perform the following operations after adding the event.

Edit Event Click the name in the Event Name column to edit the corresponding
Settings event settings.

Delete Event Select the event(s) and click Delete to delete the selected event
Settings settings.

Delete All Event Check the check box in the heading row, and click Delete to delete all
Settings the event settings.

Receive Generic After creating a generic event to analyze the received TCP, UDP, HTTP,

Event or HTTPS data packages from a very wide range of external systems,
you can select the event(s), and click Receive Generic Event to enable
receiving the generic event.

13.3 Configure User-Defined Event

If the event you need is not in the provided system-monitored event list, or the generic event
cannot properly define the event received from third-party system, you can customize a user-
defined event.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm -
Basic Settings - User-Defined Event to enter the user-defined event management page.

2. Click Add to open the following window.
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. !
Add Uder-dehinad Event

Figure 13-14 Add User-Defined Event

3. Create a name for the event.

4. Optional: Enter the description information to describe the event details.

5. Click Add to add the event and go back to the event list page, or click Add and Continue to add
the event and continue to add a new event.

With the customized user-defined event, it provides the following functions:

« The user can trigger a user-defined event manually in Monitoring and Alarm Center module
on the Control Client when viewing the video or checking the alarm information.

« A user-defined event can trigger an alarm if configured.

« You can define the arming time period by the user-defined event: An alarm's arming schedule
will start or end when the user-defined event is triggered.

« Analarm can trigger a user-defined event as alarm actions.

- Integrate other third-party systems with HikCentral Professional by using the data received
from the third-party system. You can trigger the user-defined events outside the HikCentral
Professional. For details, contact our technical support.

L,.ﬂNote
« For configuring the alarm source, arming schedule, and alarm action, refer to Event and Alarm

Configuration .

- For triggering the user-defined event on the Control Client, refer to User Manual of HikCentral
Professional Control Client.

13.4 Configure Receiving Schedule Template

When setting event and alarm, you can select the pre-defined receiving schedule template to
define when the event or alarm can be triggered and notifying the recipients. The system pre-
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defines three default receiving schedule templates: All-Day Template, Weekday Template, and
Weekend Template. You can also add a customized template according to actual needs.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm -
Basic Settings - Receiving Schedule Template .

2. Click + to enter the add receiving schedule template page.

*Name

Copy from ~

Weekly Schedule /, Erase

oo 0z 04 0 0 10 12 14 16 15 pai b 24

oo 0z 04 0& 0 10 12 14 16 15 0 b 24

Figure 13-15 Add Receiving Schedule Template
3. Set the required information.
Name
Set a name for the template.
Copy from

Optionally, you can select to copy the settings from other defined templates.
4. Click Scheduled Time and drag on the time bar to set the time periods. During the time periods,
the event can be triggered on the event source and notify the recipients in HikCentral
Professional.

I.“ 'ﬂ Note

Up to 4 time periods can be set for each day.

5. Optional: Click Erase and click on the drawn time period to clear the corresponding time period.
6. Click Add to add the template and go back to the receiving schedule template list page.

The receiving schedule template will be displayed on the receiving schedule template list.
7. Optional: Perform the following operations after adding the receiving schedule template.
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View Template Details Click the template to view its details.
Edit Template Click the name of a customized template to edit template details.

Delete Template Select a template and click i to delete the template.

13.5 Add Alarm Recipient Group

Enter a short description of your task here (optional).

Before You Start
Enter the prerequisites here (optional).
Enter the context of your task here (optional).

Steps
1. Enter your first step here.
Enter the result of your step here (optional).

Example
Enter an example that illustrates the current task (optional).

What to do next
Enter the tasks the user should do after finishing this task (optional).

13.6 Event and Alarm Search

On the event & alarm search module, you can view the alarm overview, search the historical event
or alarm by setting search condition as required.

13.6.1 Alarm Overview
In the alarm overview module, it gives you an overview of the alarm distribution, top 5 alarms and
top 5 warning zones.

In the top left corner of Home page, select ] > All Modules - General - Event and Alarm ->
Search - Overview to enter the Alarm Analysis page.
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Figure 13-16 Alarm Analysis

You can click Settings in the upper-right corner to customize the event, alarm, or event and alarm
types to be calculated in the overview page.

In the upper area of the page, the number of events triggered in the last 7 days or last 30 days are
displayed in vertical bar chart.

In the lower-left area of the page, the top 5 alarms triggered in today, last 7 days or last 30 days are
displayed in horizontal bar chart. The type of information displayed here will change according to
the report target on the Settings pane. For example, if you select Alarm on the Settings pane as the
report target, the Top 5 Alarms will only display data of the alarms. Click the number of an alarm to
jump to the Event and Alarm Search page. Also, the Trigger Alarm field will also change according
to your selection on the Settings pane.

In the lower-right area of the page, the top 5 areas with alarm in today, last 7 days or last 30 days
are displayed in horizontal bar chart.

13.6.2 Search Event and Alarm Logs

You can search the event and alarm log files of the added resource for checking.

Before You Start
You should configure the event and alarm settings first.

Steps

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm -
Search - Event and Alarm Search to enter the Event & Alarm Search page.

2. Set the time range for search.
- Select a predefined time period for search.

375



HikCentral Professional Web Client User Manual

9.

- Select Custom Time Interval and specify the start time and end time for search.

. Select the event type as All, Not Trigger Alarm or Trigger Alarm.

All

Both events and alarms.
Not Trigger Alarm

The events happened but were not triggered as alarms.
Trigger Alarm

The events happened and were triggered as alarms.

. Optional: If you select Trigger Alarm, you can set the following filter conditions.

Marking Status

Switch Marking Status on and select Marked or Unmarked to filter the marked or unmarked
alarms/events.

Acknowledging Status

Switch Acknowledging Status on and select Acknowledged or Unacknowledged to filter the
acknowledged or unacknowledged alarms/events.

Alarm Priority
Select the priority level to filter the alarms/events by priority.
Category

Select the category to filter the alarms/events by category.

. Enable Area and then click ' to select the area of the source.
. Enable Triggered By and then select the triggering events and source from the current site or

Remote Sites.

I.“ 'J Note

The Remote Site is only available for the Central System with Remote Site Management module
(based on the license you purchased).

. Optional: If you select events of the Access Control category, enter the entered/exited person's

name.

. Optional: If you have entered the additional information about the alarm on the third-party

system, enter the additional information in the Third-Party Additional Information when
searching for a third-party event or alarm.
Enable Event & Alarm Name to select the event/alarm name in the drop-down list.

10. Click Search.

The matched event or alarm logs display on the list.

11. Optional: Perform the following operation(s) after searching for alarms and events.

Export Click Export and select the format as Excel or PDF to save all searched
Events and events and alarms to the local PC.
Alarms
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L_ .iJNote
When exporting all events and alarms in Excel format, you can check
Include Picture Information to export the related pictures.

13.7 Send Event and Alarm Report Regularly

You can set a scheduled report rule for specified events or alarms, and the platform can send an
email with a report attached to the target recipients daily or weekly, showing the details of
specified events or alarms triggered on the day or the week.

Before You Start

« Set the email template with recipient information, subject, and content. For details, refer to Set
Email Template .

« Set the email settings such as sender address, SMTP server address and port, etc. For details,
refer to Configure Email Account .

Steps

I.M 'J Note

One report can contain up to 10,000 event records in total.

1. In the top left corner of Home page, select ] - All Modules - General - Event and Alarm -
Basic Settings - Scheduled Report .

2. Click +.

. Create a name for the report.

4. Set the event(s) or alarms contained in the report.
1) In the Report Target field, click Add.

All the added events and alarms are displayed.
2) (Optional) Filter the events by event source type and triggering event.
3) Select the event(s).

w

l.u 'J Note

Up to 32 events can be added in one report rule.

4) Click Add.
5. Set the report type as Daily or Weekly and set the sending time.

Daily Report

Daily report shows data on a daily basis. The system will send one report at the sending time
every day, which contains information of the events triggered on the day (24 hours) before
the current day.
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For example, if you set the sending time as 20:00, the system will send a report at 20:00.
every day, containing details of all the events triggered between 00:00. and 24:00. before the
current day.

Weekly Report

As compared to daily report, weekly report can be less time-consuming, since it is not to be
submitted every day. The system will send one report at the sending time every week, which
contains information of the events triggered on the last 7 days before the sending date.

For example, if you set the sending time as 6:00 on Monday, the system will send a report at
6:00 in the morning on every Monday, containing details of all the events triggered between
last Monday and Sunday.

. Select the email template from the drop-down list to define the recipient information and email

format.

I_,,ﬂNote
You can click Add New to add a new email template. For setting the email template, refer to Set
Email Template .

. Select Excel or PDF as the report format.
. Select the Report Language.
. Click Add to add the report and go back to the report list page.
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Chapter 14 Video Management

After adding encoding devices to the system, you need to set video related parameters to ensure
the security personnel can not only view live videos streamed from these devices via the Control
Client, Web Client and Mobile Client, but also access other important functions such as playback
and intelligent recognition. These functions can provides great help and convenience for their
works such as security surveillance and investigation.

14.1 Flow Chart of Video Management

The two flow charts below show the process of configurations and operations required for viewing
videos of encoding devices and other related functions on current site and remote site
respectively.

View Videos of Encoding Devices on the Current Site

1R L

Table 14-1 Flow Chart Description

Procedure Description

Add Encoding Device to Add encoding device to the current HikCentral Professional site by
Current Site online detection, IP address, port segment, Hik-Connect DDNS,
device ID, device ID segment, etc.
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Procedure

Description

For details, see Manage Encoding Device .

Add Encoding Device to
Area

Group encoding devices to different areas according to the locations
of the devices for convenient management.

For details, see Area Management .

Add Camera to Map

Add cameras to a map as hot spots to view videos on map. After that,
you can get the video information and camera location information
at the same time.

For details about adding cameras to map, see Add Hot Spot on Map .

Configure Recording and
Storage

Define the periods during which video recording is activated. And set
the storage location for the recorded video footage and the uploaded
pictures (e.g., alarm related pictures).

For details about configuring recording and storage, see Configure
Storage and Recording .

Configure Event and Alarm

Configure linkage actions for the events detected by the encoding
devices.

For details, see Event and Alarm Configuration .

Configure Others

You can configure other video related functions including visual
tracking, panorama tracking, intelligent recognition, and dock station
group.

« Configure Visual Tracking: Visual tracking is a target tracking
function that allows you to track a target (e.g., a suspect) moving
across fields of view of multiple cameras by switching views of
camera nearly seamlessly. For details about the configuration, see
Configure Visual Tracking .

» Configure Panorama Tracking: Panorama Tracking is a target
tracking function based on the linkage between a box/bullet
camera and a speed dome. When a VCA event is detected or a
target is selected manually, the bullet/box camera, through its
video analysis function, can work together with the speed dome to
locate, zoom in, and track the target.

For details about configuring this function, see Configure
Panorama Tracking .

» Configure Intelligent Recognition: Intelligent recognition refers to

the recognition of faces, body features, or behaviors, etc., by
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Procedure Description

intelligent analysis devices added to the platform. For details
configuring this function, see Intelligent Recognition .

» Configure Dock Station Group: A dock station group refers to a
group of persons (e.g., police officers) related to a same dock
station — a data collector which can automatically detect and back
up law-enforcement data and evidence data from body camera(s)
connected to it. After relating persons to a dock station, the videos
and pictures stored on the persons' body cameras can be copied to
the dock station.

For details about configure dock station group, see Add Dock

Station Group .

Start Live View or Playback | Start playing live videos or video footage of the encoding devices.
You can also manage view and favorites. For details, see Video

Application .

View Videos of Encoding Devices on Remote Site

Start

bAzke Sure Encoding Devices Have
Bewn Added

Make Sure Refated Condiguratsons
Havwe Baen Done

Add Remote Site to Central
System

Vienww Videos of Encoding
Devices in Remaote Site

* I‘ I..‘ I‘ I* ”
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Table 14-2 Flow Chart Description

Procedures Description
Make Sure Encoding Make sure encoding devices has been added to a remote site by the
Devices Have Been Added |administrator of the site.
Make Sure Related Make sure recording and storage configurations and other required
Configurations Have Been |configurations (refer to configuration descriptions in Table 14-1)
Done have been done by the administrator of the site.
Add Remote Site to Add the remote site to the current site under the prerequisite that
Central System the latter has the Remote Site Management (RSM) module. The

HikCentral Professional site with the RSM module is also called the
Central System.

For details about adding remote site to a Central System, see Add
Remote Site by IP Address or Domain Name , Add Remote Site
Registered to Central System , or Add Remote Sites in a Batch .

View Videos of Encoding |Select the remote site and then select an encoding device on it to
Devices on Remote Site view the live video and video footage of the device.

For details, see Video Application .

14.2 Configure Storage and Recording

Before you can play back video files recorded by cameras, you need to set the time periods for
video recording and the location for storing video files and pictures first. Also, before you can
import pictures (e.g., static e-map picture) and view pictures (e.g., alarm-related pictures)
uploaded from devices, you need to set storage locations for these pictures and set related
parameters.

HikCentral Professional provides four storage locations (encoding devices, Hybrid Storage Area
Network, Cloud Storage Server, and pStor) for storing the recorded video files of the cameras.
Encoding Device
Store video files on the encoding devices (i.e., DVR, NVR, and network camera) locally. Take NVR
for an example, the video files recorded by the cameras linked to it will be stored in its storage
medium (e.g., HDDs, Net HDDs, and SD/SDHC cards) if you select Encoding Device as the storage
location.
To store video files in this way, you need to make sure the encoding device is equipped with a
storage medium and the storage medium should have been formatted.

Perform the following operations to format storage medium if required:

382



HikCentral Professional Web Client User Manual

Go to the remote configuration page of the encoding device ( [l] - All Modules - General -
Resource Management - Encoding Device - # ), and then click Storage - Storage
Management - HDD Management - Format to initialize the selected storage device.

Hybrid Storage Area Network

Store the video files in the added Hybrid Storage Area Network. For details about adding Hybrid
Storage Area Network, refer to Add Hybrid Storage Area Network .

Cloud Storage Server

Store the video files in the added Cloud Storage Server. For details about adding Cloud Storage
Server, refer to Add Cloud Storage Server .

pStor

Store the video files in the added pStor, which is the storage access service used for managing
local HDDs and logical disks. For details about adding pStor, refer to Add pStor .

pStor Cluster Service

pStor Cluster Service is a service that can manage multiple pStors. When there are multiple
pStors storing a large number of video files, use pStor Cluster Service to manage these pStors. For
details about adding pStor Cluster Service, refer to Add pStor Cluster Service .

14.2.1 Configure Recording for Cameras on Current Site

For the cameras on the current site, HikCentral Professional provides five storage methods (storing
on encoding devices, Hybrid Storage Area Network, Cloud Storage Server, pStor or pStor Cluster
Service) for storing the video files of the cameras according to the configured recording schedule.
You can get device's recording settings when adding camera to an area.

Before You Start
Encoding devices need to be added to the HikCentral Professional for area management. Refer to
Resource Management for detailed configuration about adding devices.

Steps
1. Enter the Recording Setting tab.
1) In the top left corner of the Home page, select ] - All Modules - General - Resource
Management -» Area .
2) Select an area to show its cameras.

I.“ 'ﬂ Note

For Central System with Remote Site Management module, you can select the current site
(marked with & icon) from the drop-down site list to show its cameras.
3) Select a camera and click its name to enter camera settings page.
4) Select the Recording Settings tab.
2. Turn on Main Storage.
3. Select the storage location for storing the recorded video file.
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4. Select the storage type and configure other required parameters.
- Select Real-Time Storage as the storage type to store the recorded video files in the specified
storage location in real time.

LM d Note

- If you select Encoding Device as the storage location, you needn't select the storage type,
but configure the following parameters as real-time storage settings by default.

- If you select Hybrid Storage Area Network, Cloud Storage Server, pStor, or pStor Cluster
Service, specify a server and (optional) select a Streaming Server to get video streams from
cameras via it.

Recording Schedule Template
Set the template which defines the time periods to record the camera's video.
All-Day Time-Based Template
Record the video for all-day continuously.
All-Day Event-Based Template
Record the video when alarm occurs.
Add New

Set the customized template. For details about setting customized template, refer to
Configure Recording Schedule Template .

View

View the template details.

L“ 'ﬂ Note

The event-based recording schedule can not be configured for the Cloud Storage Server,
and the command-based recording schedule can not be configured for the Cloud Storage
Server and pStor.

Stream Type
Select the stream type as main stream, sub-stream or dual-stream.

L“ 'ﬂ Note

For storing on Hybrid Storage Area Network, Cloud Storage Server, pStor or pStor Cluster
Service, dual-stream is not supported.

Pre-Record
Record video from periods preceding detected events. For example, when someone opens
a door, you can see what happens right before the door opened.

This field displays when the storage location is set as Encoding Device, Cloud Storage
Server, pStor, or pStor Cluster Service. And it is available for the camera that is configured
with event-based recording.
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Post-Record
Record video from periods following detected events.

This field displays when the storage location is set as Encoding Device or Hybrid Storage
Area Network. It is available for the camera that is configured with event-based recording.

Video Expiration

If you select Encoding Device as the storage location , set Video Expiration switch to on
and enter expiration day(s).

Automatically delete the oldest videos after the specified retention period. This method
allows you to define the longest time period to keep the videos as desired and the actual
retention period for the videos depends on the allocated quota.

Enable ANR

If you select the Encoding Device or Hybrid Storage Area Network as the storage location,
check Enable ANR to turn the automatic network replenishment on to temporarily store
the video in the camera when network fails and transport the video to storage device
when network recovers.
- Select Scheduled Copy-Back as the storage type to copy the recorded video files from the
encoding device or pStor to the specified storage location according to scheduled period.

I.“ 'ﬂ Note

« Make sure you have configured recording schedule stored in the device local storage or
pStor for auxiliary storage first. Otherwise, the scheduled copy-back is not configurable.

« The recordings can be copied only from the encoding device to Hybrid Storage Area
Network, Cloud Storage Server, pStor or pStor Cluster Service, or from pStor to another
pStor.

Copy in

Specify the time period to copy the recorded video files to the specified storage location.
Recording for Copy-Back

Select the type of recorded video file to backup.
Max. Copy-Back Speed (KBps)

Enter the maximum copy-back speed.
5. Optional: Set the Auxiliary Storage switch to ON and configure another storage location for the
video files.

LM 'J Note

« If Cloud Storage Server, Hybrid Storage Area Network, pStor, or pStor Cluster Service is set as
the auxiliary storage location, you can select Real-Time Storage to store recorded video files
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or select Scheduled Copy-Back to copy recordings from the encoding device or pStor (main
storage) to specified auxiliary storage location according to the scheduled period.

- Before setting Scheduled Copy-Back, make sure you have configured real-time recording
schedule stored in device local storage or pStor for the main storage.

« The recordings can be copied only from the encoding device to Hybrid Storage Area Network,
Cloud Storage Server, pStor or pStor Cluster Service, or from pStor to another pStor.

6. Click Save.

14.2.2 Configure Recording for Cameras on Remote Site

You can set recording schedule to record the video of cameras on Remote Sites and stores in the
Central System's Recording Servers (Hybrid Storage Area Network, Cloud Storage Server, pStor or
pStor Cluster Service).

Steps
1. Go to the Recording Settings tab.
1) In the top left corner of the Home page, select ] - All Modules - General - Resource
Management -» Area .
2) Select the added Remote Site form the drop-down list.

LM 'J Note

The icon k& indicates that the site is Remote Site.

3) Select an area to show the cameras added to it.
4) Select a camera and click its name to enter the camera settings page.
5) Select Recording Settings tab.
2. In the Recording Settings area, turn on Storage in Central System.
3. Select the storage location for storing the recorded video file.
4. Select the storage type and configure the required parameters.
- Select Real-Time Storage as the storage type to store the recorded video files in the specified
storage location at the real time.

I.“ 'ﬂ Note

You can select Hybrid Storage Area Network, Cloud Storage Server, pStor, or pStor Cluster
Service, specify a server and (optional) select a Streaming Server to get the video stream of
the camera via it.

Recording Schedule Template
Set the template which defines when to record the camera's video.
All-Day Time-Based Template
Record the video for all-day continuously.
All-Day Event-Based Template
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Record the video when alarm occurs.
Add New

Set the customized template. For details about setting customized template, refer to
Configure Recording Schedule Template .

View
View the template details.
Stream Type
Select the stream type as main stream, or sub-stream.
Pre-Record

Record video from periods preceding detected events. For example, when someone opens
a door, you can see what happens right before the door opened.

This field displays when the storage location is set as Cloud Storage Server, pStor, or pStor
Cluster Service, and it is available for the camera that is configured with event-based
recording.

Post-Record
Start recording the video from periods following detected events.

This field displays when the storage location is set as Hybrid Storage Area Network, and it is
available for the camera that is configured with event-based recording.

Streaming Server
Optionally, select a Streaming Server to get the video stream of the camera via it.
Enable ANR

If you select the Storage Location as Hybrid Storage Area Network, check Enable ANR to
turn the automatic network replenishment on to temporarily store the video in the camera
when network disconnects and transport the video to Hybrid Storage Area Network when
network recovers.

- Select Scheduled Copy-Back as the storage type and specify period, main/auxiliary storage,
recording type and uploading speed to upload the recorded video files from the device local
storage or pStor on the Remote Site to the specified storage location according to scheduled
period.

I._a .iJNote
Make sure you have configured recording schedule stored on encoding device or pStor for the

camera on the remote site.
5. Click Save.

387



HikCentral Professional Web Client User Manual

14.2.3 Configure Storage for Imported Pictures and Files

The imported pictures (such as the static e-map pictures and the face pictures in the person list)
and files (such as the broadcast recordings and video recordings) can be stored on the HDD of SYS
server. You can configure the storage locations and the corresponding quotas for them.

Steps

LM d Note

You can configure the storage only when the current Web Client is running on SYS server.

1. In the top left corner of the Home page, select ] - All Modules - General - System
Configuration -> Storage -> Storage on SYS Server .

The disks of the SYS server are displayed with current free space and total capacity.
2. Switch on Enable Local Storage.

3. Configure the related parameters for storing pictures.
1) Select the disk to store the imported pictures.

I.“d Note

The disk should have at least 1.25 GB of free space for picture storage.

2) Optional: Switch on Set Quota for Pictures and set the storage quota for the pictures.
4. Click Add to add a resource pool for storing files.

1) Enter the name of the resource pool.

2) Select a disk to store the files.

I.nd Note

The disk should have at least 9 GB of free space for file storage.

3) Optional: Switch on Restrict Quota for Pictures and set the storage quota for the files.
4) Check Overwrite When Storage Space is Insufficient, and the newly imported files will
overwrite the existing files when the disk space is insufficient.
5) Click Add.
6) Optional: Click Delete or [z in the Operation column to delete a resource pool.
7) Optional: Click a resource pool name to edit related settings.
5. Click Save.

14.2.4 Configure Storage for Uploaded Pictures

The pictures uploaded from the devices, such as alarm triggered pictures, captured face pictures,
and captured plate license pictures, can be stored on the HDD of SYS server, Hybrid Storage Area
Network, Cloud Storage Server, pStor, or NVR (Network Video Recorder).

Steps
1. Enter the picture storage setting page.
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1) In the top left corner of the Home page, select ] - All Modules - General - Resource
Management -» Area -» Camera .
2) Select an area to show its cameras.

LM d Note

For Central System with Remote Site Management module, you can select the current site
(marked with &4 icon) from the drop-down site list to show its cameras.
3) Select a camera and click its name to enter the camera settings page.
2. Select the Picture Storage Settings tab.
3. Switch on Picture Storage.
4. Select the storage location from the drop-down list.

I.M 'J Note

« If you select System Management Server, the pictures will be stored on the SYS server. Click
Configuration to view the disk on SYS server and storage quota, which can be edited via the
Web Client running on the SYS server. Refer to Configure Storage for Imported Pictures and
Files for details.

« You cannot configure the storage location for the captured undercarriage pictures, which are
stored on the UVSS device.

5. Click Save to save the uploaded pictures to the specified location.

14.2.5 Configure Recording Schedule Template

Recording schedule is time arrangement for video recording. You can configure the recording
schedules to record video in a certain period. Two default recording schedules are available: All-day
Time-based Template and All-day Event-based Template. All-day Time-based Template can be used
for recording videos for all day continuously, and All-day Event-based Template is for recording
videos when alarm is triggered. You can also customize the recording schedule.

Perform this task when you need to customize the schedule to record the video files.

Steps

1. In the top left comer of the Home page, select ] = All Modules - Video - Video Settings -
Recording Schedule Template .

2. Click -+ to enter the Adding Recording Schedule page.

L“ 'ﬂ Note

Up to 32 templates can be added.
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Figure 14-1 Adding Recording Schedule Template Page
3. Set the required information.
Name
Set a name for the template.
Copy from

Optionally, you can select to copy the settings from other defined templates.
4. Select a recording type and drag on the time bar to draw a time period.

I.M'J Note

By default, the Time-based is selected.

Time-based

Continuous recording according to the time you arranged. The schedule time bar is marked

with blue.

Event-based

The recording triggered by the alarm (e.g., alarm input alarm or motion detection alarm). The

schedule time bar is marked with orange.

Command-based

The recording triggered by the ATM command. The schedule time bar is marked with green.
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I.“ 'ﬂ Note

Up to 8 time periods can be set for each day in the recording schedule.
5. Optional: Click Erase and click on the time bar to clear the drawn time period.
6. Click Add to add the template and back to the recording schedule template list page.
7. Optional: Perform the following operations on the recording schedule template list page.

View Template Details Click the template to check the detailed settings.

Delete Template Click = to delete a template.

14.3 Configure Visual Tracking

Visual tracking allows you to track an individual (such as a suspect) across different areas without
losing sight of her/him. Before you can use this function, you need to associate a camera (hereafter
named as "camera A") with other cameras nearby. After that, icons representing the nearby
cameras will be overplayed on the view of camera A. You can click these icons to redirect to the
associated cameras' views during live view or playback.

Steps

1. In the top left corner of the Home page, select ] - All Modules - Video -> Video Settings -
Visual Tracking .

2. Select an area from the area list.

The page will display the thumbnails of the latest view of the cameras that support visual
tracking settings in the selected area.

3. Optional: Check Include Sub-Area to display the available cameras in the sub-area(s) of the
selected area.

4. More the cursor to one of the thumbnail, and then click the appeared Set Visual Tracking to
open visual tracking settings page.

5. Optional: Click Refresh to get the latest view of the camera.

6. Click Add Related Camera to open the camera list panel, and select a camera from the camera
list or search for a specific camera by keywords, and then click OK.

The icon representing the related camera will be displayed on the view of the current camera.
And the thumbnail of the view of the related camera will be listed on the right side.

7. Drag the icon to a proper position on the view according to its actual mounting position.

8. Optional: Hover the cursor over the thumbnail list on the right side, and then click Set Visual
Tracking to set visual tracking for the related camera.

I.M 'J Note

You can repeat this step to set visual tracking for more cameras. After that, you can view the
visual tracking route of different cameras. You can click one camera to view its corresponding
visual tracking image.
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Figure 14-2 Set Visual Tracking

9. Optional: Hover the cursor over the thumbnail list on the right side, and then click Delete to
cancel the association between the current camera and its related camera.
10. Click - in the upper-left corner to save the above settings and back to the visual tracking page.

The security personnel will be able to use the video tracking function on the Control Client.

Example

Visual Tracking in Hallway

The following picture shows the surveillance image of camera A in a hallway. There are three
directions: B, C, and D, and each direction is monitored by camera B, C, and D respectively.

In this case, you can drag camera B to the B position so as to overlay the icon of camera B on the
surveillance image, and then do similar operations for camera C and camera D. After that, when an
individual passes by the hallway and turns to direction B, the security personnel can click the icon
of camera B on the view of camera A to redirect to the view of camera B.
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Figure 14-3 Surveillance Image of Camera A

14.4 Set Network Parameters

You can set parameters for registering the platform without Remote Site Management module (or
Remote Site) to the Central System, and set access mode for encoding and decoding devices.

Steps

1. In the top left corner of the Home page, select ] - All Modules -» Video - Video Settings -
Network .

2. Set network parameters.

Register to Central System

Switch on Register to Central System and enter the IP address and port No. of Central System
to allow the system without Remote Site Management module (as we called Remote Site) to
be registered to the Central System. Central System is the system that has Remote Site
Management module and can group multiple Remote Sites together to form a larger-scale
union. The purpose of grouping Central System and Remote Sites is to allow Central System's
users to view and manage resources belonging to multiple Remote Sites simultaneously as if
they were on the same system.

I.ﬂ"l Note

Before registering to the Central System, make sure you have enabled the Central System
to receive the site registration. Refer to the parameter Receive Site Registration for details.
« Registering to Central System is only available for the system without Remote Site
Management module.
« Open Service Manager (installed on the PC running central system's SYS service), and click
System Management Service if you need to view or edit the Central System's port.

Receive Site Registration
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Check the Receive Site Registration to allow the system with Remote Site Management
module (or Central System) to receive the registration from Remote Sites. Remote Site is the
system that does not have Remote Site Management module and can register to Central
System to form a larger-scale union. The purpose of joining Central System and Remote Sites
is to allow Central System's users to view and manage resources belonging to multiple
Remote Sites simultaneously as if they were on the same system.

I._a .iJNote

- If a remote site needs to register to the Central System, it should open the Remote Site's
Web Client and enter Register to Central System to configure the Central System's
parameters. See Set Network Parameters for details.

- Allowing remote site registration is only available for the system with Remote Site
Management module.

Device Access Mode

Set the device access mode as Automatically Judge or Proxy mode to define how the system
accesses all the added encoding devices and decoding devices.

Automatically Judge

The system will automatically judge the condition of network connection and then set the
device access mode accordingly as accessing directly or accessing via Streaming Gateway
and Management Service.

Proxy

The system will access the device via Streaming Gateway and Management Service. It is less
effective and less efficient than accessing directly.

I__~ .iJNote
The two parameters Register to Central System and Receive Site Registration are not available

at the same time.
3. Click Save.

14.5 Configure Panorama Tracking

Panorama tracking is a target tracking function based on the linkage between a bullet/box camera
and a speed dome. After you configure panorama tracking on the Web Client, the security
personnel will be allowed to enable this function during the live view of the bullet/box camera on
the Control Client. If this function is enabled, when a Video Content Analysis (VCA) event is
detected by the bullet/box camera, or the security personnel manually select a target, the
bullet/box camera will work together with the speed dome to locate, zoom in, and track the target.

Before You Start
Make sure you have added the device supporting this function.
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Steps

1. In the top left corner of the Home page, select ] - All Modules - Video -> Video Settings -
Panorama Tracking Settings .

2. Select one area on the area list.

3. At the thumbnail center, click Configure Panorama Tracking to open the Panorama Tracking
Settings window.

4. Select a speed dome from the list for linking the camera to the speed dome.

5. Select Manual Calibrating or Auto Calibrating as calibration mode and click Next.

6. Calibrate the camera and the linked speed dome, and then click Next.

- Manual Calibrating: In Manual Calibrating mode, click Add Calibration Point, and click the
position on the left image of box/bullet camera to add a calibration point. Select the
calibration point, and then pan, tilt, and zoom in or out the view of speed dome by digital
zoom and PTZ control to make sure the live view of speed dome and the target position of the
camera are mostly same.

Figure 14-4 Manual Calibrating

I.“ LI Note

You can repeat the operations to add more calibration points. At least 4 calibration points
should be added. It is recommended to add at least 9 calibration points in one scene. For
higher tracking precision, up to 12 calibration points are required.

« Click the added calibration point, and you can move it to other position, or delete it.

« Itis recommended to place calibration points at distinct positions in live image (for
example, corners). If no distinct position is available, you can place the points at something
(for example, box, stool, or people) to mark the position.

- Auto Calibrating: In Auto Calibrating mode, click Start Calibration to add calibration points
automatically.
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Figure 14-5 Auto Calibrating

I.“ LI Note

You should avoid using auto calibrating for vast similar scenes (for example, lake, lawn, or
public square) or dark scenes (for example, night scenes).

7. Set other parameters.
Auto-Tracking

If Auto-Tracking is checked, when the VCA event is triggered during live view, the speed
dome will track the target automatically.

I,,..i.INote
You need to configure VCA rule for the bullet/box camera on the device. For more details,
refer to the user manual of the device.

Target Tracking Mode
Track One Target Continuous
The speed dome tracks the target continuously until the target disappears in the scene.
Track One Target for Certain Duration

Select this mode and set the duration of tracking. The speed dome switches to next target
after the set duration time.

Set Tracking Initial Position

Select a preset as tracking initial position, or adjust the view by PTZ control and click Save to
save the preset as tracking initial position. When tracking finishes or timed out, speed dome
returns to the tracking initial position. When tracking initial position is not set, the speed
dome stays where tracking finishes or timed out.

8. Click Save and Test to finish configuring panorama tracking.

To test the panorama tracking settings, click or draw a rectangle on the video of box/bullet
camera, and the speed dome will show the close-up view.
9. Optional: After configuring panorama tracking, perform the following operations.
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Edit Panorama Tracking Click Edit to reconfigure panorama tracking.
Settings

Cancel Panorama Tracking Click Cancel Panorama Tracking to delete all configurations
about panorama tracking.

14.6 Intelligent Recognition

Intelligent recognition refers to the recognition and analysis of human face, body features,
behaviors, vehicles in video images based on intelligent algorithms. The platform will record each
recognition and the records can be searched via the Control Client and Mobile Client. The
functionality is useful in various scenarios across industries for purposes such as searching for
fugitive and finding out security threat.

14.6.1 Manage Face Comparison Group

HikCentral Professional supports face recognition and comparison functions. After adding devices
which support face recognition, the devices can recognize faces and compare with the persons in
the system.

On the Web Client, after adding the persons to the person group, the administrator should create a
face comparison group, and then add persons (selected from the person list) to the group before
you can perform face comparison. Finally, the administrator should apply the face comparison
group with person information to the face recognition device to take effect.

When a person's face is detected and it matches or mismatches the person information in the face
comparison group, an event/alarm (if configured) will be triggered to notify the security personnel
and you can view the face comparison information during live view on the Control Client.

Add a Face Comparison Group

You need to add a face comparison group and add persons to the group for face comparison for
further configurations such as intelligent recognition task settings.

Steps

I.“'J Note

For details about intelligent recognition task settings, see Manage Intelligent Recognition Task .

1. In the top left corner of the Home page, select ] > All Modules - Video -> Intelligent
Recognition - Face Comparison Group .

2. Click -+ to open the Add Face Comparison Group pane.

3. Create a name for the face comparison group.

4. Optional: Enter a description about the face comparison group.
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5. Click Add.

The face comparison group will be displayed in the group list.
6. Optional: Perform further operations.

Edit Face Comparison
Group

Delete Face
Comparison Group

Add Persons to Face
Comparison Group

Import Persons to
Face Comparison
Group

Delete Persons from
Face Comparison
Group

Delete Profile
Pictures

Export All Face
Information in a
Group

Select a group from the group list and then click # to edit its name
and description.

Select a face comparison group and click [z to delete it.

Select a face comparison group and click Add to add new or existing
persons on the platform to the group.

See details in Add Persons to a Face Comparison Group .

Select a face comparison group and click Import to batch import
persons to the group.

Choose the method of importing persons. See details in Import
Person Information by Template , Import Persons Using Zipped
Profile Pictures , and Import Face Information from Enrollment
Station .

Select persons in the group and click Delete to delete them from the
group.
Or click ~.- - Delete All to delete all persons in the group.

Select persons in the group and click -~ - Delete Profile Picture
Only to delete the profile pictures of selected persons.

a. Click Export.
b. Create a password for decompressing the exported file, and then
confirm it.

Import Face Comparison Group from Device

You can import face picture libraries from an encoding device or a facial recognition server to the
platform as face comparison groups. After you importing the face picture libraries, the face
information contained in them will also be imported.

Steps

1. In the top left corner of the Home page, select ] - All Modules - Video - Intelligent
Recognition - Face Comparison Group .

2. Click = to open the Import Face Comparison Group from Device pane.

3. Select Encoding Device or Facial Recognition Server from the Device Type field.

All available devices will be displayed.
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Figure 14-6 Import Face Comparison Group from Device
4. Click - to show the face comparison group(s) of a device.
5. Select face comparison group(s), and the click Import.
The Import Face Comparison Group window pops up, displaying the import results.
L.E]Note
If a face picture library fails to be imported, you can view the failure details such as library name,
device name, and the failure reason.

Add Persons to a Face Comparison Group

You can add new persons manually to a face comparison group, or add existing persons on the
platform to the group.
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Steps

1. In the top left corner of the Home page, select ] > All Modules - Video -> Intelligent
Recognition - Face Comparison Group .

2. Select a group from the group list.

3. Click Add -» Add New Person or Add Existing Person to add persons to the group.

Add New Enter the required person information including ID, first name, and last
Person name, and then click Add or Add and Continue to add the person to the
group.
Add Existing Select persons from the person list, and then click Add.
Person T
L- .'JNote

You can check Include Sub-Group to include the persons in the sub-groups.

4. Click on a person's name to add a face picture if the profile picture field is empty.
- Add from Device: Hover the cursor onto the empty profile picture field, click Add from Device,
and then select a device.
- Add by Taking a Picture: Hover the cursor onto the empty profile picture field, and then click
Take a Photo to take a photo.
- Add by Uploading Picture: Hover the cursor onto the empty profile picture field, and then click
Upload Picture to upload a face picture from the local PC.
5. Optional: Perform further operations.

Delete Persons from Select persons in the group and click Delete to delete them from the

Face Comparison group.

Group Or click -.- = Delete All to delete all persons in the group.
Delete Profile Select persons in the group and click -.- = Delete Profile Picture
Pictures Only to delete the profile pictures of selected persons.

Import Person Information by Template

HikCentral Professional provides a template (an XLSX file) for batch importing person information
from the local PC. You can use the template to import large amount of person information to a
specific face comparison group with minimum efforts.

Steps

1. In the top left of the Home page, select ] - All Modules -> Video -> Intelligent Recognition -
Face Comparison Group .

2. Select the face comparison group that needs importing person information.

3. Click Import = Import by Template to open the Import by Template pane.

4. Click Download Template on the pane to download the template.

5. Fill required information into the template, and then click 7 to select the filled-in template
from the local PC.
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6. Optional: Check Replace Repeated Person to allow the system to overwrite the person
information already exists in the face comparison group when you import the information.
7. Click Import.

Import Persons Using Zipped Profile Pictures

You can batch import persons to the face comparison group by importing profile pictures in a
compressed (zipped) file.

Before You Start

Make sure you have named the to-be-imported profile pictures in the following rules: "First Name
+ Last Name" (e.g., David Lennon), "ID" (e.g., 777816547), or "First Name + Last Name_ID" (e.g.,
David Lennon_777816547).

Steps

I.M d Note

The platform only supports importing photos in the format of JPG, JPEG, or PNG.

1. In the top left corner of the Home page, select ] - All Modules - Video - Intelligent
Recognition - Face Comparison Group .

2. Select a face comparison group from the group list.

3. Hover the cursor over Import, and then click Import Zipped Profile Picture to open the Import
Zipped Profile Picture pane.

4. Click £ to select a ZIP file from the local PC.

5. Click Import.

|.~ 'J Note

The imported persons will also be added to the All Persons group of the platform.

Import Face Information from Enrollment Station

You can import face information from an enrollment station if you know its IP address, device port,
user name, and password.

Before You Start
Make sure you have added the enrollment station to the platform.

Steps

1. In the top left corner of the Home page, select ] > All Modules - Video - Intelligent
Recognition - Face Comparison Group

2. Select a face comparison group.

3. Click Import = Import from Enroliment Station to show the Import from Enrollment Station
pane.
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Import from Enrollment Station

Figure 14-7 Import from Enroliment Station
4. Set the required information, such as device IP address, device port, and password.
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Stage
Apply Face Information

Import specific face information from the enrollment station to the face comparison
group.
Select File

Click Download Template to download a template and fill in it according to its prompts,
and then click --- and select the filled-in template to import specific face information
from the enrollment station to the selected face comparison group.

Copy Back Face Information

Copy back all the face information acquired by the enrollment station to the selected face
comparison group.
5. Click Import.

Apply Face Comparison Group to Device

After setting the face comparison group and adding person(s) to the group, you need to apply the
group settings to the device which supports face comparison so that the camera c